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ABSTRACT

To effectively participate in modern collaborations, member organizations should be able to share
digital resources with various partners, while ensuring their digital resources are protected from
inappropriate access. In the existing literature, a substantial amount of research on centralized
access control in the context of a single organization has been carried out. However, research on
decentralized access control in a collaborative environment is scarce. To advance research in this
area, | implemented a prototype of a decentralized access control system, which supports
transparency, auditability, immutability, and equality in a collaboration environment, using the
Multichain blockchain platform, RESTful web services, and Java programming language. The
prototype was developed to evaluate two primary metrics: average response time and throughput.
To achieve this, | carried out a number of experiments to measure both metrics on a Local Area
Network (LAN) and on Amazon Web Services (AWS) under 84 different experimental conditions.
The LAN setup provides a baseline for system performance under optimal conditions, while the
cloud infrastructure represents a real-world use case. With low-system loads (comprising one to
thirty concurrent clients and a single server running the system), the LAN setup outperformed the
AWS setup by a factor of 2.5 based on throughput. On the other hand, when the system load is
significantly increased, with more servers running the system, the AWS and LAN setups showed
only a marginal difference in their performance. This demonstrates the potential to horizontally

scale the decentralized access control system using blockchain on cloud infrastructure.
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CHAPTER 1
1. INTRODUCTION

Information systems are becoming complex, highly distributed, very dynamic systems that
extend across organizational boundaries in the digital world. Organizations need to collaborate,
share digital resources, and exchange information, allowing them to use techniques like data
mining and analysis to support business decisions. Organizations require the ability to share some
resources while also maintaining control and data protection over those resources. However, there
is a conflict between data sharing and data protection. In an industrial information system,
protecting data and information from cyber-attacks becomes one of the greatest challenges for
organizations. As cyber-attacks evolve in new and more complicated ways, security organizations
have difficulty keeping up. Cyber-attacks create threats to organizations’ security, which costs
billions of dollars each year [1]. FACC is an Austrian-based aerospace parts manufacturer working
with Airbus and Boeing. They announced being a victim of hacking, and the cost of its implication
was about 54.5 million U.S. dollars in January 2016 [2]. In 2016, Yahoo reported that they lost
500 million users’ information, and it was the largest data breach in the history [3]. In addition, in
2012, 117 million emails and passwords were stolen by hackers from LinkedIn, and it became
publicly available in May 2016 [4].

Thus, organizations need to have proper administration and security policies to maintain
data security while allowing selective sharing of resources. The domain of access control provides
solutions for the problems of authentication, authorization, and validation. Authentication proves
the user’s identity; authorization specifies and evaluates a set of access policies that define which
user can access which resources and, validation securely verifies the authorized privileges and
authenticated identities [5]. In the dynamic and collaborative environment, classical models of
access control are not effective in protecting resources while allowing users to access to the

resources within their privileges.

Blockchain is an underlying technology and closely linked to the digital currency Bitcoin,
which was introduced in 2008 with the white paper Bitcoin:A Peer-to-Peer Electronic Cash System
by an unknown author under the pseudonym Satoshi Nakamoto [6]. Although blockchain
technology was initially conceptualized during the beginning of Bitcoin, it has been abstracted to
refer to a distributed and decentralized public ledger that keeps all transactions or events which



have been executed and shared among participants in a peer-to-peer network. Every transaction in
the ledger is verified by a consensus mechanism in the system, and it is immutable in the
blockchain. Additionally, blockchain technology is an emerging solution for decentralized data
sharing allowing an extensive network of untrusted parties for sharing resources.

The objective of this research is to create a decentralized access control system using a
private Blockchain to facilitate data sharing across organizational boundaries. The rest of the thesis
is organized as following chapters:

e Chapter 2 introduces and defines the problems

e Chapter 3 reviews the related technologies and research

e Chapter 4 presents the architectural design and implementation

e Chapter 5 describes the evaluation of experiments and discusses the results

e Chapter 6 concludes the contributions of this thesis and discusses future work



CHAPTER 2

2. PROBLEM DEFINITION

In today’s digitalized world, systems are usually distributed, not managed by a single
organization, and require collaboration of multiple participants who provide data and offer services
or computational resources. This dynamic collaborative environment requires suitable access
control systems that enable participants to define who can access their data and services. These
security requirements dynamically change in a distributed system in different organizations, as
each organization needs to be able to manage their own access control independently [7]. For
instance, universities already have their own access control system within the organization, and
when they need to collaborate among each other, the collaboration will require an additional
security layer or access control system.

Organizations usually store and manage their access control data in centralized servers
when they use distributed systems. A centralized access control system manages the permissions
of users to access the centralized data storage [8]. Therefore, every organization manages its
independent access control system. In centralized access control, all access requests go through a
central authority, which decides whether grant or deny. This approach simplifies administration of
access control because all configuration and management can be managed only by a single entity.
However, a centralized approach has the following drawbacks:

a. Single point of failure - if the centralized access control fails then no one can access the
entire system

b. Central authority - all requests must be approved by the central authority, which can cause
performance problems

c. Limited transparency - Since there is centralized control in a collaborative environment,

transparency becomes another challenging issue

Traditional access control models DAC (Discretionary Access Control) and MAC (Mandatory
Access Control) are not readily adapted to distributed and heterogeneous systems. RBAC (Role-
based Access Control) is a more flexible and widely used access control model. Roles are assigned
to users, and permissions are assigned to the roles. RBAC also supports hierarchical structuring of

the roles. Similarly, the OrBAC (Organization-based Access Control) model is an extension of



RBAC that defines permissions independently from implementation and helps organizations to
define their security policies. Also, the OrBAC model does not adapt to a multi-organizational
collaborative environment, when there are large-scale independent organizations with
decentralized systems, as each organization keeps its own access control information [9], [10].
Therefore, these classical access control models are well suited and purposed to heterogeneous

and distributed systems.

There is a lack of suitable security models for the collaboration of participants. Although
some research has been done on decentralized access control [11]-[13], most approaches do not
support fine-grained access control policies nor transferring the access rights. To follow the
principle of least privilege, permissions should be defined in a fine-grained way. Also, in

decentralized systems, the access policies should be self-descriptive.

Thus, building an access control for cross-boundary organization is an important and

challenging issue.

Grant access

!TET

A

Transferring access rights
Access to services

TTT _ Transferring TTT «—1ransferring o

!! ={ accessrights | = ! & access rights

= i Bty
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Figure 2-1: Problem definition
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Figure 2-1 describes a scenario where organizations want to share digital resources and transfer
access rights from one organization to another organization. For example, Organization A grants
the access to Organization C to give access to its micro services, which are S1, S2, and S3. Then,
if Organization C would like to transfer its access permissions to Organization B, the question is

how organization A can grant access to Organization B based on transferred access rights.

2.1 Research Goals

The primary goal of the thesis is to establish a decentralized access control system, which provides
the opportunity to share digital resources and transfer defined access rights from one organization
to another organization without having a central authority across organizational boundaries. In

order to be able to answer this broad question, the following issues must be addressed:

a) How to create a decentralized access control system?

In a decentralized and collaborative environment, centralized access control systems are not a
suitable solution, so developing decentralized access control mechanism is crucial for

decentralized systems.

b) How can organizations grant or transfer access rights of micro services from one
organization to another?
Traditional access control systems are mostly centralized, so there is a single place to store access
permissions. When the access control systems are centralized, granting and transferring access
rights becomes a challenge. With decentralized systems in a collaborative environment, access
control systems need to grant access rights in a decentralized architecture. Also, transferring the

access rights is an essential feature for a decentralized access control system.

c) How can consumer organization directly access the provider organization’s micro
services?
When the resource provider organization grants access rights for its own microservices, the
challenge is how the consumer organization can directly access the microservices without having

additional third party services.



CHAPTER 3
3. LITERATURE REVIEW

This chapter presents a review of the work related to decentralized access control system and
Blockchain technology. It also presents introductions to several technical areas which will be
helpful to understand the remainder of this thesis. First, I introduce the concept of access control,
a summary of existing access control models in the literature, centralized and decentralized access
control, temporality in access control, and open authentication. Second, | provide a discussion of
Blockchain technology including public and private blockchains, disintermediation and equality

in Blockchain, and Multichain Blockchain.

3.1. Access control

Samarati and de Vimercati [14] defined Access Control as “the process of mediating every request
to resources and data maintained by a system and determining whether the request should be

granted or denied”.

The goal of access control is to check and restrict the actions that authorized users can perform
within a computer system. Access control restrictions include what a user could perform directly
as well as what programs can be executed on behalf of the users who are permitted to execute
those programs. Access controls depend on cooperation with other existing security services [15].
Chapple et al. defined access control as “the formalization of those rules for allowing or denying
access. Access controls define the allowable interactions between subjects and objects. It is based
on the granting of rights, or privileges to a subject with respect to an object” [16]. The following

concepts are commonly used in the access control community.

e Object: Resource to which the subject requests access (file, database, network resource,
cloud service, and device, etc.)

e Subject: in the form of user, device, process, or application requesting to access an object

e Operations: A process initiated by a subject

e Permission(privilege): The rules that govern who has access to which resources (For
example, a manager may have permissions to see the dashboards while an accountant may

keep track of the transactions on the general ledger)



e Access Control List (ACL): Access control lists are a list of permissions that are
associated with an object. It specifies who or which processes are granted access to the
given object. For example, if Alice has read and write permissions, and Michael has to
delete permission a given file, an access control list representation might be (Alice: read,
write; Michael: delete).

e Access control matrix: The access control matrix is a two-dimensional table, which
captures subjects as columns and objects as rows. Each cell shows the permission of the

corresponding column(subject) and row(object).

The development of access control systems is typically a multi-stage based on the following
concepts:

e Security policy: A set of high-level rules, which access control should be governed. (For
example, managers can see to the dashboards)

e Security model: A formal representation specified and enforced by security policies. It
may establish a formal model of access rights, a model of computation, or model of
distributed computing.

e Security mechanism: A low-level implementation based on the security policy and model.

It can be hardware or software.

Access control models

Three traditional access control models are mandatory access control (MAC), discretionary access
control (DAC), and role-based access control (RBAC). Additionally, another commonly used and

more logical access control model is attribute-based access control(ABAC).

3.1.1 Mandatory access control (MAC)

The mandatory access control policy grants access based on subjects and objects, which will be
assigned security labels. These security labels are the combination of hierarchical classification
levels and non-hierarchical compartments. The hierarchical order specifies the sensitivity of the
data. For instance, an organization might have sensitivity levels Top Secret, Secret, Confidential,
and Unclassified. Every object is associated with a set of compartments (nuclear, weapon, aircraft
weapon, etc.) [17]. As an example, if an object is related to the {aircraft weapon, nuclear} it may

be accessible by subjects, who need to know both about aircraft weapons and nuclear. In practice,



a document might have the label (Top Secret, {aircraft weapon, nuclear weapon}) if it contains
extremely sensitive information regarding aircraft weapon and nuclear weapon. Additionally, each
paragraph of this document could be assigned a set of sensitivity levels and compartments, so the
classification of this entire document would be the most restrictive classification given to each
paragraph in the document. One of the well-known implementations of MAC is multi-level
security that is commonly used on information technology systems deployed at highly sensitive
government organizations such as the U.S. Department of Defense [18]. It is used in these
scenarios as all security policies are centrally controlled by a security policy administrator, so users
cannot override the security policies. In this case, MAC provides a high degree of security in MLS
systems. Also, the underlying philosophy of MAC is that information belongs to an organization,

so the organization should control the security policies of its information [19].

3.1.2 Discretionary access control (DAC)

Discretionary access control (DAC) provides the possibility for data owners to control their data
accessed by themselves rather than by a central authority. DAC gives the possibility to users to
grant and revoke access to objects, which are under their control. DAC is based on the notion that
users are “owner” of objects; therefore, they will have complete control over their objects.
Ownership usually refers to the creator of the object. DAC policies grant users access to
information based on user’s identification and authorizations that state the user is allowed or
denied access to information. Each user request will be assessed by these authorization rules [13].
A mechanism of DAC policy implementation needs to answer the following question: does a
subject (S) have access right (AR) for an object (O)? More practically, the presentation of this
policy can be represented as an Access control matrix. Each cell of the access control matrix

includes a set of access rights. For example:

Folder 1 File 1
Alice rw r
Bob rw w

Table 3-1: Access control matrix



3.1.3 Role-based access control (RBAC)

Role-based access control (RBAC) was formally introduced by Sandhu et al. in 2000 [20] and
standardized by ANSI [21]. RBAC was initially proposed for enterprises where permissions will
be granted to roles rather than individual users. A role is a combination of a set of users and set
permissions. An organization can create roles based on various job functions and responsibilities,
and users can be assigned these roles. The concept of roles logically maps to an organization’s
structure.

The idea of grouping privileges was initially proposed by Baldwin [22]. The core notion
of RBAC is that users and permissions can be associated with roles. The idea of roles greatly
simplifies the management of permissions because system administrators do not need to manage
individual users and their permissions. Roles can be granted and revoked permissions to users of
certain applications and systems as necessary [21]. Specifically, when role and permissions’
relationships are predefined, assigning users to the predefined roles will be easy for the system
administrators [23]. RBAC defines the following three main elements:

a) User - person, who interacts with a computer system

b) Role - job function or responsibility within an organization

c) Permission —an operation on an object

.. Permission
User Permission

Assignment I ] Assignment ] )
Users [« q Role « Operation Object

A J

Figure 3-1: Basic elements of role-based access control [24]
One of the most important principles of access control is least privilege. This principle describes
that only mandatory permissions, which are required by the user to execute tasks in a certain role,
will be assigned to the role. The system should guarantee that the users will have only those
permissions and no more [25]. Thus, it protects from the problem of users having the ability to
perform unnecessary and potentially harmful actions. In some cases, a sensitive task may require
two or more individuals to complete. A common example of these systems is a payment that
requires two roles, which are payment initiator and payment authorizer. In this situation, RBAC
applies the concept of separation of duties to enforce conflict of interest and other separation

rules using RBAC elements. Also, RBAC uses the data abstraction concept. Instead of using the

9



default operating system’s permissions such as read, write, and execute, data abstraction allows

the definition of abstract permissions [21].

3.1.4 Organization-based access control (OrBAC)

Organization-based access control (OrBAC) is an access control model proposed to define security
policies at an organizational level. The central concept of OrBAC is the organization; an
organization is an entity which is responsible for managing a security policy. The goal of OrBAC
is to define a security policy at the organization level that is independent of its implementation.
The OrBAC model proposes to use roles that subject, objects, and actions play within the
organization rather than modelling the security policy based on the concepts of subject, object, and
action. OrBAC uses eight main set of entities, which are Org (organizations), A (actions), S
(subjects), O (objects), R (roles), A(activities), V (views), and C (contexts). OrBAC connects
abstract entities (e.g. roles, activities, views) and real entities (e.g. empower, consider, use, hold,

and obligation).

Each organization can specify roles that have the permissions, obligations, or prohibitions to
do some activities in a given context. The context is used to express dynamic rules in OrBAC, and

security rules are characterized by 5 predicates:

e permissions(Org,R, A, V, C) —means that the role R has the permission to perform activity
A on the view V when the context C is true

e prohibition and obligations are similar to permissions, but differ in is that they define
security requirements as well. The prohibition predicates express that a role cannot perform
some activities on some views if a given context is not true. The obligation predicate
defines that a role must execute some activities on some views when the related context is
true.

e consider (Org, A, A) — states that an organization Org, action A implements activity A

o empower(Org, S, R) — states that subject S is empowered in the role R in the organization
Org

e Use (Org, O, V) — states that object O is used in view V in the organization Org [26]

10



3.1.5 Attributed-based access control (ABAC)

In the National Institute of Standard and Technology(NIST), attribute-based access
control(ABAC) is defined by a logical model that evaluates access rights using policies and
conditions against attributes of the subject, object, and environment relevant to a request.
Attributes are characterized by entities (subjects and objects), environmental conditions, and
requested actions [27], [28]. Traditional access controls primarily consider static authorization
decisions based on the subject’s privileges on the target resources [29]. For example, RBAC
decides the access right based on a subject’s role that is associated with the permissions. The roles
tend to be assigned to more static functions and positions within the organization. RBAC does not
easily support complex access control decisions. For instance, if the decision needs to evaluate
factors including user’s physical location, the current time, the client type (PC, smartphone, etc.),
and the client’s IP address, RBAC will have challenges making this dynamic access control
decision. If the organization tries to implement these types of access control system, it needs to
create many roles that will lead to “role explosion” [28]. On the other hand, ABAC supports
complex authorization process and constraints that are defined by the relationship between
attributes of physical location, behavior, time, resource types and other additional information
associated with access. In ABAC, attributes are variable and dynamic, while policies are relatively
static. Therefore, ABAC can support cases, where users are dynamically changing, and ABAC can

allow an access control without having the predefined information a subject [30].

3.1.6 Centralized and decentralized access controls

Access control administration can be centralized, decentralized, and hybrid, which uses both
approaches. A centralized access control is a responsibility for granting or revoking an
authorization to users, and it provides unified identity and authorization management across
computer systems inside the organization. Centralized access controls simplify and help to manage
the organization’s security systems. One disadvantage of centralized access control is a single
point of failure. Decentralized access control is when multiple places can grant access
permissions for the users. This approach can be more stable than centralized access control, but it

will require more administration and maintenance to protect several locations [30].
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3.1.7 OAuth 2.0

Social networking sites(SNS) are the phenomenon that started in the 90’s. SNS including
Facebook, Twitter, Google, and LinkedIn have become essential communication tools used by
many people in their daily lives. Authenticating with these social network accounts is convenient
for users rather than creating new accounts for each website. This is one of the reasons that OAuth
(Open Authorization) has become common and useful technology [31]. OAuth 2.0 is an
authorization framework, which allows users to grants third-party applications access to their
resource without giving their security identity and passwords. OAuth defines the following four

roles:

1) Resource owner: An entity that has the power to grant access permissions to other users
to access its own resources.

2) Resource Server: The server that hosts the protected resources that are owned by the
resource owners, and the server that can respond to access requests to resources based on
access tokens.

3) Client: An application which makes a request to protected resources on behalf of the
resource owner after obtaining authorization.

4) Authorization server: The server that issues access tokens to the clients after the resource

owner successfully authenticates and gains authorization [32].

12



(1) Authorization Request

v

Resource Owner

(2) Authorization Grant (User)

A

(3) Authorization Grant

\4

Client Authorization Server

(4) Access Token

A

(5) Access Token

\4

Resource Server
(6) Protected Resource

A

Figure 3-2: The abstract OAuth 2.0 flow

A) The application requests authorization to access the resource from the resource owner.

B) If the resource owner authorizes the request, the application receives the authorization
grant.

C) The client sends an access token request using the authorization to the authorization server.

D) If the identity is authenticated and the authorization grant is valid, the authorization issues
an access token and, it is sent to the application.

E) The application makes a request to the resource from the resource server using the access
token.

F) If the access is valid, the resource server provides the requested resource.
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3.2. Blockchain
Introduction

Blockchain technology is linked to the digital currency Bitcoin. In 2008, an individual or group of
people under the name of Satoshi Nakamoto published a paper “Bitcoin: A Peer-To-Peer (P2P)
Electronic Cash System”, which described that Bitcoin is a digital currency, that can allow peer-
to-peer transactions without having a trusted intermediary [6]. Bitcoin is a system that operates
electronic money without any central authority, so it should have mechanisms to prevent
falsification of data, payment duplication, and any kinds of attacks from malicious users. To
achieve this goal, Bitcoin uses several different underlying technologies including hashing, public-
key cryptography, digital signatures, P2P, and Proof of work. The following sections describe the

core technologies of the blockchain.

3.2.1. Bitcoin: A peer-to-peer Electronic Cash System
Bitcoin is a cryptocurrency, which allows the transfer of digital assets without the need of trusted
third parties, in the peer-to-peer network. The Bitcoin cryptocurrency is the most widely used and
highly valued digital currency in the world [6], [33]. In order to control the ownership of each coin,
a complete order of blocks is crucial for Bitcoin. For this reason, each block includes a pointer that
points to the previous valid block in the chain. The point is a hash of the preceding block; therefore,

the blockchain has the structure of the linked list.

[BlockHash 1 To~o | [BlockHash l,,—”"n\ [ BlockHash |
[PrevBlockHash | “{PrevBlockHash | \‘{ PrevBlockHash |
— " [Nomce |[Time | |7 [Nonce |[Time | [T [Nonce |[Time |
[ MerkleRoot | [ MerkleRoot | | MerkleRoot |
[Tx1|[Tx2][Tx2] [ ] [Tx1][T=2][Tx2][.. ] [Txt |[Tx2][T2] [ ]

Figure 3-3: Simplified block chain
The number of blocks from beginning to end of the blockchain is called a block height. In general,
the blockchain constantly grows, and this continuous increase will require an enormous amount of
computational power for the validation process. To keep the size and computational effort
reasonable, Bitcoin offers a simplified payment verification (SPV) based on Merkle trees [6].
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3.2.2. Bitcoin transactions
A Bitcoin transaction is a movement of Bitcoin value which is broadcasted to the network and
collected into blocks. Users send and receive bitcoins by sending digitally signed messages to the
bitcoin network using a software called a bitcoin wallet. In another definition, a bitcoin wallet is
a software tool with a built-in feature that can maintain a collection of addresses with
corresponding private keys. The wallet enables users to issue outgoing transactions and verify
whether the transaction is confirmed or rejected by the participants in the network, and to
participate in peer voting [34]. The transactions are stored in a distributed, replicated public
database (Blockchain) with the consensus mechanism accomplished by the PoW system called
mining. In a blockchain, each transaction consumes one or more transaction outputs (TXO) within
the sum of spendable bitcoins. These unspent sums are called “Unspent Transaction Outputs”

(UTXO) [38]. A single transaction can contain one or more inputs and one or more outputs.

Input 1 M Output 1
S— J\: Output 2

Transaction

Input 2

Output 3

Figure 3-4: A single Bitcoin transaction allows for multiple inputs and outputs
A transaction includes a small fee attached to the transaction to incentivize miners to mine blocks.
When miners create a block in the blockchain, they receive a small amount of this fee as well as a
block reward that they can credit to their own wallets.

3.2.3. Hash function
A hash function H takes an input data | and returns a fixed-size string, which is called the hash
value h. This mechanism provides that only the same input can result in the same hash value. If
the input has a slight change, the hash value will be entirely different. Inferring the original data
from the hash value is extremely difficult. The Bitcoin uses the calculation of hash values
mechanism to guarantee the detection of data falsification and check continuation of blockchain
data.
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Figure 3-5: Hash mechanism
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3.2.4. Public-key cryptography and digital signature
One of the most important parts of a blockchain system is the keys (public and private) of
ownership to transfer the digital currency.

Public-key cryptography (asymmetric cryptography) is a cryptographic methodology that
uses key pairs for encryption and decryption. A public key is publicly available to the world, and
a private key is known only to the owner. In the public-key cryptography, anyone can encrypt and
send a message using the public key of the message receiver, and the message can be decrypted

by only the receiver’s private key [35].
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How Do Digital Signatures Work?
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Figure 3-6: Digital signature

A digital signature is a mechanism to check the authenticity of digital messages and documents
using public-key cryptography. The digital signature provides the following abilities:
- authentication: the message receiver can check the message sent by the sender
- non-repudiation: the sender cannot deny that the message was sent from herself or himself
- integrity: the message was not falsified or changed during communication
Public-key cryptography and digital signature are used for validating a creator of the bitcoin

transaction as well as validating addresses of the bitcoin wallet in the bitcoin system [36].

3.2.5. Peer-to-Peer (P2P)
A Peer-to-Peer network (P2P) is a collection of various distributed resources that are connected by
a network. From the application point of view, P2P is the opposite of Client/Server architecture.
A distributed network architecture might be called a P2P network when the participants share a
portion of their resources (processors, storage, network capacity, etc.). These resources should
provide the service and content, which are accessible by other peers directly without going through
intermediary entities, by the network [37]. Bitcoin uses the P2P network that has contributed and

has developed a complete distributed network to overcome the single point of failure. Some of the
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most successful applications of P2P technologies are file sharing platforms such as Napster and
BitTorrent.

3.2.6. Timestamp Server
Bitcoin proposed that a timestamp server takes a hash of a block of transactions to be timestamped
and publishes the hash broadly. The timestamp proves the connection sequence of transactions,

and each timestamp is included in the previous timestamp in its hash [6].

——————» Hash » Hash »
Block Block
transaction ‘ | transaction | | S ‘ transaction | | transaction

Figure 3-7: Timestamp Server

The timestamp server is designed to prove that the data must have existed at the time.

3.2.7. MerKkle trees
Each block of bitcoin includes the summary of all transactions in the block using merkle trees. A
merkle tree is a data structure to summarize and verify the integrity of large sets of data. A merkle
tree is similar to a binary tree, as each node will have a maximum of two child nodes [38]. In
Bitcoin, Merkle trees are used to summarize all transactions in a block and to provide an efficient
process to validate whether a transaction is included in the block or not. To create a Merkle tree,
the hash function runs on a pair of nodes recursively until there is only one hash known as Merkle
root. The cryptographic hash algorithm of Bitcoin's Merkle tree applies SHA256 twice, and the
Merkle tree is constructed bottom-to-up. Transactions will not be stored in the Merkle tree; rather,
their data will be hashed, and the result of hash will be in each child node. A Merkle tree requires
an even number of child nodes because it is a binary tree. Therefore, if there is an odd number of
transactions, the last transaction will be duplicated to create an even number of child nodes [39].
Merkle tree gives a possibility to discard unnecessary transactions without breaking a block’s hash

because the interior hashes are not stored.
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Figure 3-8: Merkle tree
Using Merkle trees, simplified payment verification (SPV) is possible to validate payment
without running a whole network node. A user only needs to store a copy of the block headers of
the longest PoOW chain. The user will not be able to check a transaction by herself or himself, but
the user can prove that the network accepted it, and further blocks have already been confirmed
by the network. This verification process can be reliable as long as the network is under honest
nodes’ control.

The blockchain network is a peer-to-peer network which operates on cryptographic
protocol and consists of a network of nodes. The network nodes handle communications and verify
transactions, and the nodes also compete for profit (transaction fee) by generating a valid block
through a process of receiving transactions and solving a resource incentive task (PoW). The
bitcoin network runs the following steps:

1. Digitally signed new transactions are broadcast to all nodes

2. Each node collects new transactions into a block

3. Each node computes a difficult proof-of-work for its block

4. When a node finds a proof-of-work, it broadcasts the block to all nodes

5. Nodes accept the block only if all transactions in it are valid and not already spent

6. Nodes express their acceptance of the block by working on creating the next block in the

chain, using the hash of the accepted block as the previous hash [6]

From the perspective of the node, the longest chain is the correct one. When nodes broadcast a

different version of the next block at the same time, the other nodes may receive different blocks.
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In this case, the nodes will work on the received one, but they will save the longest one. When the

next valid PoW is found, and it becomes the longer chain, the node will switch to the longer one.

3.2.8. Proof of work
A proof of work is a piece of data that is hard to generate, but it is easy to verify and check certain
requirements [40]. Generating the PoW is a random process with low chances, and the process
goes through a lot of trial and error until it becomes a valid proof-of-work. The POW normally
refers to a mechanism to confirm that a person does certain work (to discourage to act wrongly).
In this chapter, we will describe the proof of work in bitcoin. Bitcoin introduced a digital currency
that can eliminate a central bank. The question is how Bitcoin can achieve this goal. Bitcoin
proposed an efficient solution that everyone can be a bank, so every participant keeps a copy of all
transactions similar to central banks. A distributed ledger can store all transactions and
ownerships. Bitcoin uses blockchain technology as a distributed ledger. However, distributed
copies of blockchain data can create new chances for the users to cheat. For instance, Alice can
send two different transaction to her two friends (Bob and Charlie) without having sufficient coins.
This problem is called double spending. If Alice’s friends validate and accept the transactions
separately, it can lead to an inconsistent state of the block chain. If Charlie accepts the transaction
and informs everybody in the network before Bob accepts his transaction, Bob would be able to
figure the double spending out. So, a synchronized distributed ledger is viable when there is a
synchronized and a not-jammable broadcast channel. Therefore, we should deal with the
undesirable period of time between issuing a transaction and having every participant be informed
about the transaction to solve a distributed consensus problem. Bitcoin solves the double spending
problem by requiring the entire network to validate the legitimacy of the transactions so that other
participants can notice the double spending problem. If the majority of participants confirms that
the transaction is valid, the receiver should accept it. Otherwise, the transaction will be rejected.
However, the majority of participants are also questionable when there are many false identities.
This kind of attack is called a Sybil attack in the computer community [41]. For example, Alice
could configure many instances that constitute the majority, which all confirm the transaction,
even it is a double spend. In this case, Charlie would accept the transaction. Bitcoin uses the proof
of work to prevent Sybil attacks. When the node validates transactions and broadcasts them, it
needs to perform some proof of work to prove that it is a real identity. Therefore, the identification

of the participant depends on the computational power, and not the number of identities, which
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can be fake [42]. In Bitcoin, the difficulty of PoW’s puzzle relies on the target value. If the target
requires the more zeros, the puzzle becomes more difficult to solve. The PoW of Bitcoin
accomplishes the following tasks:
1. To allow everyone with the computational resource to participate in the competition of
creating new blocks
2. To distribute bitcoins among network participants using fair distribution mechanism
3. To makes blocks difficult to tamper with since any small change to a block will require a
new proof of work

4. To allow for a consensus mechanism, which is resistant to Sybil attacks

3.2.9. Blockchain as a distributed database
A blockchain is essentially a distributed and decentralized database of records or public ledger that
contains chained blocks of transactions. Although Bitcoin is the most popular example of
blockchain technology, it has been abstracted to refer any distributed database that records in
continuously hash chained blocks. Consensus mechanisms verify every single transaction in the
public ledger. Once the transaction is stored in the chain and broadcasted to the network, it can
never be altered or deleted [6], [43]. Since the peer-to-peer networks do not depend on a central
entity, blockchains have no single point of failure. If the network nodes are sufficiently distributed
across different authorities and geographical locations, the blockchain becomes resilient to
network outages by natural disasters, physical or cyber-attacks, and falsifications from authorities.
History shows that governments, agencies, and enterprises do not always act in a way which the
public expect and accept as ethical. This requires the revolution of existing database technologies
that can store data that should be impossible to remove, modify or control by a centralized
authority.

Another advantage of the blockchain technology is a built-in feature of digital assets to handle
tradable assets. The blockchain is designed to use a UTXO mechanism as originally
conceptualized by Bitcoin. This idea refers to the face that every new transaction input requires a
referral to the output of another transaction. This proves that the asset referenced inside the
transaction is traceable up to its creation. This feature of the blockchain is the most important
because it will bring transparency, auditability, and traceability.

Immutability: Blockchain is append-only database technology. The principle of blockchain

technology is that once the data is recorded into the blockchain, it cannot be manipulated. In other
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words, the blockchain is an immutable data storage method. The hash chain differentiates the
blockchain technology from any other distributed technologies. Hashing chain the blocks together.

Transparency: It is one of the important aspects of the blockchain. Within the blockchain
network, anyone can join, participate, and see the transparent record of transactions, and it is
possible to track and record every single movement of digital assets using the decentralized ledger.
Tracking the movements of digital assets using the blockchain technology enables the capability
to verify an asset's provenance and authenticity directly. Every node can have a complete and
constantly updated copy of the ledger, and it allows them to be used for the purpose of monitoring.

Decentralization: One of the basic goals of the web is decentralization and freedom [44].
During the last decade, the massive growth of the web led to a centralization issue. A few large
companies own a huge amount of data on the internet, so the lack of transparency and control from
these companies reveals negative aspects of centralization such as manipulation, surveillance, and
frequent data breaches [45]-[47]. Fortunately, blockchain technology promises a new feature.
Modern applications can be built with a decentralized architecture; no single party has absolute
power and control. Equality is also the advantage of the blockchain technology. The blockchain is
structured as a peer-to-peer network on top of the internet. Peer-to-peer (P2P) refers to the fact,
that computers participate in the network and act as peers to each other. The participants are all
equal, and there are no special nodes. The network nodes are interconnected in a mesh network
using flat topology. There are no centralized services, no servers, no hierarchical structure, and no
central gateway within the network. P2P networks are fundamentally resilient, decentralized and
open.

3.2.10. Public and private block chains
In general, blockchain is publicly available and requires a large computational resource to run the
whole network; as a result, this limits its potential use cases. In some cases, data is susceptible to
manipulation, confidential, or private, and the blockchain cannot store them securely. The private
data would be distributed through every node on the network and completely exposed. A
centralized architecture can store secure data with less transparency. This is a contradiction
between the centralized databases and decentralized public blockchains [48]. Blockchains can be
classified based on the access of blockchain data in the following way:
Public blockchain: A blockchain grants the permissions to issue transactions and to read access

for all data of the chain to all users.
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Private blockchain: A blockchain is a blockchain that is available for a predefined list of entities
to access the blockchain data and create a transaction on the chain.

Permissionless blockchain: A permissionless blockchain is a type of blockchain which does not
restrict identities of the transactions.

Permissioned blockchain: A permissioned blockchain accepts only transactions that are

performed by predefined entities with known identifications [49], [50].

Private and permissioned blockchains are not necessarily the same. For example, a permissioned
blockchain can be available to the public to read the data of chain, but the public might not have
permission to create transactions. Also, private blockchains can be accessible for preconfigured
entities, and the entities may have full permission to access the blockchain. A permissioned
blockchain can build a system, which operates distributed ledgers or timestamped registries, using
the basis of blockchain innovations. Although permissioned blockchains do not require to use of
PoW, consensus protocol can be utilized as an additional level of security and to increase
auditability.

The blockchain can have multi-level permissions including:

Connect to the network

Create asset

Send transaction

Receive transaction

o > w0 N

Confirm transaction (“mine’)

6. Read transaction from the chain
Blockchain data storages provide a secure and decentralized framework. One of the most
significant advantages of blockchain technology compared to other distributed ledgers is
consistency, and security using cryptographical mechanisms, which eliminates human related
issues.

3.2.11. Applications of blockchain technologies
After the success of Bitcoin, various blockchains have been proposed and implemented. The
diversity of blockchain technologies could be classified in the following ways:

e Expansion of the terms of recording and exchange on transferring digital assets and digital

rights management
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e Improvement or new creation of consensus algorithms to reduce workloads
e Enhancement of reliability and limiting participants in the network to increase efficiency

and speed up the performance of transaction processing

Expansion of blockchain technology

Since Bitcoin has been recognized by its potential and advantages, there are more than 600 digital
coins in the market by changing various parameters and cryptography mechanisms of Bitcoin
[51]. Once the industry recognized that blockchains could handle transactions without a central
authority, enterprises and organizations started to work on using them for tracking the transfer
of assets and services, and the ideas are not limited by a virtual currency. There is work to apply
the blockchain technology to the transfer assets such as real states and automobile companies.
Another application of blockchain technology is to guarantee of the authenticity of the ownership
or rights, and it is a case not only about the transactions. Other examples are preserving documents
and casting votes, etc. Smart contracts are another attractive extension of blockchain technology.
With smart contracts, participants can push new scripts or procedures to the blockchain. This
allows the blockchain to execute automated process and triggers.

a) Improvement or new creation of consensus algorithms to reduce workloads

The improvement of consensus algorithms addressed the existing issues of the Bitcoin blockchain:
- PoW is shown for every ten minutes in Bitcoin, and the system, which requires a quick
response, cannot utilize Bitcoin.
- The block size of Bitcoin is approximately 1 MB, and it cannot handle a large volume of
transactions.
- Bitcoin involves enormous computing power
In order to solve these problems, there are new algorithms being developed in the blockchain
community. For example, Proof of Stake (PoS) is designed to become a more competitive form of
PoW to solve energy consumption issue of PoOW. PoS is implemented in Ethereum, Bitshares, and
NXT, etc. [52]. Also, Proof of Importance (Pol) and Practical Byzantine Fault Tolerance (PBFT)
algorithms are already developed and adopted for the blockchains.

b) Enhancement of reliability and limitation of participants in the network to increase
efficiency
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A consortium or private type of blockchain enables an enhanced transaction processing mechanism
by reducing PoW workload based on limited and reliable participants and simplifying the

consensus algorithm, which does not need a reward to build a consensus.

Public

« The network is publicly available to the world. Anyone can participate in the network.
A consensus mechanism is important because the network should be protected from malicious
participants.

Consortium

« A consortium blockchain is a blockchain where the consensus managed by a pre-defined set of
nodes.

 For example, there is 20 financial insititutions that each of them manages its own node, and at least
15 nodes sign every block to create a valid block in the network.

Private

« A fully private blockchain is a blockchain where write permissions are controlled by only one
organization.

« Private blockchains are likely database management and auditing, etc within in the internal
organization. In this case, the auditability is useful for the organization.

Chart 3-1: Blockchain types

They are already various services using blockchain technology in the following fields:

- Finance: Bitcoin and other virtual currencies can be a use case for blockchains. Various
financial services including remittance, security of the transaction, claims, and others are
applying the blockchain technology. Ripple is one these applications.

- Reward and loyalty points: Blockchains can enhance reward and loyalty points.
GyftBlock is a platform based on blockchain technology, and it enables end-to-end
capabilities of gift cards.

- Communication: Getgems server is a social networking services (SNS) that grants virtual
currency (GMZ tokens) to SNS’s users when the users browse the advertisements. Users
can exchange digital tokens within the SNS.

- Asset Management: Ownership and transfer of assets and properties are important events,
so they should be immutable; therefore, blockchain technology can be useful in this area
including land registration and property registration. Factom is a platform, which promises
honesty, trust, and immutability based on blockchain technology.
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Storage: Storj provides a distributed file storage service using blockchain technology. Data
are encrypted and stored in the P2P network.

Authentication: Platforms handle the authentication of validity of arts, drugs, digital
contents. Ascribe provides a copyright solution for creative people using blockchain
technology.

Sharing: Blockchain technology can contribute to managing the rights of goods and
services in the sharing-economy. La Zooz is a decentralized transportation platform by the
community using blockchain, and it aims to provide a smart solution for utilization of
available vehicles’ space.

Distribution management: Tracing capability of blockchain technology can be useful for
distribution management by recording all histories of processing from beginning to end
product or service. Everledger is a digital ledger that provides provenance of valuable
assets and creates transparency using blockchain technology.

Content: Content delivery can be another use case of blockchain technology. Streamium
is a decentralized broadcasting solution using a blockchain, and the broadcasters earn
bitcoins based on their viewers.

Prediction: Augur is a decentralized platform for the prediction market where participants
can vote on different events to predict the future, and it uses blockchain technology [53].
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Figure 3-9: Blockchain use cases [53]

3.3. RESTful web services
In 2000, Roy Fielding introduced and defined Representational State Transfer (REST), which is

an architectural style based on a set of principles that describe how network resources can be

defined and addressed [54], [55]. REST uses a client-server architecture, and it does not require

client-server communication to a specific protocol, but it is practically used with hypertext transfer

protocol (HTTP) because HTTP is the primary protocol on the web [56]. The REST protocol

simplifies the interactions between client and server using the following standard HTTP methods:

e HTTP GET - retrieve a resource
e HTTP POST - create a resource
e HTTP PUT — update a resource

e HTTP DELETE — delete a resource

e HTTP PATCH — update parts of resource without changing the entire resource
e HTTP HEAD - retrieves only HTTP header without body [57]
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The formal constraints of REST architectural style are Uniform contract, Stateless, Cacheable,

Client-Server, Layered System, Code-on-Demand.

e Uniform Interface: describe the uniform interface as such HTTP methods (GET, POST,
PUT, and DELETE) between client and server

e Stateless: uses a stateless communication protocol, typically HTTP. All requests should
contain all information required for a specific request. This interaction improves the
following features:

o Visibility: each request contains the full details of the request

o Reliability: easy to recover from partial failures

o Scalability: the server can work more efficiently without handling the states of
clients on the server side

e Cacheable: enables the caching capability on the client side. Resources should be identified
as cacheable or non-cacheable. Caching eliminates unnecessary interactions, and it
improves efficiency, scalability, and performance.

e Client-server: the clients and server are separated from each other; therefore, the client is
not concerned with the data storage, and the portability of the client code is improved while
the server is not concerned with the clients’ interference on the server side. The server is
simpler and easy to scale

e Layered System: enables clients to connect an intermediary server rather than directly to
the end server. Using intermediary servers improves the system scalability by enhancing
load balancing and shared caching

e Code-on-demand: an optional constraint where the server temporarily extends the

functionality of a client by the transfer of executable code.

3.4. Microservices

Microservices are a new paradigm for software architecture; they are characterized by breaking
down one single large application to multiple autonomous services. The microservice is deployed
as a single application, and it is a small independent service, which each microservice running its
own process and communicating with lightweight remote calls such as HTTP-based RESTful web
services or message queue [58]. Microservice-based applications provide the separation of the
application from the underlying infrastructure. The microservice emphasizes that applications

28



should be composed of small enough services to reflect independent concerns. Microservices are

typically RESTful web services and communicate and share data with each other.

3.5. Summary

This chapter shows the traditional access control models proposed to protect the digital resources
inside an organization, and the models use the centralized architecture [27]-[29]. The ABAC
model is a more flexible and dynamic approach to manage the access permissions, but it is not
directly designed to develop decentralized access control systems [30]. OAuth is an attractive
approach for many mobile and web application because existing well-known social networks can
provide the identification and some related information of their users. The problem of OAuth is
that it is still centralized to few large social networks such as Facebook, Google, and LinkedIn.
The OAuth’s idea of transferring tokens is useful in decentralized access control systems because

the tokens are self-descriptive and lightweight.

Blockchain is an emerging technology for distributed and decentralized architectures to share data
across a large network of untrusted parties. Built-in features of blockchain technology including
transparency, immutability, cryptography and operational resilience could potentially improve the
access control systems’ storage capability, and blockchain technology will be suitable for the
decentralized architecture. Additionally, blockchain technology is a new approach to manage and
store data for tracking the ownership of access rights. In this sense, it is possible to create a secure

repository using blockchain technology.
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CHAPTER 4
4. PROPOSED ARCHITECTURAL DESIGN

New technologies and the internet have offered new opportunities and revenue streams for
organizations and enterprises, yet they come with new possibilities for cyber-attacks to exploit.
Cyber-attacks have become increasingly targeted to steal valuable data such as intellectual
property, personal information, health records, and financial information. Also, the attackers use
ransomware techniques to monetize the data access or interrupt overall business processes through
Distributed Denial of Service (DDoS) attacks. Deloitte’s cyber risk professionals recommend that

organizations need to follow a secure and resilient approach to manage cyber-attacks [59].

Blockchain technology could help enterprises to improve access control systems through
consensus mechanisms, and underlying features of immutability, transparency, auditability, and
cryptography. The previous chapters have already stated that the proposed architecture tries to
answer “how to create the access control system for across boundary organizations using the
blockchain technology. ” The main purpose of the solution is to build an access control system,
which uses a private blockchain as a data storage, across organizations. The purpose of a
decentralized access control is a system of independent organizations connected to each other and
managing the access rights of their own microservices. The private blockchain is a ledger, which
tracks all data of the access control system. The application layer of access control will work with
the immutable data in the blockchain. Each organization manages its own microservices and

access control, which results in a decentralized access control system.
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Figure 4-1: The general scenario between the Organizations

In the figure, A, B, C, D, E organizations are creating a collaborative environment. This Figure
represents microservices in the cloud under each organization’s provision. The organizations grant

the access rights to other organizations for their own microservices in a decentralized environment.
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Let us consider the scenario where Canadian universities look for a national collaborative platform
using their high-performance computing research centres and infrastructures. We can assume that
each university has its own high-computing resources, which could be accessible for other
Canadian universities. For example, the following table shows the possible research centres, and |

have chosen three examples to keep the scenario simple.

University name Research Centre Purpose

University of Saskatchewan Imaging Research Centre To analyze images using
high-computing machines

University of Toronto Artificial Intelligence  (Al) To promote and maintain

Research Centre Canadian excellence in

deep learning and
machine learning more
broadly

Queen’s University Centre for Advanced Computing To support the use of
advanced computing and
support for the research

community
Table 4-1: Examples of the University Research Centre

Each university could expose microservices to make their computational resources available to
others, and their microservices have different purposes and functionalities. When the research
groups, graduate students, and faculty members try to collaborate and enhance the powerful
computational resources between each other, the access control management becomes a problem.
The access rights could be defined as subscriptions for each microservice, and the resource owner
university can define how many times the consumer university can access the microservices within
the period. One of the important features of this system is for the consumer university to transfer
the access rights to internal departments, research groups, professors, and graduate students. This
transferring process can continue from the consumer university to the department, the department
to the supervisors, and supervisors to the graduate students. For example, the University of

Toronto’s Al Research Centre grants the access rights to execute the high-computational Al tasks
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only 10000 times per month to the University of Saskatchewan (U of S). Then, the U of S will
transfer these access permissions to the Department of Computer Science and the Department of
Electrical and Computer Engineering. The Department of Computer Science could then transfer
part of the access rights to professor Bob and Bob’s graduate students to run his experiments. The
figure 4-2 shows the possible access rights’ transfers between the universities and their internal
members. In the figure 4-2, Al-1, Al-2, Al-2, Q4, Q5, S4, and S5 represent microservices, and the
colours distinguish the organizations. For instance, Green is for the U of S, yellow for the
University of Toronto, and blue for the Queen’s University. The consumers can access the

microservices.

es: 10,000
Microservice: Al-1
Period: every month

Grant access

University University of
of Toronto Saskatchewan

Transferring
access rights

Access to services

: Transferring/access rights
Access|to services

i

~—— —

The Department of Electrical

Transferring Transferring and Computer Engineering

access rights W access rights P

Sudsti Professor Bob
Alice The Department of Computer

Science

Figure 4-2: Access rights and transfers
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During this collaboration, the access control systems should provide the following features:

e Define the microservices on the network and make the services discoverable
e Grant access to the consumer university
e Transfer access rights

e Trace the access rights’ transfers

4.1. Architecture

Figure 4-3 shows the architectural overview between two organizations to demonstrate the
components and their connections. Four organizations are in this figure to demonstrate the
architecture is not limited to any number of organizations. Technically, this principle will support
any number of organizations that can connect and communicate with each other using
decentralized access control. Every organization will have its own microservices, local storage,
and blockchain node in the blockchain network. The communication between organization is based

on the blockchain network.
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Organization 1

Organization 2

Microservices
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Access control
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Microservices
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Microservices

Access control

&
ul

Local DB

Figure 4-3: The overview of the architecture
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Access control system

The proposed access control is decentralized, which supports independently work in each

organization, and it is connected to each organization using a blockchain cluster in a peer-to-peer

network. The system uses the blockchain as a shared-data storage.

4.2. System components

Figure 4-3 shows a proposed system consisting of the access control application, local database,

microservices, and blockchain cluster. The detailed descriptions are follows:

Access control application: Each organization will have its own access control
application, which decides whether access is allowed or disallowed. This application
stores data in the local database as well as on the blockchain. The application is developed
as RESTful web services, so it is easy to integrate with the client applications. The
following features are implemented in this application:

a. Defining the microservices

b. Granting access right for the microservices

c. Transferring access right(s)

d. Revoking access rights(s)

e. Authorizing access rights for the microservices

f. Invoking the microservices
Local database: The proposed solution uses a local database because the blockchain
cluster will distribute all data to other nodes. The access control system should respond as
quickly as possible to the clients, so using a blockchain for all purposes will reduce
performance. The local database has two main purposes; keeping data secure and
increasing the performance of the access control system.
Microservices: This architecture assumes that organizations will have their own
microservices that are already built and ready to use, and the access control system
registers the microservices to make them discoverable to other consumer organizations.
When the microservices are, available and granted to consume for the consumer
organization, the resource owner’s access control invokes it automatically.
Blockchain cluster: Private and permission-based blockchain keeps the shared data and

historical records of the access control system. Each organization will manage its own

36



blockchain node on the blockchain cluster. Using the blockchain as data storage makes
this solution more robust, resilient, immutable, transparent, and traceable. The traditional
database systems supply Create, Read, Update, and Delete (CRUD) interfaces. The
blockchain is an append-only data storage, so it does not support update and delete actions,
but rather supports the creation of new transactions on the blockchain. The proposed

solution follows this append-only principle.

User and key management

Every organization manages and certifies local users with its own authentication and authorization
server, and the organization stores the users’ public key on the blockchain nodes. The
organizations manage their own public/private key pairs securely. The users are uniquely identified
by their email address in this architecture. Organization administrators and internal access control
system have the flexibility to use their own identification mechanism to identify and authorize
locally. However, to achieve authentication and authorization across organization boundaries, they
must have a mechanism by which all collaborative organizations agree on the PKI algorithms and
definitions of it. The following figure shows how the organizations manage their users

independently and exchange the public of the users by the blockchain network.

Organization 1 Organization 2

Users Users

Blockchain cluster
o ~

Organization 3 QOrganization 4

Users Users

Figure 4-4: User and key management

37



4.3. System workflows

Defining microservices

In this architecture, microservices are digital resources, which are defined as RESTful web
services. This work assumes that each organization will provide their own microservices for their
digital artifacts. When the organization defines the microservices, the definition will be stored on
the blockchain and distributed to the other blockchain nodes. The definition of microservices has

the following attributes:

a) URI - uniform resource identifier that is reachable from the access control of its
organization

b) name — name of the microservice

c) actions — the possible HTTP methods to call from the clients

d) description — additional description for the microservices

Creation of the microservices by the
resource owner

-RESTful web service

AL Blochchain node

<<datastorage>>

Blockchain other nodes
<<datastorage>>

Access to the client
- >

<<create microservice>>

and new txid >>

Call RESTful web
| service using JSON <<create microservice>
: payload .
|
I
|
|
: <<synchronize microservice>
: ! A
I
|
I <<return HTTP status . <<confim>>
I
|
ke
I

Create the |

Example payload: :
stream item
“uri”:"http://mglusask.ca”, Gk fBe

“name” : “VRI”, ‘ blockchain |

“description™: “Testing™,
"actions":"GET POST"
}
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Figure 4-5: Definition workflow of the microservice

Figure 4.4 shows the workflow of defining microservices on the access control system. The
RESTful web API stores the definition on the blockchain node, which the organization configures

and manages, and the blockchain network will distribute the definition to other nodes.

Granting and transferring access rights

The proposed solution creates decentralized access control using the blockchain cluster, and

granting and transferring works as sequentially as follows:

i i i

University of University of Computer Science
Saskatchewan Toronto (U of S) Department of
(U of §) UofS

1. TheU of S ; 3. The U of S : 5. The U of T :
exposes the I grants an : transferg the |
microservice ! access right to [ access right to I
the University of : its Computer :
Toronto (U of T) | Science [
for its | Department |
microservice : :
| |
| |

2. TheUofS (& ) 4. TheU of S CHD ?ré ﬁg;img f )

creates a transfers the asset sl C/— /

blockchain of microservice with UofS

asset forthe |U ofSQ the meta-data, m}&r?ﬁemcr Uors X
microservice on which includes the with the meta 0
data, which
)
-

i access definition :
}hg public includes the
aoget access
definition

& ) C

7. The access control
system can check all the
transaction related with
particular access
definition history.

UofT

m

Computer
Science

Departme

AW W

Figure 4-6: The workflow of the granting and transferring access right



Figure 4-6 shows the process of granting access, which can be divided into two following main

actions.

1) The resource owner grants access rights to the service. The consumer organization:
a. Retrieves the consumer organization’s public key from the blockchain node
b. Generates a unique token from the access definition
c. Encrypts the token by the public key
d. Stores the access definition in the local storage
e. Stores the access definition on the blockchain

2) The blockchain nodes synchronize automatically

L J
Grant access for micicroservices by the organization administrator

:Client application ‘RESTful web service

i Ation (PostMan) D e ian

administrator

MySQL Blockchain Blockchain other nodes
<<Local database>> <<datastorage>> <<datastorage>>

<<UI>>

Access to the clien: <<retrieve virtual

resource id>>

<<return virtual
resource>>

<<share virtual
resource>>

<<generate token>>

<<store token and
virtual resource id>>

L

£ — — — —confirmation— — — —

| <<encrypt access
~right by public key>>

<<store encrypted access
right>>
<<retum new txid>>

<<return HTTP status
_ and new txid >>

<<synchronize>> .

|
|
|
[
[
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
| i
| |

| I

| | _ <<confirm>>
| | >

I

Figure 4-7: Sequential diagram for granting access for the microservices
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Retrieve the access information

-Client

‘RESTful web

Blockchain other
nodes
<<datastorage>>

service
<<backend
application>>

application
(PostMan)

<<Ul=>

MySQL Blockchain

<<Local database>> <=<datastorage>>

Access to the |

|
|
client :
I

<<send share_id>>

<<retrieve accéss information=>

]

I |
1 |
I |
I |
| | |
L | |
I |
I 1
I |
1 1

T
<<access infoqnation>>

I
|
|
|
I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
:
| I
: |'_ <=decrypt token
| | by private key>>
: —
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

<<access
information with
decrypted
token==>

Figure 4-8: Retrieve the access definition

1) The system of the consumer organization receives the access definition from its own
blockchain node, then:
a. Retrieves the access definition from the blockchain
b. Retrieves the corresponding private key from the local database
c. Decrypts the encrypted token by the private key
2) The consumer organization sends a request to get an access token based on their access
definition, then:
a. Signs the token using the private key
b. Sends the request using the access definition id, token, and signed token
c. The service provider organization verifies the signed token by:
i. Retrieving the access definition
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ii. Retrieve the access logs
iii. Evaluating the conditions
3) The consumer organization accesses the microservices of the organization, which

provides the service

Since the microservices are HTTP-based services, the access control system can invoke the
microservices using the HTTP methods such as GET, POST, PUT and DELETE.

Access to the shared virtual resource

-Client -RESTful web

service MySQL Blockchain other

nodes
<<datastorage>>

application Blockchain
{PostMan)

<<Ul>>

<<backend <<l ocal database>>
application=>

<<datastorage>>

Access to the
client >

<<sign token=>
~<<signed token=>

<<request access
by shareid, token,

and signed token=> |

—

SEESEATN PR, SRR

| l<verify signed token>>l
[4—‘ <<refrieve share information
| >>

<<access lnformation ==

A T
<<refrieve local I
access definition>>

|
<<refrieve a}ccess logs ==

1
|
1
| y <<access logs =>
S i | e e S b e |

1 |
1 |
1 . |
" <<evaluate conditions :
using access I
definition and :
|

|

|

|

|

|

access logs=>

1
1
1
1
A
1

<retun HTTP status>>,
2 ,

Figure 4-9: Access to the microservices
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Fine-grained access control feature for the microservices

These types of access control systems facilitate granting differential access rights to users and
allow flexibility in specifying the access rights of individual users. The figure 4-6 shows that the
resource owner organization can grant access rights, and the receiver organization of the access
rights can transfer the access rights to another organization. During this transfer, the access control
system can support fine-grained access control. The microservices expose methods to manage
entries with HTTP verbs: GET, POST, PUT, and DELETE. For example, U of T grants full-
permission including GET, POST, PUT, DELETE actions for its A1 microservice to the U of S.
Then, when the U of S transfers this access definition to its Computer Science Department, it can
grant only GET, POST, DELETE actions. The access control system enforces and checks that the

hierarchical structure is defined properly.

Access rights Access definition Sender Receiver

definition level organization organization
Gl microservice: Al, UofT UofS
methods: (get, post, put, delete),
times: 100000

G2 microservice: Al, UofS The Computer
methods: (get, post, put), Science
times: 1000 Department of the
UofS
Gn

Table 4-2: Example of fine-grained access control definition
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4.4. Implementation

This architecture enables a decentralized access control system across organizational boundaries
as presented in this chapter. Independent organizations can configure and create their own access
control to share and access their virtual resources. This chapter describes the technologies, which
are used in the implementation of the proposed architecture. The implementation utilizes
Multichain blockchain, which is a platform for the creation and deployment of private and
permission-based blockchains, as the data storage for the access control system [60]. To access
Multichain’s API, Multichain provides a multichain-cli command-line tool or JSON-RPC client.
This work uses the multichain-cli command-line interfaces of the Multichain directly. The
following figure shows the global architecture.

o JSON

Access Control ! y Y A Multichain CLI
Java Application |" v A API - 4 Commands

Figure 4-10: Technological stacks

This access control system is written in the Java programming language as RESTful web services.
RESTful web services are simple because REST leverages existing well-known standards such as
HTTP, XML, URI, MIME [61]. Since the access control system supports RESTful web services,

client applications can integrate easily.

The blockchain transaction with attached metadata can provide the following features for data
storage.

1) A time series database (ordering of entries)

2) An identity-driven database (entries are classified according to their author)

Data Structure

This implementation uses two types of data storage, which are blockchain and MySQL database.
The access control system stores data on the following four types of Java Script Object Notation
(JSON) documents on the blockchain:
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Document type

Description

microservices
pkeys
access_definitions

access_logs

access_revocations

definition of the microservices

users’ information and public keys

the access definitions of the microservices

access histories

access revocations

Table 4-3: JSON document types on the blockchain

The previous chapters already discussed the advantages and possibilities of the blockchain, but

the confidentiality of the blockchain needs to be considered because the nature of the blockchain

distributes all data to all other nodes.
Therefore, storing the encrypted data
and using local storage with each
blockchain  node are possible
techniques to improve the security.
For this reason, this implementation
uses the local MySQL storage. The
figure 5.1 shows the local MySQL
database structure.

" users v
id INT(11)
email VARCHAR(45)
password VARCHAR(45)
pub_key TEXT
priv_key TEXT

| shared_keys ¥
id INT(11)
token_key TEXT

virtual_resource TEXT
>

Figure 4-11: MySQL database tables
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Code snippets for the core functions

The implementation creates and exposes the RESTful web services using the Java programming
language. This section shows the code snippets from the functions of the access control system.

Granting access rights

The following function grants the access right to the consumer using a JSON based definition

and encrypts the token with the consumer’s public key.

‘/..
1 request - hitp regquest
1 json - json data, which represents the access definition
n fromemail - who 1s granting the access right
n toemail - who is receiving the access right
o
@POST

EPath("/acceszdefinitions/grants/ {fromemail}/{toemaill}™)
public Response granthccess (EContext HttpServletReguest regquest, String json,

EPathParam("fromemail™) String fromemail, EPathParam("toemail™) String toemail) {
try {
//Retrieving public key from the blockchain using the sender's email

StreamlItem streamltem = StreamCommand.gsetStreamIltemByEey("pkeys", toemaill);
String data = streamItem.getData():

byte[] bytes = Hex.decodeHex(data.toCharlArray()):

String dataString = new String(bytes, "UTIF-8");

String[] keys = dataString.split("-");

Gson gson = new Gson();

PublicKey publicKey = RSAEncryptionDecryption.getPublicKey(keys[0], keys[1l]):
J/Creating unique id's for the access definition key and token to sign by the sender
String token = java.util.UUID.randomUUID() .toStringf);

String accessDefinitionFey = java.util.UUID.randomUUID() .toString().,

//Building the access definition based on the jspon content and other inputs
AocessDefinitionTC accessDefTC = gson.fromdson(json, AccessDefinitionTC.class);
accessDefTO.setToken (RSAEncryptionDecryption. encrypt (token, publicKey)):
accessDefTO.setSender (fromemail)

accessDefTC.setReceiver (toemail) ;

etrieving the sender's private key from the local database and signing
J/the token to show the request is authentic.
PrivateKey privateHey = Utillpi.getPrivateRey (fromemail);
String signature = RSAEncryptionDecryption.sign{fromemail, privateKey):
accessDefTO.setSendersignature (signature) ;
String textJson = gson.todson(accessDefTO):
System.out.println("textdson:" + textdson):
//5toring the access rights to the blogkchain and local database
Utilhpi.createlocalShare (MysglCon.getConnectionDB(), token, accessDefTO.getMicroservice()):
String result = StreamCDmmand.publishItemi"access_definitions", accessDefinitionKey, textJson);
ResultTO resultTC = new ResultTO():
resultTO. setMessage (result)
return Response.status(200) .header ("content-type”, "application/json™).entity(gson.todson(resultTO))
Luild():
} ecatch (Exception =) {
e.printStackTrace():
}
return Response.status(504) .header ("content-type™, "application/json™).entity("{}").build():
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Access transfer’s function:

When the receiver of the access right transfers to their own access right, this function is called.
Only the server, which issued the first access grant, can transfer the access rights because it is
controlled by the organization that manages the microservice.

iparam request - http request

iparam json - jgon data, which represents the access transfer definition

iparam txid - is the transaction id of the defined access right

iparam toemail - who is receiving the access right

iparam token - plain text token, the server can check that it was defined before and proper

d
EPath("/accessdefinitions/transfers/{txid}/{toemail}/{token}")
public Response transferlccessRight (EContext HttpServletRequest request, String json, @PathParam("txid") String txid,
@PathParam("toemail™) String toemail, EPathParam("token") String token) { Gson gson = new Gson();
kry 1
//Retrieving the access definition from the blockchain
Streamltem streamlcem = StreamCommand.getitreamItemById("access definitions", txid);
String data = streamltem.getData();
byte[] bytes = Hex.decodsHex(data.toCharirray(}):
String dataString = new String(bytes, "UTF-8");
AccessDefinitionIC accessDefIC = gson.fromdson(dataString, AccessDefinitionT(.class):
String microservice = accessDefT(.getMicroservice():
{/Check that token is correct and defined before

boolean acccessDefined = Utillpi.checklocalShare(MysqlCon.getlonnectionDB(), token.trim().replace("™ ", ""),
accessDefT0.getMicroservice() .trim{) . replace (" ", ""}};
boolean checkFineGrainedDefinition = Utillpi.checkFineGrainedDefinition(accezzsDefT0);
if (acccessDefined = trume && checkFineGrainedDefinition=true) {
BecessDefinitionTO newShareIQ = gson.fromdson(json, AccessDefinitionTC.class);
String newToken = java.util.UUID,. randomUUID().toString():
//Building a new access definition
PublicEey publicKey=Utilkpi.gstPublicKey(toemail);
newShareT0,.setToken (RSAEncryptionDecryption. encrypt (newloken, publicKey)):
newShareT0.setSender (accessDefT0. getReceiver ()
newShareT0.setReceiver (toemail);
newShareT0.setMicroservice (microservice);
String textJson = gson.todson (newShareT0);
System.cunt.println{"textJson:" + textJson);

//Storing the access definition to the local database and blockchain

//The access definition key is same as the original access definition
Utillpi.creatslocalShars (MysqlCon. getConnsctionDB(), newloken, accessDefTO.getMicroservice()):
String result = Streamﬂommand.publishrtemt"access_definitions", streamltem.getKey(), textJson);
ResultTC resultTO = new ResultIOf();
resultIC, setMessage (result)
{/Hotify the generated access definition to the users
Utillpi.notifyTolUssrs(accessDefT0.getReceiver (), toemail, result);
return Response.status(200) .header ("content-type", "application/json").entity(gson.todson(resultT0)).build();
}
} catch (Exception e} {
e.printStackTrace();
}
ResultIC resultTC = new ResultIC(); resultIC.setMessage ("Internal error");
return Response.status(504) .header ("content-type", "application/json").entity(gson.todson(resultT0)) . build();
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Authorization function

The authorization function checks the local record, blockchain record, and the consumer’s digital

signature. If the verification is successful, it returns HTTP status code 200 with the message.

public Response getAuthorization(@Context HttpServletRequest request, String json,
@PathParam("accessid") String accessid, @PathParam("token") String token) {
Gson gson = new Gson{):
try {
//Retrieving the access definition from the klockchain
Streamltem item = StreamCommand.getStreamItemById("access definitions", accessid);
byte[] bytes = Hex.decodeHex (item.getData().toCharArray()):
String shareData = new String(bytes, "UTF-8");:
System.out.println{"item:" + shareData);
SignatureT0 signatureTC=gson.fromJson(json, SignatureT0.class);
RocessDefinitionTC shareTC = gson.fromJson (shareData, AcceszsDefinitionTC.class):
String shareUserEmail = shareTC.getReceiver():
PublicKey publicKey = Utillpi.getPublicKey(shareUserEmail);
//Making sure the regquest is coming from the right user, it is defined on the

/flocal storage, and it does not have revocation record.
boolean signatureVerification = RSAEncryptionDecryption.verify(token, signatureTO.getSignature(), publicKey):
boolean localShareVerification = Utillpi.checkLocalShars (MysqlCon.getConnectionDB(), token, shareTO.getMicroservice()):
boolean revocation=UtilApi.checkRevocation(accessid);
if (signatureVerification == false || localShareVerification == false || revocation==true) {
return Response.status(401) .header ("content-type", "application/json").entity("{}").build();
}
SimpleDateFormat dateFormat = new SimpleDateFormat ("yyyy-MM-dd");
SimpleDateFormat dateFormatTime = new SimpleDateFormat ("yyyy-MM-dd HH:mm:ss3");
Date beginDate = dateFormat.parse (shareTO.getBegindate()):
Date finishDate = dateFormat.parse (shareTQ.getFinishdate()):
Long times = shareTD.getTimes():
//checking the limitations are applying properly
String access_history = StreamCommand.getitreamltemsByKey("access log", accessid);
List<Streamltem> access logltems = gson.fromJson(access history, new TypeTokenc<List<StreamItem>>() {}.getType()):
bate now = new Date();
ResultTO resultTO = new ResultTO();
resultTO. setMessage ("access is unauthorized");
if (access logItems.size() <= times) {
if (now.getTime () »>= beginDate.getTime() && now.getTime() <= finishDate.getTime()) {
AccessLogTO accessLogTC = new AccessLogTOf() !

accessLogT0.setDate (dateFormatTime, format (new Date())):
accessLogT0.setMicroservice (shareT0.getMicroservice() )
System.out.println("access log:" + accessLogTC.getDate() + " " + accessLogTO.getMicroservice()):

StreamCDmmand.publishrtem["access_log", accessid, gson.toJson(accessLogTl)).,
} else {

return Response,status(401).header ("content-type", "application/jzon").entity(gson.todson(resultT0O)).build();
}
} else {
return Response.status(401) .header ("content-type", "application/json").entity(gson.todson(resultT0)) . build():
}
resultTO. setMessage ("access authorized"™):
return Response,status(200) .header ("content-type", "application/json").entity(gson.todson(resultTO)).build();
} catch (Exception e} {
e.printStackTrace|():
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4.5. Answering the research questions

Blockchains have a potential to improve the cyber defense as the platform is secure, and can
prevent fraudulent actions through consensus mechanisms, and can detect data tampering based
on its underlying features of transparency, immutability, auditability, cryptography and
operational resilience. Another key advantage of blockchain technology is disintermediation,
which is the ability to have multiple parties sharing a single database and achieving a single view
of the truth without having a central authority in charge of the database. Blockchain guarantees
that everything is consistent and happened, and it is finalized without having a central authority.

Blockchain’s approach is genuinely new compared to how regular databases work today.

Disintermediation

The core value of the blockchain technology allows a database to be shared across boundaries
without having a central trusted entity. Blockchain transactions contain their own proof of
authorization and validity rather than some centralized application logic to enforce these
constraints. This feature is important when independent organizations collaborate because none of
them has a central authority. Disintermediation eliminates the problems of a central entity such as
data manipulation and surveillance, and it guarantees transparency. Since the result of this research
uses a blockchain as a shared database, disintermediation becomes a useful feature of the access

control system.

Confidentiality

According to the National Institute of Standards and Technology (NIST), the property which is
sensitive information is not accessible to unauthorized individuals, entities, or processes [62].
When organizations use blockchain technology, one of the common concerns is that protecting
blockchain network access and data access is a fundamental requirement for these organizations.

Network access

In this proposed architecture, if cyber-attackers gain access to the blockchain network, they will
be able to access the data. Although the blockchain technology was originally created without an
access control mechanism, there are some blockchain distributions that have started working on
the data confidentiality and access control issues. In public blockchains, there is no need to manage
the network access of the blockchain network because its protocol allows everyone to access and
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participate in the network. In contrast, private blockchains require the participants to have
appropriate access permissions to access the blockchain network. In a perfect world, private
blockchain could connect by the local area network or VPN connections, and these networks are
protected by several security layers such as firewalls, VLANS, intrusion detection and prevention
systems, etc. In the real world, organizations could be on different networks and different
geographical locations, and depending on network level protection is clearly insufficient. For this

reason, the application layer of access control should protect its data.

Data access

When attackers gain access to the blockchain network and the data, it does not mean the attackers
can read or retrieve the information. In the security community, one of the most important
techniques to secure data transmission is end to end encryption, where only the actor who has
permission to access the encrypted data by their own private key, can decrypt the data [63]. Using
encryption keys with public key infrastructure(PKI) can provide higher-level security for
organizations. Data encryption on the blockchain can provide a new degree of protection from a
data confidentiality and data access control perspective. Cryptographic algorithms, which use
public/private key generation, depend on integer factorization, which is hard to break with current

computing resources.

Integrity

Integrity is defined as protecting against improper change or loss, and it ensures authenticity and
acknowledgment of information according to NIST [62]. Data consistency and integrity are
crucial in computer systems. Digital signature, hash comparison, or data encryption are the
techniques, which information systems can use to assure data integrity. Blockchain technology has
built in characteristics such as immutability and traceability to provide data integrity for

organizations.

Immutability

Immutability is the inability to change, and it is a notion of an append-only data storage. Once

information is stored on the blockchain, it cannot be modified.
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Figure 4.2 shows that the consensus mechanism of the blockchain is stronger than trusting one
organization to keep records because the multiple participants or organizations cooperatively
ensure that the data cannot change, and time stamps cannot change. This consensus mechanism
differentiates blockchain technology from the regular databases. Also, access control systems that
use a regular database, can be placed where administrators, security and risk teams can falsify or
modify some information. Thus, the blockchain is one of the emerging technologies for the access

control community.

Traceability

Every single transaction stored on a public or private blockchain is time-stamped and digitally
signed. Therefore, organizations can trace back each transaction and corresponding identity. This
feature enables a powerful audit record, providing a history of what happened, and when it
happened. Adding a new transaction will change the global state of the ledger. Every new iteration
of the system will be based on the previous stage of the system, so this process creates a fully
traceable history log. This audit capability provides a new level of transparency and security for
the organizations. For access control systems, it is important to know which resources are granted

to which users, who accessed what kinds of resources, and when the events happened. From the
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cyber security perspective, blockchains provide organizations with an extra level assurance that

the data is authentic and has not been tampered with.

Availability
NIST defines availability as making sure information is accessible in a timely manner and reliable
to use. Cyber attacks attempt to impact information technology services availability. DDoS, which
has been one of the most common cyberattacks, can disrupt the network and can diminish the
information systems’ availability. Peer-to-peer and decentralized characteristics of blockchain
technology make the DDoS attack more challenging to disrupt information systems than traditional

distributed application architectures such as client-server.

No single-point of failure

Blockchains have no single point of failure because the nodes are decentralized as peer-to-peer
nodes, and the decentralized characteristic decreases the chances of DDoS attacks [64]. If a node
is down and not responding, data is still accessible through other nodes with in the blockchain
network as all nodes maintain a full copy of the ledger. This architectural design has chosen the
private and permission-based blockchain, so it will be an additional security layer for the

implementation.

Operational resilience

The combination of a number of blockchain networks within a network and peer-to-peer
technology make blockchain based architecture operationally resilient. Also, each organization

can create a redundant blockchain to increase the availability.
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CHAPTER 5
5. PERFORMANCE EVALUATION

The experiments and evaluations of the decentralized access control system are described in this
chapter. The experiments were run on the local network and cloud environment. The cloud
environment is Amazon Web Services(AWS). The following experiments has been planned and

executed.

Experiments Description

Access control and blockchain nodes deployed Test the performance of the access control
on the local network deployed on the local network

Access control and blockchain nodes deployed = Test the performance of the access control
on the AWS deployed on the AWS

Table 5-1: Description of experiments

The following figure shows the technological stacks, which are used in this implementation. These

technological stacks will be the same in the local and cloud environment.

Application :
Java RESTful Web Services
Application Server:
Apache Tomcat 7.0.75
Local Database Blockchain: Runtime:
MySQL Database 5.7.18 Multichain 1.0 release JDK 64 bit 1.8.0_121-b13
Operation System
Ubuntu 16.04.1LTS

Figure 5-1: Technological stacks
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The experimental elements are connected to the university’s local area network(LAN). The
Windows machine called the Apache JMeter is a testing tool used to execute the performance tests
and record the results.

A number of experiments were designed to assess system performance. The two-primary metrics
investigated were average response time and throughput. Average response time is the time the
server takes to respond to a request. This is an important metric for real world applications as
significant delays in response time can negatively impact user experience and performance and
cause HTTP requests to timeout. Throughput refers to the maximum rate at which requests can be
processed by a system. Throughput is an important metric to assess real world viability and
scalability of architecture. Average response time and throughput were assessed under a variety of
conditions. The first experimentation variable was the number of clients trying to access the
system. The system was tested with 1, 20, 40, 60, 120, 240, and 480 clients sending requests. These
values provide insight into how user (client) load affects system performance. The second
experimental variable investigated was a number of servers running the application and responding
to requests. The system was tested with both 1 and 3 servers responding. This represents horizontal
scaling of the application, which is one method that can be employed to increase system
performance. The third variable in the experimental design was a delay between requests. Delays
of Oms, 250ms, and 500ms were considered under each condition. Real world requests do not
necessarily occur simultaneously, so assessing system performance under difference delay
scenarios can provide valuable insight into the system handles the load. Finally, each experimental
setup was tested both on a local area network (LAN), and while deployed to an Amazon EC2
Instance (AWS). The LAN setup provides a good baseline of system performance under optimal
conditions while testing the system deployed to cloud infrastructure represents a more likely real
world use case. In total, these 84 different scenarios (2 server configurations x 7 client
configurations x 3 delay configurations x 2 network settings) were assessed. The results of these

experiments are presented and discussed below.

5.1. Experiment 1: Local area network

This first experiment evaluates the performance of the access control system, which is deployed
on the local network. The experimental setup consists of a Windows machine, and three Linux
servers, and Figure 5-2 shows the setup of the experiment. The Linux servers host the Multichain

blockchain node as a distributed ledger, MySQL local database as an off-chain storage, and the
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access control application. The access control application is a RESTful web service application,

and it is written in Java programming language.

&

Client — Windows machine

HTTP communication

F W 7 LT )
Access control Server Access control Server Access control Server
0= 0= 0=
(| o/ [ —

MySQL Database

- A N o

Linux Server 1 Linux Server 2 Linux Server 3

Multichain
Node

Figure 5-2: Experimental setup using LAN for the Experiment 1

Table 5-2 shows the hardware specification of configured servers and client.

Hardware Specifications

Windows machine OS: Windows 10
Processor: Intel(R) Core(TM) i5-2400 CPU

@ 3.10GHz (4 CPUs), ~3.1GHz
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Memory: 16 GB RAM
Linux Server 1 OS: Ubuntu 16.04 LTS
Processor: Intel(R) Core(TM) i7-6700 CPU
@ 3.40GHz
Memory: 4 GB RAM
Linux Server 2 OS: Ubuntu 16.04 LTS
Processor: Intel(R) Core(TM) i7-6700 CPU
@ 3.40GHz
Memory: 4 GB RAM
Linux Server 3 OS: Ubuntu 16.04 LTS
Processor: Intel(R) Core(TM) i7-6700 CPU
@ 3.40GHz
Memory: 4 GB RAM

Table 5-2: Hardware specifications for the Experiment 1

1. Average response time in the LAN without delay

Average response time - LAN (no delay)

6000

4826.5

5000

4000

3586.48

3000

2000

1000

1 Client 30 Clients 60 Clients 120 Clients 240 Clients 480 Clients

—@—1 server ==@=3 servers
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Figure 5-3: Average response time in the LAN without delay

The average response time of the system running over a LAN connection with no delay was 46 ms
under a single client for both the 1 and 3 server configurations. Average response time with 480
clients increased to 4826.5ms for a single server and to 3586.5 ms for 3 servers. This clearly
demonstrates that horizontal scaling by addition of more servers can have an impact on important

metrics like average response time.

2. Throughput in the LAN without delay

Throughput - LAN (no delay)

25
21.7
21.7
20
15
10
5
1.1 05 02
1 Client 30 Clients 60 Clients 120 Clients 240 Clients 480 Clients
—@—1 server 3 servers

Figure 5-4: Throughput in the LAN without delay

The throughput when running the system over a LAN connection with no delay and a single server
ranged from 21.7 requests per second with a single client load down to 0.2 requests per second
with a 480-client load. With two additional servers responding to requests these numbers changed
very little, still at 21.7 requests per second under a single client and down to 0.3 requests per second
for 480 clients.
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3. Average response time in the LAN with 250 ms delay

Average response time - LAN (delay 250 ms)

5000
4500 4373
4000
3500 3511.2
3000
2500
2000
1500
1000

500 774

1 Client 30 Clients 60 Clients 120 Clients 240 Clients 480 Clients

—@—1 server ==@=3 servers

Figure 5-5: Average response time in the LAN with 250 ms delay

The average response time achieved by the system running over a LAN connection with a 250ms
delay for a single client load and both a 1 and 3 server configuration was 77.4ms. Indeed, with a
single client and single server, obtaining an average response time less than the delay between
requests, it follows that additional servers will not provide a speed up. Average response time
increased to 4373ms and 3511ms for a single and three server configurations, respectively.
Comparing these results to the experimentation with no delay between request indicates only a

slight increase in performance due to the 250ms delay.

4. Throughput in the LAN with 250 ms delay

58



Throughput - LAN (delay 250 ms)
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Figure 5-6: Throughput in the LAN with 250 ms delay

The throughput when running the system over a LAN connection with a 250ms delay between
requests on both a single server and three server configurations with a single client was 12.9
requests per second. The throughput dropped to 0.2 and 0.3 requests per second under 480 clients
load for a 3 and 1 server configuration, respectively. When comparing throughput by request delay,
the data indicate that a 250ms delay does decrease overall system performance at lower levels of
client load (12 requests per second vs. 21 requests per second), however the two scenarios are

much more closely aligned when more than 200 clients are attempting to access the system.

5. Average response time in the LAN with 500 ms delay
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Average response time - LAN (delay 500 ms)

5000

4410.5
4500
4000
3500
3000 3100.8
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Figure 5-7: Average response time in the LAN with 500 ms delay

The average response time of the system over a LAN connection with a 500ms delay was again
identical between a one and three server configuration at a single client load at 77.4ms. With
increasing client load, the three servers’ configuration again outperformed the single server, with
a 3100ms average response time at 480 clients for the three servers’ configuration, and 4410ms
average response time for the single server. Again, comparing these results to the no delay or
250ms delay scenarios indicates that the increased delay between requests has a small but

positive effect on system performance.

6. Throughput in the LAN with 500 ms delay
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Throughput - LAN (delay 500 ms)
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Figure 5-8: Throughput in the LAN with 500 ms delay

The throughput when running the system over a LAN connection with a 500ms delay between
requests was 12.9 requests per second for both a single and three server configurations responding
to a single client. Throughput decreased to 0.3 and 0.2 requests per second for a one and three
server configuration, respectively. Interestingly, and unlike in the no delay and 250ms delay
experiments, throughput under a 30 clients load was higher for a single client configuration at 7.7
requests per second than the 6.8 requests per second recorded for three servers. This small
advantage may be a result of the overhead to route to three servers being larger than the three

servers processing advantage, given that the 500ms delay allows the single server to catch up.
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5.2. Experiment 2: Cloud environment — AWS

On AWS, when the servers are communicating with each other, Amazon makes sure that all
internal traffic gets routed internally [65], so the blockchain cluster synchronizes their data

internally. These experiments are performed on the university network to the Amazon EC2

Client — Windows machine

network.

HTTP communication

Access control Server Access control Server Access control Server
0= 0= 0=
- — | o [ | — |

——— —
Multichain E° Multichain
MySQL Database Nade MySQL Database lole

o A N O\

Linux Server 1 Linux Server 2 Linux Server 3

Figure 5-9: Experimental setup on the Amazon cloud services

The servers are hosted on AWS Elastic Computing (EC) as virtual instances. The three instances

use the exact same configurations, which are described in Table 5-3.
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EC2 Instances Specifications

Instance 1 Instance type: t2.medium
Availability zone: us-east-1b
OS: Ubuntu 16.04 LTS
Processor: Intel(R) Xeon(R) CPU E5-2676 v3
@ 2.40GHz
Memory: 4 GB RAM

Table 5-3: Instance specifications for the Experiment 2

1. Average response time in the AWS without delay

Average response time - Amazon EC2 network (delay 0 ms)
14000

12934.7

12000
10000
8000
6000
4000

3774

2000

688.6

1.8
1156 weeel@=576.5
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—@—1 server ==@=3 servers

Figure 5-10: Average response time in the AWS without delay

Average response time when running the system over AWS was also longer than compared to a
LAN connection. Average response time with no delay ranged from 115.6ms for a single client
for both the one and three server configurations to up to 12,934ms for the single server
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configuration. The three-servers’ configuration fared significantly better than the single, achieving
an average response time of 3774ms, which is only ~200ms slower than the LAN connection under
the same conditions. It appears that adding additional servers is indeed a viable way to horizontal

scale the application’s performance when running over cloud infrastructure.

2. Throughput in the AWS without delay

Throughput - Amazon EC2 network (delay 0 ms)

0.6
0.3

0 ) =—C=02=— ey ().
1 Client 30 Clients 60 Clients 120 Clients 240 Clients 480 Clients

=@=="1 server 3 servers

Figure 5-11: Throughput in the AWS without delay

Throughput while running the system on an Amazon EC2 instance with no delay was generally
lower than when running locally. Throughput was highest with a single client at 8.7 requests per
second for both the one and three server configurations, and lowest under 480 clients at 0.1 and

0.3 requests per second for the one and three server configurations, respectively.

3. Average response time in the AWS with 250 ms delay
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Average response time - Amazon EC2 network (delay 250 ms)
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Figure 5-12: Average response time in the AWS with 250 ms delay

Average response time of the system with a 250ms delay was also very similar to the same

conditions with no delay, ranging from 114ms for a single client and up to 12,149ms and 3461ms

at 480 clients for a one and three server configuration, respectively. Although the difference is

small the average response time was marginally better for both server configurations with the

250ms delay when compared against the Oms delay.

4. Throughput in the AWS without delay
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Throughput- Amazon EC2 network (delay 250 ms)
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Figure 5-13: Throughput in the AWS without delay

Throughput when running the system over AWS with a 250ms delay was almost identical to the
same situation with no delay. Throughput was highest with a single client at 8.7 requests per second
for both the one and three server configurations, and lowest under 480 clients at 0.1 and 0.3
requests per second for the one and three server configurations, respectively. These data suggest
that adding a delay between client requests has a negligible impact on system performance when

it is running in the cloud.

5. Average response time in the AWS with 500 ms delay
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Average response time - LAN (delay 500 ms)
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Figure 5-14: Average response time in the AWS with 500 ms delay

The average response time of the system with a 500ms delay is lowest under a single client at
128ms, and increases sharply for the single server configuration up to 12,139ms. The three servers’
configuration is again much more performant, obtaining average response times of 3422ms.
Clearly, the delay between requests has a negligible impact on system performance when served
over AWS, however, as mentioned, additional servers have a large increase in performance at high

client loads.

6. Throughput in the AWS with 500 ms delay
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Throughput - LAN (delay 500 ms)
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Figure 5-15: Throughput in the AWS with 500 ms delay

The throughput when running the system over AWS with a 500ms delay between requests was
largest under a single client load, managing 7.8 requests per second for both a single and three
server setups. Throughput drops off expectedly with increasing client load, minimizing at 0.1 and
0.3 requests per second for the one and three server configurations, respectively. Although these
values are slightly higher than the AWS experiments at other delay lengths, the effect is more

pronounced at very low client loads, and disappears when client load is maximized.

7. Throughput comparisons between AWS and LAN (3 servers)
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Figure 5-16: Throughput comparisons between AWS and LAN (3 servers)

8. Throughput comparisons between AWS and LAN (1 server case)
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Throughputs of AWS and LAN (1 server)
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Figure 5-17: Throughput comparisons between AWS and LAN (1 server)

5.3. Summary

When comparing the throughput of all AWS scenarios against all LAN scenarios, clear patterns
emerge for both the single-server and three-server test configurations. Generally, at low client
loads, the LAN out performs AWS by a rough factor of 2. This performance difference is larger
when only a single server is responding to requests. Indeed, at client loads greater than 100 and a
single server configuration, the LAN connection completes up to 3 times the work as the AWS
connection. When three servers are added, this discrepancy is significantly reduced. With three
servers, at loads greater than 100 clients, the LAN and the AWS connection have only a marginal
difference in performance. This again highlights the potential performance increases of

horizontally scaling the application across many cloud servers.

In general, these experiments indicate that Multichain blockchain can handle requests of the
access control system in the decentralized environment. Obviously, the LAN performance is better
than the AWS environment, but the Figure 5-16 and Figure 5-17 shows that more horizontal

scaling will result in better performance.
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6. CONCLUSION AND FUTURE WORK

6.1. Summary

To conclude, blockchain technology is a new and innovative approach to manage and structure
data for tracking, auditing and tracing. The blockchain data structure creates a well-defined
solution for tracking the ownership of securities using private and public key infrastructure. The
blockchain features are useful to build a decentralized access control system for the collaborative
environment, where participants try to share their digital resources. Protecting and sharing digital
resources are contradictory, and the collaboration is a real-world requirement for the digitized
world. This work attempts to build a decentralized access control, which allows the sharing of
microservices between independent organizations, and enhances the features of blockchain
technology. This research evaluates the access control models and existing technologies to develop
a decentralized access control system. With the proposed solution, organizations can define their
microservices and grant, revoke, and transfer the access rights of defined microservices. This

access control system differentiates from traditional access control systems in the following ways:

- All transactions on the blockchain are distributed to all participants. The blockchain is an
append-only database, and it will not accept any data modification and falsification, even
database or system administrators cannot change recorded data. In the most traditional
databases, database administrators have absolute control of the database. However, with
the blockchain technology, the data of decentralized access control is immutable.

- All organizations have equal rights over the access control. No single organization has
absolute power to manage blockchain cluster. In the collaborative environment, equality is
fundamental. Otherwise, the central authority or administrator can manipulate the data
without the knowledge or permissions of the other organizations.

- Inthe blockchain cluster, all transactions are publicly accessible to all participants, thereby

creating transparency.

The application is written in the Java programming language. The Multichain blockchain platform
is used as a decentralized data storage. For the performance evaluation, the experiments were
carried out on the local area network and the Amazon cloud infrastructure. The results of the

experiments show that the performance in the LAN environment is better than that of the AWS
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environment. In addition, the results indicate that the decentralized access control system can scale

horizontally.

6.2. Contributions

Previous research works in the literature have been focused on the centralized access control
system. However, my work focuses on creating a decentralized access control system for the
collaborative environment using blockchain technology. My contribution to the body of
knowledge is the development of a decentralized access control system using blockchain
technology, which provides a number of benefits that are not realizable in the centralized access

control system. They are as follows:

1. The decentralized access control system provides transparency and equality among the
participating organizations.
2. Itenables the immutability of data to prevent manipulation, modification, falsification, and

deletion.

In addition, | developed a generic data management RESTful API, which can store, retrieve, and
query data on the Multichain blockchain platform. This API can be utilized by developers in
different blockchain uses cases such as Blockchain 10T, Digital Identity, and decentralized storage

and delivery.

6.3. Limitation and Future work

At the time of this research work, the blockchain technology is still in the development stage.
When the blockchain technology and platforms become mature, this prototype and several
concepts will require to be revisited. For the future work, the following features could be added

and improved:

1. Smart contracts: The current implementation of decentralized access control system
deploys the Java-based RESTful web application using the blockchain technology. The
access control rules of this system are defined and declared in the source code, which makes
it hard to change and maintain. Also, it is difficult for organizations to agree on these rules.

However, smart contracts are a beneficial mechanism for the agreement between

72



participating organizations. Therefore, future works in this area can focus on the
development of smart contract based solution to manage access control rules and policies.
Standardized definitions of access control policies: In this research work, | have used
my own access control definitions. This is one of the main limitations of this research.
However, the definitions of access policies and rules could use more standardized markup
languages such as eXtensible Access Control Markup Language (XACML) [66] and
Security Assertion Markup Language (SAML) [67].

Service support: Another limitation of my work is that the service definition, discovery,
and invocation are supporting only RESTful web services. In future works, it would be
useful to support other types of web service technologies and network protocols.
Evaluation of the blockchain platforms: Apart from the Multichain blockchain platform,
which is utilized in this research, future works could evaluate other blockchain platforms
such as Hyperledger, Etherium, BigChainDB, and Eris.
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