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ABSTRACT 

Over the past decade, cybersecurity has emerged as a key locus of national security policy. The 

importance of cybersecurity will only increase as states navigate the transition to next-generation 

internet and telecommunications infrastructure. In the government debates of western 

democracies, the People’s Republic of China (PRC) and Chinese corporations are frequently cast 

in the role of challengers to the liberal international order. As a member of the highly integrated 

Five Eyes intelligence network, Canada has experienced both internal and external pressures to 

take a firmer stance against foreign direct investment by telecoms giant Huawei and other 

Chinese corporations on national security grounds. This thesis project uses directed content 

analysis to examine how government actors construct and present political narratives on 

cybersecurity concerns related to China during the 42nd Parliament of Canada (December 3, 2015 

to September 11, 2019). NVIVO 12 qualitative analysis software was used to categorize and 

code data from the debates of the House of Commons, the Senate, and the minutes of select 

parliamentary committees.  

Deborah Stone’s typology of political narratives is employed to interpret opposing storylines 

relating to cyberthreats posed to Canada by Chinese state activity. Findings reveal a significant 

paradigmatic division on Chinese cybersecurity threats separating not only the Justin Trudeau 

Liberal government and the Conservative Opposition, but also the Canadian Security Intelligence 

Service (CSIS) and the Communications Security Establishment (CSE), two of Canada’s core 

intelligence agencies. Whereas both the Liberal government and the CSE broadly promote a 

narrative of control in relation to cyberthreats, Conservative Party representatives and current 

and former CSE officials consistently depict of narrative of national security decline and 

mounting dangers. The existence of these polarized positions within both Parliament and the 

federal security establishment point to the challenges of crafting coherent, state-facing 

cybersecurity policy related to the PRC. In addition to revealing this paradigmatic divide, this 

analysis illustrates the integral role of geopolitical dynamics in Canadian cybersecurity 

policymaking, particularly the “Five Eyes” security collaboration between Canada, the USA, 

Australia, New Zealand the United Kingdom. These findings demonstrate the need for inter-

agency and international fora to develop enforceable norms of cyber-conduct. 
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Introduction 

Over the past decade, cybersecurity has emerged as a crucial dimension of national 

security policymaking. The importance of cybersecurity as a policy concern will only increase as 

states complete the transition to next-generation internet and telecommunications infrastructure. 

Government debates in democratic countries frequently cast the People’s Republic of China 

(PRC) as a challenger to the liberal international order. As a member of the highly integrated 

Five Eyes intelligence network, Canada has experienced both internal and external political 

pressures to take a firmer stance against foreign direct investment by telecoms giant Huawei and 

other Chinese corporations on national security grounds. Simultaneously, Canada-China 

relations have suffered a prolonged chill since the December 2018 arrest of Huawei CFO Meng 

Wangzhou in Vancouver, the subsequent arrests of two Canadian citizens in China and Chinese 

restrictions on imports of major Canadian agricultural products. For the Government of Canada, 

these developments portend a coming collision between cybersecurity concerns, democratic 

norms, and a decades-long pursuit of engagement with China, an ascendant geopolitical power 

and trading partner. 

This thesis examines how the federal government presents, debates and challenges 

narratives of Chinese cyberoperations in Canada, as well as how these political debates and 

parliamentary dynamics affect federal perceptions of cybersecurity threats. This project offers an 

account of how federal legislators and public servants presented political narratives on 

cybersecurity concerns related to China from 2016 to 2019, as well as on how these debates 

relate to broader foreign policy issues, such as Canada’s relationship with the PRC and the Five 

Eyes intelligence-sharing network. Data was collected through within-case analysis by gathering 

and coding observations from the debates of the Canadian House of Commons and the Senate, 

and meeting records of relevant standing committees of Parliament. This project’s restriction of 

data collection to the 42nd Canadian Parliament allowed for an in-depth analysis of a tumultuous 

period in the history of Canada-China relations. This data collection period also coincided with 

the rise of digital infrastructure integrity concerns as a major topic of national security debates in 

Canada.   

Despite regular news media coverage of strained Sino-Canadian relations, there is little 

scholarly analysis on the Government of Canada’s public reactions to the national security 
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challenges posed by China. This research project bridges this gap by investigating the responses 

of Canadian federal policymakers to the rise of China as an assertive cyber power, with the 42nd 

Canadian Parliament used as a typical case study. Much of the existing literature on similar 

topics has focused predominantly on American reactions to Chinese digital operations, rather 

than on the effects of Chinese influence and foreign direct investment on the national security 

calculations of other democracies, such as Canada.1 Similarly, many recent commentaries on the 

Sino-Canadian relationship have focused on the tension between Canada’s pursuit of the Chinese 

market and Canada’s commitment to human rights, or else focused more specifically on the 

cybersecurity risks associated with Chinese telecoms giant Huawei’s participation in the 

construction of Canada’s 5G networks.2 A more substantial body of literature devoted to 

examining the political factors affecting democratic decision-making processes is necessary to 

formulate a prescriptive response to the external cybersecurity challenges facing liberal 

democratic states. 

This study adopted federal government debates and committee records as its sources of 

data to facilitate detailed qualitative analysis on the unique parliamentary dynamics influencing 

perceptions of Sino-Canadian cybersecurity issues at the national level. Understanding differing 

federal views on the intersection of cybersecurity and Sino-Canadian relations is essential to 

bridging opposing viewpoints and constructing effective, coherent policy. Although notable 

figures such as former CSIS director Richard Fadden and former ambassador to China David 

Mulroney have described the polarized dysfunction of Canada’s China policy, this project is the 

first to provide an in-depth analysis of how Canadian policymakers have constructed and debated 

                                                            
1 E.g. Adam Segal, The Hacked World Order: How Nations Fight, Trade, Maneuver and Manipulate in the Digital Age 
(New York: PublicAffairs, 2016).  
2 David Mulroney, Middle Power, Middle Kingdom: What Canadians Need to Know about China in the 21st Century 
(Toronto: Penguin Group, 2015); Brian Crowley, “Should Canada Ban Huawei from its 5G Networks? Yes,” 
Macdonald-Laurier Institute, accessed September 18, 2019; David Mulroney, Middle Power, Middle Kingdom: 
What Canadians Need to Know about China in the 21st Century. Toronto: Penguin Group, 2015; Wendy Dobson and 
Paul Evans. “Living with Global China: Agenda 2016.” In Moving Forward: Issues in Canada-China Relations, edited 
by Asif B. Farooq and Scott McKnight, 2-10. Toronto: Asian Institute at the Munk School of Global Affairs, 
University of Toronto, and China Open Research Network (CORN) at the Department of Political Science, University 
of Toronto, 2016. 
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opposing conceptions of Chinese cybersecurity challenges at the federal level.3 By clarifying 

federal viewpoints on these cybersecurity challenges, this project was able to identify underlying 

issues dividing Canadian policymakers and develop policy recommendations to confront 

emerging digital challenges.  

The study’s findings will help government actors design policies based on a deeper 

understanding of the digital sphere of the Sino-Canadian relationship, a dimension of 

international relations with growing policy salience. This analysis presents a clearer picture of 

how Canadian political parties, departments, and intelligence organizations have characterized 

the digital dimension of contemporary Canada-China relations. Content analysis has highlighted 

significant contradictions in communication strategies on this issue between distinct groups of 

federal policymakers. In particular, this study’s analysis reveals a significant split in the 

cybersecurity paradigms of current parliamentarians and Canadian cybersecurity officials, with 

one faction viewing cybersecurity issues related to China through a modernized Cold War lens of 

strategic rivalry, and another group trusting in Canadian cyber-defences while continuing to view 

enhanced engagement with China as a policy imperative. These findings evince significant 

political divisions on Chinese cybersecurity threats between not only the Justin Trudeau Liberal 

government and the Conservative Opposition, but also between the Canadian Security 

Intelligence Service (CSIS) and the Communications Security Establishment (CSE), two of 

Canada’s most important intelligence agencies. In addition, this analysis illustrates the integral 

role of geopolitical dynamics in Canadian cybersecurity policy and demonstrates the urgent need 

for the creation of inter-agency and international fora for developing norms of cyber-conduct. In 

summary, this research offers a necessary step for reviewing and evaluating the diplomatic and 

political dimensions of Canada’s cybersecurity strategies. 

Case Selection 

Canada was selected for this study based on the country’s demonstration of key 

characteristics of liberal democracy, such as an elected, representative government and an 

                                                            
3 Fadden, Richard. “For the security of Canadians, Huawei should be banned from our 5G networks.” The Globe 
and Mail, January 30, 2019, https://www.theglobeandmail.com/opinion/article-for-the-security-of-canadians-
huawei-should-be-banned-from-our-5g/; Mulroney, Middle Power, Middle Kingdom. 
 

https://www.theglobeandmail.com/opinion/article-for-the-security-of-canadians-huawei-should-be-banned-from-our-5g/
https://www.theglobeandmail.com/opinion/article-for-the-security-of-canadians-huawei-should-be-banned-from-our-5g/
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entrenched human rights regime.4 This study’s focus on Chinese security concerns stems from 

the increasing anxieties of western governments over China’s activities in the digital dimension 

of geopolitics, a reality that is reflected in Canadian government concerns over potential digital 

espionage and cyberwarfare conducted by the PRC.5 Additionally, China’s important role in the 

Canadian economy and Canada’s current diplomatic tensions with Beijing ensure that 

relationship between these two countries will continue to be a major point of political debate and 

policy contention in Ottawa for the foreseeable future.  

Canada’s membership in the Five Eyes intelligence sharing network is also a significant 

factor in case selection due to the intelligence alliance’s aspiring role as a counter to Chinese 

digital influence operations.6 Notably, Five Eyes alliance obligations have been the source of 

recent friction between Canada and other alliance members over Canada’s reluctance to exclude 

Huawei from the country’s fifth-generation (5G) telecommunications networks. Australia, New 

Zealand and the United States have all barred Huawei from their respective 5G infrastructure 

plans, resulting in mounting pressure on Canada to follow suit. In an October 2018 letter to the 

Prime Minister’s Office, American legislators cited the possibility that Chinese espionage 

facilitated by Huawei technology could undermine Five Eyes intelligence-sharing and 

compromise Canadian cybersecurity.7 Considering the importance attached to the Five Eyes by 

Canada’s intelligence hierarchy and political leadership, there is currently a scarcity of literature 

examining Canada’s role in this multilateral network in the modern era of cyber conflict, 

particularly within the context of the alliance’s increasing strategic rivalry with China. This study 

expands knowledge in this field by drawing inferences on the effects of allied security pressure 

on Canadian cybersecurity discussions in parliamentary forums.  

                                                            
4 Kenneth Bollen, “Liberal Democracy: Validity and Method Factors in Cross-National Measures,” American Journal 
of Political Science 37, no. 4 (1993): 1209, https://www.jstor.org/stable/2111550.  
5 Canada, Parliament, National Security and Intelligence Committee of Parliamentarians, Annual Report 2018 (42nd 
Parl, 1st Sess, April 2019), Chair: David McGuinty.  
6 Noah Barkin, “Five Eyes Intelligence Alliance Builds Coalition to Counter China,” CBC News, October 12, 2018, 
https://www.cbc.ca/news/world/five-eyes-china-1.4860028.  
7 Steven Chase and Robert Fife, “U.S. senators urge Trudeau to block Huawei from 5G,” The Globe and Mail, 
October 11, 2018, https://www.theglobeandmail.com/politics/article-us-senators-urge-trudeau-to-block-huawei-
from-5g/.  

https://www.jstor.org/stable/2111550
https://www.cbc.ca/news/world/five-eyes-china-1.4860028
https://www.theglobeandmail.com/politics/article-us-senators-urge-trudeau-to-block-huawei-from-5g/
https://www.theglobeandmail.com/politics/article-us-senators-urge-trudeau-to-block-huawei-from-5g/
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Methods 

This qualitative research project’s research goals are descriptive and follow a typical case 

study design.8 The contemporary nature of this research topic is well-suited to the methodology 

of descriptive case study research, which is used to generate hypotheses on emerging phenomena 

and lay the groundwork for future causal studies, as outlined by John Gerring’s methodological 

overview.9 A typical case study format was selected for this research project due to two primary 

considerations. Firstly, this project generates context-specific knowledge on Canadian 

perceptions of cyber threats and illuminates how this political discourse impacts diplomacy and 

policy formation. Compared to large-N or comparative studies, the restriction of the research to a 

single case and a focus on within-case analysis enables the generation of in-depth data, 

increasing this research’s internal validity. Secondly, this study draws bounded generalizations 

beyond the Canadian case study to enhance policy knowledge of democratic cybersecurity 

processes in response to contemporary digital threats. As a descriptive research project, this 

study does not identify casual mechanisms underlying democratic. responses to contemporary 

cybersecurity threats. Instead, this project develops observations on this topic for exploration in 

future research and proposes policy recommendations related to Canadian cybersecurity. 

This study employed directed content analysis to clarify the Government of Canada’s 

perception of Chinese threats to Canadian cybersecurity. Data was drawn from the debates of the 

House of Commons and the Senate, as well as from the minutes of parliamentary committees 

related to cybersecurity and Canada-China relations. These committees include the Standing 

House Committee on Public Safety and National Security and the Senates Committee on 

National Security and Defence. Transcripts of the debates of the House of Commons and the 

Senate (commonly known as Hansard) and the minutes of the standing committees of Parliament 

are all publicly available through the website of the Parliament of Canada, as well as through the 

data-scraping website Open Parliament. These sources of data represent a substantial cross-

section of Canadian government debates and deliberations, encompassing policy directives, 

government communications strategies, Opposition scrutiny of elected officials (in the form of 

Question Period) and opportunities for the testimony of non-political experts in committee 

meetings. The decision to have this project focus on the statements of political figures rather than 

                                                            
8 John Gerring, Case Study Research: Principles and Practices (Cambridge: Cambridge University Press, 2017), 5.  
9 Gerring, Case Study Research, 41.  
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on those of civil servants was based on the fact that while bureaucrats may influence the 

formation of policy, it is ultimately politicians who decide which items arrive on the action 

agenda.10 Following the aggregation of observations using NVivo qualitative analysis software, 

transcripts of debates and the minutes of the committees, data was analyzed through directed 

content analysis. The subsequent analyses focus on illuminating how government actors 

construct and debate narratives on Chinese cybersecurity concerns and how story lines of 

communication are communicated through policy and shaped by parliamentary conventions.11 

For a complete description of this study’s methodology, see Appendix A.  

This research project has several policy implications related to Canada-China relations and 

cybersecurity. Firstly, the project presents a clearer picture of how various Canadian political 

parties, departments, and organizations have characterized the digital dimension of contemporary 

Canada-China relations. This project’s findings will enable government actors, policy analysts, 

and commentators to develop informed proposals, briefings, and commentaries based on a 

deeper understanding of cybersecurity challenges related to Chinese entities, a dimension of 

international relations with growing policy salience. Moreover, this research clarify the 

Government of Canada’s diplomatic and policy strategies for balancing cyber concerns with 

maintaining engagement with China and its government. 

                                                            
10 John Kingdon, Agendas, Alternatives and Public Policies, 3rd ed (New York: Longman, 1995).  
11 Sally Hewitt, “Discourse Analysis and Public Policy Research,” Center for Rural Economy Discussion Paper Series 
24 (Newcastle: Newcastle University Press, 2009), 11.  
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Chapter Two: Literature Review - Canada-China Relations and Twenty-First 

Century Cybersecurity Challenges 
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This project’s research goals drew upon three distinct sets of scholarly literature and 

government publications: literature on contemporary cybersecurity issues, literature on Canada-

China relations, and works examining the intersections of these two areas. Careful consideration 

of previous contributions in each of these areas was essential for drawing conclusions on the 

responses of liberal democratic states to digital security challenges from state actors during an 

era of rapid technological advancement, both for this study and for future inquiries.  

Canada-China Relations Literature 

The body of literature on contemporary Canada-China relations was crucial for 

understanding this bilateral relationship and developing policy recommendations. This literature 

offered vital context for analyzing Canadian debates over cybersecurity issues related to China, 

which function in part as a subsection of diplomatic relations between Canada and the People’s 

Republic of China. In addition, this study drew extensively upon existing international relations 

literature to inform its coding and analysis frameworks. A greater body of scholarship in this area 

is needed to develop empirically informed responses to potential national security challenges 

posed by Chinese informatized operations. This project aims to raise awareness of the current 

status of the Sino-Canadian relationship with respect to contemporary and predicted 

cybersecurity challenges.  

Much of the existing literature on Canada-China relations from 2010 onward frames the 

relationship between Canada and the East Asian titan as a decades-long balancing act between 

the promise of economic engagement and the pitfalls of strengthening ties with an increasingly 

assertive nondemocratic superpower with an abysmal human rights record.12 Examples of similar 

portrayals include Paul Evans’ retrospective analysis, Engaging China: Myth, Aspiration and 

Strategy in Canadian Policy from Trudeau to Harper, John Meehan and David Webster’s 2013 

Journal of American-East Asian Relations article “A Deeper Engagement: People, Institutions 

and Cultural Connections in Canada-China Relations”, and the work of Jeremy Paltiel, 

encapsulated in the 2018 International Journal article “Facing China: Between Fear and Hope”.13 

                                                            
12 E.g. Huhua Cao and Vivienne Roy, eds, The China Challenge: Sino-Canadian Relations in the 21st Century (Ottawa: 
University of Ottawa Press, 2011), Mulroney, Middle Power, Middle Kingdom, David Mulroney, Middle Power, 
Middle Kingdom: What Canadians Need to Know about China in the 21st Century (Toronto: Penguin Group, 2015).  
13 Paul Evans, Engaging China: Myth, Aspiration and Strategy in Canadian Policy from Trudeau to Harper (Toronto: 
Toronto of University Press, 2014); John Meehan and David Webster, “A Deeper Engagement: People, Institutions 
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All works mentioned above synthesize decades worth of complex diplomatic engagement, 

irritants, and evolutions in the Sino-Canadian relationship, providing an essential backdrop for 

study of the narrower issue of how Canadian federal lawmakers have responded to cybersecurity 

challenges associated with China over the course of the 42nd Canadian Parliament.  

In 2009, the University of Alberta’s Wenran Jiang provided an incisive analysis of previous 

periods in the Sino-Canadian relationship, charting ties between the two countries from Liberal 

prime ministers Jean Chretien and Paul Martin’s unreserved pursuit of engagement with China to 

the more ambivalent approach to Sino-Canadian relations undertaken by Stephen Harper’s 

Conservative government. Jiang notes that even in 2009, China’s global economic and 

geopolitical position relative to Canada was undergoing rapid changes in both capabilities and 

outlook. Over the past decade, China’s global influence has grown steadily, and the U.S.-China 

relationship became the primary lens through which Beijing views international issues. Jiang 

concludes that a return to previous Liberal bilateral engagement policies would be an insufficient 

policy response in light of China’s seemingly unstoppable global rise.14 Rejecting a strategy of 

attempting to change China’s political system through external pressure, Jiang contends that "the 

best policy for western countries, Canada included, is to facilitate positive changes - changes that 

move China in the direction of more openness, more transparency, and more accountability to its 

citizens. It may not be a system similar to western democracies, but a system that works best for 

the Chinese people and fits the country's own pace of development.”15 The reality of the Sino-

Canadian relationship has evolved substantially since the publication of these this article, and is 

currently going through a period of tensions far removed from the amiable exchanges of the 

Chretien-Martin era. However, this analysis nonetheless provides a useful retrospective for 

considering the evolution of contemporary Canada-China relations. 

To provide greater context for digital challenges within the matrix of Canada-China relations, 

this project also considered literature on demographic exchanges between Canada and China to 

                                                            
and Cultural Connections in Canada-China Relations,” The Journal of American-East Asian Relations 20, no. 2/3 
(2013): 109-116, accessed December 18, 2019, https://www.jstor.org/stable/23613201; Jeremy Paltiel, “Facing 
China: Canada Between Fear and Hope,” International Journal 73, no. 3 (2018): 343-363, accessed September 20, 
2018, http://journals.sagepub.com.cyber.usask.ca/doi/pdf/10.1177/0020702018792908.  
14 Wenran Jiang, “Seeking a Strategic Vision for Canada-China Relations,” International Journal 64, no, 4 (2009): 
908, accessed December 18, 2020, https://www.jstor.org/stable/40542164.  
15 Jiang, “Seeking a Strategic Vision,” 908. 

https://www.jstor.org/stable/23613201
http://journals.sagepub.com.cyber.usask.ca/doi/pdf/10.1177/0020702018792908
https://www.jstor.org/stable/40542164
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better contextualize the depth of ties between Canada and China. As argued by Kenny Zhang in 

2011, the large and growing number of both Chinese citizens and Canadians with significant 

connections in both countries constitutes a focal point of relations between Ottawa and Beijing, 

representing both a policy challenge and the potential for competitive market advantages.16 In a 

complementary analysis, John Meehan and David Webster argue that the entirety of the Sino-

Canadian relationship cannot be properly understood with sole reference to traditional state 

actors, and must instead consider the role of soft power and non-state actors, including not only 

migrants and the Chinese-Canadian community but also nongovernmental organizations and 

other cultural agents.17 In their literature review of essays on contemporary Sino-Canadian ties, 

Meehan and Webster depict a “a vibrant relationship that traditional emphasis on state-to-state 

actors inadequately explains, challenging the ‘high politics’ approach and Eurocentric focus of 

some previous examinations.”18 Although this project focuses primarily on government-to-

government relations through the lens of national security challenges, it is important to consider 

the complexity and multidimensional nature of ties between Canada and China. 

In contrast to the body of diplomatic analyses examining the merits of deepened engagement 

with China, foreign correspondent and international affairs columnist Jonathan Manthorpe’s 

2019 book Claws of the Panda: Beijing’s Campaign of Intimidation and Influence offers a 

journalistic perspective on the extent and reach of Chinese soft power influence in Canada from 

the 1970s to the present.19 Manthorpe indirectly challenges Meehan and Webster’s assertion that 

Chinese-Canadian cultural agencies, associations, and non-governmental organizations can be 

effectively disentangled from the Chinese Communist Party in any analysis of Chinese influence 

in Canada. Although Claws of the Panda risks conflating CCP influence in Canada with Chinese 

Canadians as a political constituency, Manthorpe rejects the racist and inaccurate conclusion that 

Chinese Canadians constitute a fifth column for Beijing. However, he contends that the CCP 

                                                            
16 Kenny Zhang, “Chinese in Canada and Canadians in China: The Human Platform for Relationships between China 
and Canada,” in The China Challenge: Sino-Canadian Relations in the 21st Century, ed. Huhua Cao and Vivienne Roy,  
158-182 (Ottawa: University of Ottawa Press, 2011). 
17 Meehan and Webster, “A Deeper Engagement,” 112.  
18 Meehan and Webster, “A Deeper Engagement,” 115. 
19 John Manthorpe, Claws of the Panda: Beijing’s Campaign of Influence and Intimidation in Canada (Toronto: 
Cormorant Books, Inc, 2019). 
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considers all ‘overseas Chinese’ as their rightful subjects.20 In Claws of the Panda, Manthorpe 

attempts to demonstrate the existence of a many-headed hydra of soft and sharp power resources 

devoted to advancing the PRC’s objectives in Canada, including Chinese-language media and 

ostensibly private corporations such as Huawei.21 The inclusion of this analysis in this review 

provides a counterbalance to mainstream diplomatic critiques by offering an in-depth 

examination of the history of CCP influence in Canadian through vehicles such as the United 

Front and Canadian universities.  

Complicating this relationship further is a consistent body of literature demonstrating that 

many Canadians hold negative opinions of China and its ruling Communist Party. As noted by 

Wendy Dobson and Paul Evans in 2016, a significant percentage of Canadians view global 

Chinese influence as a potential threat to Canadian society. 22 Following the late 2018 diplomatic 

confrontation between Ottawa and Beijing and China’s subsequent detention of Canadians and 

increased restrictions on Canada’s agricultural exports, Canadian opinions of the PRC declined 

further. In a February 2019 opinion poll conducted by scholars at the University of British 

Columbia’s Institute of Asian Research, only 21 percent of Canadians expressed a favourable 

opinion towards China, while 67 percent reported an unfavourable opinion.23 

Both Canadian wariness of China and government desires for enhanced economic ties are 

reflected in literature examining the role of Chinese foreign direct investment (FDI) and the 

operation of state-owned enterprises (SOEs) within Canada, which constituted a recurring topic 

of parliamentary debate from 2016 to 2019. In 2015, Quebec attorney Francois LeSieur analyzed 

the impact of the controversial 2014 Canada-China Foreign Investment Promotion and 

Protection Treaty (CC-FIPA) on the Sino-Canadian bilateral relationship in the Journal of East 

Asia and International Law. LeSieur concludes that despite the significant concerns involved 

                                                            
20 Manthorpe, Claws of the Panda, 167. 
21 Ibid., 173; Ibid., 219.  
22 Wendy Dobson and Paul Evans, “Living with Global China: Agenda 2016,” in Moving Forward: Issues in Canada-
China Relations, ed. Asif B. Farooq and Scott McKnight (Toronto: Asian Institute at the Munk School of Global 
Affairs, University of Toronto, and China Open Research Network (CORN) at the Department of Political Science, 
University of Toronto, 2016), 4.  
23 The University of British Columbia School of Public Policy and Global Affairs, “Analysis:  February 2019 Survey of 
Canadian Attitudes on China and Canada-China Relations,” Institute of Asian Research, accessed November 22, 
2019, https://sppga.ubc.ca/wp-content/uploads/sites/5/2019/03/analysis.pubop_.report.13march19.pdf.  
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with Chinese FDI, including the potential loss of Canadian natural resources to Chinese SOEs 

and risk of expropriation of Canadian investments in China, the construction of a strong bilateral 

investment regime between the two nations represents significant economic potential.24 As noted 

by LeSieur, however, a 2015 opinion poll found that Canadians “continue to oppose foreign 

direct investment from China while welcoming inflows from other countries such as Japan, 

South Korea and India”.25 Under the terms of the CC-FIPA, Chinese foreign investors in Canada 

must be given ‘most favoured nation (MFN) treatment’, which means “that foreign investors 

should be treated no less favorably than domestic (national treatment) or third party investors 

within the territory”.26 During the debates of the 42nd Canadian Parliament, this 2014 treaty was 

the focus of repeated parliamentary scrutiny directed at not only the current government but also 

the Harper Conservatives, who were responsible for the negotiation and enactment of the CC-

FIPA.  

On December 12, 2019, for example, Green Party MP Elizabeth May called the CC-FIPA 

“egregious”, asserting that “every investor from the People's Republic of China is going to be a 

state-owned enterprise for the People's Republic China”, concluding that China’s ability to sue 

Canada for any breach of the terms of MFN relationships was “virtually unlimited”.27 Article 4 

of the CC-FIPA treaty ensures “fair and equitable treatment and full protection and security” of 

the Canadian investments of Chinese corporations. According to a February 2019 CBC article, 

this provision could expose Canadian taxpayers to a lawsuit claiming billions of dollars in 

compensation should the federal government choose to bar Huawei from 5G networks.28 

LeSieur’s analysis also highlights the critical role played by the federal national security review 

mechanism in navigating policy responses to Chinese FDI.29 This mechanism served as a topic 

of considerable parliamentary debate related to not only the ongoing review centered on Huawei, 

                                                            
24 Francois LeSieur, “Treaty on the Wall, Who is the Fairest One of All: The Canada-China Foreign Investment 
Promotion and Protection Agreement,” Journal of East Asia and International Law 8, no. 2 (2015): 445. 
25 I. Marlow, Canadians Oppose and Overestimate Chinese Investment, Polls Shows, Globe and Mail, June 2, 2015, 
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26 LeSieur, “Treaty on the Wall”, 435. 
27 Elizabeth May, House of Commons Debates, 42nd Parl, 1st Sess, Vol 148, No 126 at 1600. 
28 Janyce McGregor, “Banning Huawei from Canada's 5G networks could be costly for taxpayers,” CBC News, 
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but also the proposed takeovers of high-tech Canadian firms by Chinese state-owned enterprises 

(SOEs). In the both the House of Commons and the Senate, Conservative legislators pushed for 

more stringent security reviews in the case of potential SOE takeovers of Canadian firms such as 

Aecon, Norsat, and Anbang Insurance.30 As illustrated by Elizabeth May’s recurring mentions of 

the potential pitfalls of the CC-FIPA, however, SOE investment in Canada is far from a single-

party issue. Although the following analysis is not primarily concerned with the role of SOEs in 

the Canadian economy, these discussions provide a useful backdrop for assessing parliamentary 

perceptions of Chinese threats to the Canadian economy.  

Cybersecurity Literature 

Much of the existing scholarship on Western cybersecurity responses to perceived Chinese 

threats focuses on the United States of America, China’s chief geopolitical and economic rival. 

Examples of this subsection of the literature include analyses of American state condemnation of 

large Chinese corporations on cybersecurity grounds, as well as recommendations for how the 

United States might counteract Chinese ambitions for reshaping the internet.31 Charles Rybeck, 

Lanny Cornwell, and Philip Sagan, writing to advise the U.S. National Security Enterprise, 

develop the concept of informatized operations, which was considered to inform this project’s 

coding process and conception of cyber challenges. 32 Rybeck et al. define informatized 

operations as encompassing all national security policies that involve the modern information 

technologies that have become indispensable to government operations and economic activity.33 

In developing this broad conception of digital national security, Rybeck et al.’s article challenges 

the conventional view of labelling all digital challenges as ‘cyber threats’, arguing that the 

widely used ‘digital’ and ‘cyber’ labels are insufficient for capturing the broad spectrum of 

                                                            
30 E.g. Ngo Thanh Hai, Debates of the Senate, 42nd Parl, 1st Sess, Vol 150, Issue 69 (13 June 2017); Glen Motz,  
House of Commons, Standing Committee on Public Safety and National Security Minutes of Proceedings and 
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1st Sess, Vol 148, No 260 (8 February 2018), 1452.  
1241 
31 Adam Segal, “When China Rules the Web: Technology in Service of the State”; Foreign Affairs, 
September/October 2018; Zachary K. Goldman, “Washington's Secret Weapon Against Chinese Hackers: Applying 
the Lessons of Counterterrorism and Counterproliferation in Cyberspace”; Foreign Affairs, April 8, 2013, 
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Response.” PRISM 7, no. 2 (2017): 41-51.  
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national security threats enabled through the digital dimension of contemporary geopolitics.34 In 

advocating a broader conception of digital security, the article articulates a need for the United 

States to match and exceed the ‘informatized fusion’ operations conducted by China and Russia, 

which combine data sciences, the agendas of commercial stakeholders, and traditional military 

cyber establishments to achieve security goals.35 The interrelated concepts of informatized 

operations and informatized fusion helped to inform this study’s coding and analysis of federal 

cybersecurity discourses and policy. More specifically, this conceptual framework will provide a 

useful lens through which to analyze Canadian government debates and responses to Chinese 

security threats.36 

This project’s analysis is also informed by literature dealing with China’s emergence on the 

world stage as a major digital power. Cybersecurity expert Adam Segal of the New York-based 

Council for Foreign Relations has charted China’s rise to prominence as an international cyber 

power under the leadership of President Xi Jinping, informed by a policy of “cyber sovereignty” 

that has sought to challenge American dominance over the global internet through increased 

surveillance and censorship.37 In his 2015 book The Hacked World Order, Segal provides a 

thorough analysis of how state actors wage cyberwarfare in the modern era, highlighting the 

Chinese state’s desire for technological independence from the west, examining the function of 

modern surveillance states and the decline and fall of the digital ‘Pax Americana’, and arguing 

for the establishment of a code of cyber conduct among the great powers of an emerging 

multipolar world.38 Matthew Bey comes to a similar conclusion in a 2018 analysis for the Cyber 

Defense Review, which observes that there is currently a lack of consensus on norms for 

international conduct in the emerging domain of state cyberactivity, and that the re-intensifying 

geopolitical rivalry between the United States, China, and Russia will define any consensus over 
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36 Canadian Security Intelligence Service. China in the Age of Strategic Rivalry (Ottawa, 2018), 
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global governance of the digital domain.39 Moreover, Bey concludes that China’s  market clout, 

sophisticated cyber-capabilities, and drive for state internet sovereignty make it unlikely that the 

PRC would support the creation of an enforceable, rules-based system for cyber conducted 

underlaid by western norms and organizations.40 This conclusion is particularly salient 

considering Canadian parliamentary efforts to develop policy regulations for offensive 

cyberoperations in the context of strained relations with China, the Five Eyes alliance, and the 

United States. This complex matrix of interrelated policy issues supports this study’s 

classification of cybersecurity as a crucial intersection of both foreign affairs and national 

security policy. Furthermore, these analyses informed this study’s policy recommendations for 

the creation of multilateral fora for regulating state cyber-conduct.  

Recent scholarship evinces a growing Chinese willingness to employ the digital dimension of 

modern geopolitics to facilitate international espionage. Concerns over the PRC’s strategic use of 

cyberwarfare feature in national security literature produced in the United States and allied 

countries for over a decade. In 2011, for example, Alexander Klimburg argued that China and 

Russia both systemically coerce non-state cyber elements into cooperation with their geostrategic 

goals. In contrast, Klimburg contends that “while both China and Russia can be said to co-opt 

and coerce their non-state cyber elements into integration with public policy, the West mostly 

depends on voluntary cooperation.”41 This assessment points to the need for a whole-of-nation, 

soft power-heavy approach to mobilizing cyber power in western democracies. Although 

somewhat dated, Klimburg’s framework of analysis provides a useful commentary on the 

formation of cyber policies in western democracies such as Canada. This article’s discussion of 

China’s coercive approach to mobilizing cyber power is also directly relevant to Canada’s 

decision on whether to include Huawei in the construction of 5G infrastructure, debated in detail 

over the course of the 42nd Canadian parliament. Scholarly awareness and anticipation of the 

cybersecurity challenges posed by the PRC’s approach to co-opting ostensibly private industries 

for geostrategic ends in the digital sphere thus predate current debates over Huawei and the 
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implications of China’s National Intelligence Law of 2016, which mandates private cooperation 

with the PRC’s intelligence objectives by several years, in contrast to the relatively recent mass 

media fixation on these topics.42 

To provide a more concrete illustration of China’s use of cyberoperations to advance 

geostrategic interests, a 2018 study published in the American-based Military Cyber Affairs 

journal found that state-owned telecommunications company Chinese Telecom had used internet 

infrastructure to systemically divert web traffic across North America for espionage purposes, 

concluding that Chinese Telecom had used legally constructed internet ‘points of presence’ 

(PoPs) to mine information-rich internet communications for data.43 This alleged use of North 

American internet infrastructure for Chinese digital espionage provides an additional lens 

through which to consider the Government of Canada’s deliberations over Chinese cyber threats, 

particularly in reference to ongoing debates over Huawei’s operations in Canada. This study is 

also notable for serving as the focus of a lengthy examination during a February 20, 2019 

meeting of the House of Commons Standing Committee on Public Safety and National Security, 

when its authors were questioned at length over the study’s methods and their implications for 

Canadian national security and commercial relationships with Chinese organizations.44  

This study’s policy recommendations are also informed by analyses of China’s domestic 

internet policy, both for comparison to Canadian federal policies as well as to contextualize 

parliamentary discussion topics of PRC cyberoperations. Writing for the Chinese Journal of 

Communication in 2016, Hong Shen critiques the commonly-used dichotomy of Chinese 

“Internet sovereignty” versus American “Internet freedom”, which emphasizes China’s 

repressive domestic Internet controls and “foregrounds the role of the authoritarian Chinese state 
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in attempting to govern the extraterritorial Internet.”45 Drawing upon a critical political economy 

framework, Shen argues that popular media discussions surrounding China’s push for internet 

sovereignty are overly simplistic and discount the multidimensionality of the Chinese internet. 

Shen contends that foreign perceptions of Chinese internet sovereignty obfuscates the reality that 

the state is no longer the only major player in the internet governance institutions. To support 

this conclusion, Shen points to the increasingly prominent roles in internet governance played by 

private actors such as Huawei and Alibaba.46 This analysis by a Chinese scholar provides a 

counterweight to the plethora of western scholarly work and journalistic commentaries used to 

inform this study’s consideration of cybersecurity policies and debates. This critique of 

prevailing western media narrative on China’s push for internet sovereignty is particularly 

notable given this project’s reliance on Canadian government sources for data collection. Shen’s 

assertion should be considered within the framework of broader national security conversations 

over whether Chinese corporations such as Huawei, Alibaba, and Tencent should be considered 

functionally independent of Communist Party control for the purposes of national security 

policy.  

Huawei Literature 

This study does not provide a recommendation as to whether the Government of Canada 

should include or bar Huawei from participation in the construction of Canadian 5G networks. 

However, academic and private analyses of the Chinese telecoms giant were considered in the 

examination of parliamentary narratives and the development of policy recommendations. In a 

broad 2018 analysis of the role of Chinese multinational corporations in Europe, authors Zheng 

Yu and Chris Smith analyze Huawei’s labour and employment practices, concluding that 

political pressures may force the company to reconsider their policy of relying upon a young, 

primarily Chinese workforce.47 These findings contradict the body of anecdotal evidence 

suggesting that Chinese multinational firms frequently exploit foreign laws, norms, and 

regulations by exploiting institutional loopholes.48 This article demonstrates an ongoing level of 
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ambiguity over the extent of security and economic threats posed by Chinese MNCs. This 

provides a contrast to analyses of Huawei focusing solely on the corporation’s ties to the CCP 

and its potential technological vulnerabilities.  

Whereas Yu and Smith examine the interactions between Huawei and European markets and 

the corporation’s adaption to the norms and regulations of democratic societies, Christopher 

Balding of Fullbright University Vietnam and Donald C. Clarke of George Washington 

University Law School cast doubt upon Huawei’s self-designated “employee-owned” status, 

finding that 99 percent of the multinational is owned by an opaque structure known as a trade 

union committee.49 Balding and Clarke assert that if this trade union committee functions in a 

manner typical of the operation of public trade unions in China, then Huawei could be 

considered state-owned rather than private. This would lend credence to the assessment of the 

United States government and its allies that the telecoms giant may operate as an agent of a 

foreign power.50 

Providing a further contrast to Yu and Smith, Michael Shoebridge of the Australian Strategic 

Policy Institute articulates a deeply skeptical position on Huawei held by many within the Five 

Eyes intelligence network, with the possible exception of the Canadian Security Establishment. 

Shoebridge acknowledges the economic advantages offered to Canadian telecoms firms by 

Huawei’s end-to-end approach to 5G equipment manufacturing and hardware and software 

support, as well as its more than competitive pricing compared to the offerings of European 

competitors.51 Ultimately, Shoebridge concludes that the unique digital infrastructure 

vulnerabilities associated with the promise of 5G technology ensure that governments should 

make security decisions on Huawei on the basis of a long-term outlook, rather than short-term 

private expediency.52 According to Shoebridge, China’s “demonstrated an intent to conduct 

wide-ranging cyber espionage, combined with the legal obligation for organizations and citizens 

to assist if required, means that Chinese companies such as Huawei carry additional supply-chain 
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risk compared with companies from countries without a long history of cyber espionage and/or 

countries without laws that specifically compel cooperation with intelligence agencies.”53 This 

analysis highlights not only the potential damages that would be enabled through the inclusion of 

compromised technology in Canadian 5G network, but also the conflict between the market 

interests of major Canadian internet providers and the government’s goal of ensuring the security 

and long-term stability of Canadians.  

Shoebright’s assessment is consistent with the conclusions of British cybersecurity firm 

Finite State, which released a thorough supply chain evaluation of Huawei in 2019. According to 

the firm’s Device Risk Matrix, Huawei devices fared consistently worse than those of their 

competitors, demonstrating a weak security posture and a worrying lack of demonstrated 

improvements over time.54 Although Finite State could not prove malicious intent through their 

process of technical analysis, over half of tested Huawei devices contained at least one potential 

backdoor vulnerability, including many 0-day vulnerabilities, of which a high percentage were 

designated as critical or high severity.55 In their conclusions, Finite State also argued that the 

risks associated with security vulnerabilities and backdoors extend beyond technical risk into the 

domain of geopolitics due to the Chinese National Intelligence Law of 2016, which requires all 

firms operating in China to comply with national intelligence operations and objectives. 56 Given 

the expansive nature of China’s intelligence and counter-espionage activities, this feature of 

China’s legislative landscape led Finite State to conclude that even with extensive risk 

mitigation, significant cyber risks are unavoidable.57  

Finite State’s supply chain assessment provides a significant contribution to this discussion 

due to its support for the conclusions of Huawei skeptics within Five Eyes nations, such as 

warnings to ban Huawei made by the MLI and former CSIS head Richard Fadden. In contrast to 

the warnings of these current and former intelligence officials, however, Finite State’s 
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assessment rests primarily on empirical metrics rather than classified intelligence sources. Finite 

State’s quantitative methods do not insulate the firm’s assessment from accusations of bias, 

particularly given the political nature of the assessment’s conclusions. Nonetheless, Finite State’s 

assessment nonetheless offers a relevant study for this project’s assessment of government 

narratives concerning Huawei and 5G, particularly given how intensely politicized this debate 

has become in Canada. As this project’s conclusions illuminate, the politicization of this debate 

is not restricted to exchanges between Liberal lawmakers and the Conservative opposition, but 

also extends to the public statements and testimony of Canada’s intelligence organizations. 

One of the main challenges associated with scholarly inquiry into the Huawei debate in 

Canadian 5G networks is the scarcity of existing academic literature on the political challenges 

posed by Huawei’s pre-eminence in the field of 5G technological supply. Providing a useful 

point of comparison for this study’s examination of Canadian debates over Huawei, Uday 

Khanapurkar applies an economic dependence framework to recommend a strategy for India to 

navigate the Huawei dilemma in a 2019 article published in Indian Quarterly.58 Khanapurkar 

concludes that both the exit costs and exit thresholds associated with the decision of whether to 

partner with Huawei on 5G infrastructure are prohibitively high for India. Both a possible lag in 

5G rollout and the prospect of Chinese cybersecurity threats to core infrastructure represent 

untenable positions for the Indian state. This dilemma explains why India, much like Canada, has 

refused to arrive at a quick decision on the matter of Huawei.59 However, Khanapurkar notes 

that, unlike in the case of Canada, the U.K., and Germany, the U.S. has not threatened to suspend 

intelligence sharing or curtail military cooperation with India should the Indian state choose to 

permit Huawei to provide equipment for 5G infrastructure. This has resulted in a disparity 

between American influence over India’s Huawei decision and China’s aggressive role in 

protecting its national champion.60 Ultimately, Khanapurkar concludes that India’s dominant 

strategy on the question of Huawei would be to hold out on any final decision in an attempt to 

leverage its massive telecoms market to extract concessions from both the United States and 

                                                            
58 Uday Khanapurkar, “India’s Huawei Conundrum”, India Quarterly 75, no. 3 (2019): 380, accessed December 18, 
2019, 10.1177/0974928419860924 journals.sagepub.com/home/iqq.  
59 Khanapurkar, “India’s Huawei Conundrum”, 390. 
60 Khanapurkar, “India’s Huawei Conundrum”, 389-390. 



22 
 

China, such as discounts on the products of other telecoms vendors from the Americans or 

promises that Huawei would increase manufacturing in India.  

This 2019 India Quarterly analysis serves as a valuable point of comparison for federal 

Canadian debates over the costs and benefits of including Huawei in 5G infrastructure, 

highlighting both similarities and differences in the two countries’ position on this issue. Firstly, 

Khanapurkar’s analysis elucidates the central role played by intelligence sharing in American 

efforts to influence allies to reject Huawei. China, in contrast, applies a more diverse set of 

pressures and incentives in to convince trading partners to include Huawei in the construction of 

5G networks, ranging from promises of economic benefit to threats of future consequences 

resulting from the company’s rejection.61 In comparison to India, Canada is the member of the 

Five Eyes alliance with the most extensive integration of its security and intelligence operations 

with the United States, and its therefore much more vulnerable to American influence attempts 

on national security and intelligence-sharing grounds.  

As Fareed Zakaria notes in Foreign Affairs, while the Trump administration has attempted to 

convince 61 countries to ban Huawei, only three have complied with this directive, all of which 

are either Five Eyes allies or more closely integrated with the American security regime than 

India.62 Similarly, India’s huge population bestows considerable market leverage in its efforts to 

secure economic benefits from Huawei’s inclusion in telecoms infrastructure construction, such 

as the suggested increase in domestic manufacturing obligations. Canada, on the other hand, is a 

tiny and relatively inconsequential market from the perspective of states such as India and China 

and lacks the ability to alter the PRC’s strategic thinking. Without the market influence to extract 

strategic concessions from China or even the United States, Canadian lawmakers are forced to 

tread with great care on the question of Huawei’s 5G involvement even in comparison to India, 

which shares a land border with China and has experienced intermittent military tensions with 

the PRC for years. Khanapurkar’s analysis emphasizes the need for academic exploration of 

national decision-making on 5G security issues in a wider range of nations beyond the two 

competing superpowers at its core.  
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Five Eyes Literature 

Another salient component of the literature on Western cybersecurity responses to Chinese 

digital operations concerns the Five Eyes intelligence sharing network, which includes Canada, 

the United States, Australia, the United Kingdom, and New Zealand. The Five Eyes network is 

the world’s most closely coordinated intelligence alliance, enabling unmatched cooperation on 

national security files and signals intelligence (sigint) between its democratic member states. 

Andrew O’Neill uses Australia as a case study to argue that the asymmetries of material power 

between the United States and the other members of the intelligence network may leave non-

American member states susceptible to manipulation by powerful American state interests.63 

However, O’Neill also concludes that the Five Eyes network possesses strategic value that 

outweighs any negative impacts on the national sovereignty of junior alliance members.64 Recent 

news media coverage has highlighted the tactical maneuvering of the Five Eyes alliance to 

contain the growing global influence of China, particularly in the digital sphere.65 This and 

similar analyses will inform this project’s consideration of the role of Canada’s intelligence 

alliances in influencing government discussions of Chinese cyber threats.  

In the context of the policy debates examined in this study, O’Neill’s analysis of Five Eyes 

alliance dynamics is directly applicable to the federal government’s years-long debate over 

whether to include Huawei in the construction of Canadian 5G networks. In Canada, American 

pressure against Huawei has taken the form of repeated, bipartisan warnings to Canadian 

lawmakers that the inclusion of Huawei technology in Canada’s 5G networks could compromise 

the intelligence sharing and security cooperation made possible by the Five Eyes network.66 

Despite a global campaign against Huawei, American success in convincing other nations has 

thus far been almost entirely contained within the membership of the Five Eyes, with the United 

Kingdom and Canada as remaining outliers.67 As explored later in this thesis, however, 
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consistent pressuring to ban Huawei by the Americans and other intelligence allies within the 

Five Eyes alliance has provided fuel for frequent policy debates between Conservatives and the 

governing Liberals, built around a central Tory narrative that Canada cannot afford to disregard 

either the allied intelligence consensus on Huawei or imperil Canada’s intelligence sharing. This 

thesis will argue that the prolonged existence of this fractious debate and the opposing concerns 

underlying it point to the need for consensus-building policy on emerging cybersecurity 

concerns. 

In a 2019 Comparative Strategy article, Corey Pfluke charts the history of the Five Eyes 

alliance from the creation of the UKUSA agreement between Britain and American as a 

continuation of intelligence cooperation during the Second World War to the addition of Canada, 

Australia, and New Zealand as junior alliance members. Pfluke also contemplates the future of 

the security consortium, arguing that despite the alliance’s much-vaunted collaboration, the Five 

Eyes remains constrained by its small membership.68 In response to these challenges, which 

include cyberwarfare and international terrorism, Pfluke argues that the Five Eyes should expand 

its membership to include other close intelligence allies such as Germany, France, and South 

Korea. This expanded alliance, Pfluke argues, would allow for more effective burden-sharing 

between member states and foster closer intra-alliance cooperation in pursuit of common goals. 

In so doing, Pfluke builds upon older assessments within the literature on transatlantic security 

cooperation, such as Richard J. Aldrich’s 2004 contention that sigint cooperation between the 

English-speaking Five Eyes nations and their European allies had waned rather than waxed in the 

decade following the end of the Cold War.69 Faced with renewed geopolitical tensions driven by 

the rise of China, reviving and strengthening ties between the Five Eyes and influential European 

powers such as France and Germany represents a worthwhile strategic consideration. However, 

Pfluke also acknowledges that the expansion of the Five Eyes could strain relations with the 

PRC, which would almost certainly oppose the extension of American intelligence-sharing to its 

border with South Korea.70 Pfluke’s 2019 article provides a timely analysis on the possibility of 

reforms within the Five Eyes network in the contextual of an intensified geopolitical rivalry with 

                                                            
68 Corey Pfluke, “A History of the Five Eyes Alliance: Possibility for Reform and Additions,” Comparative Strategy 
38, no. 4 (2019): 302-315, https://doi.org/10.1080/01495933.2019.1633186.  
69 Richard J. Aldrich, “Transatlantic Intelligence and Security Cooperation,” International Affairs (Royal Institute of 
International Affairs 1944-) 80, no. 4 (2004): 731-753, https://www.jstor.org/stable/3569532.  
70 Pfluke, “A History of the Five Eyes Alliance,” 312-13. 

https://doi.org/10.1080/01495933.2019.1633186
https://www.jstor.org/stable/3569532


25 
 

China, and was considered in the formulation of this project’s conclusions regarding the need to 

expand international cybersecurity cooperation within Canada’s existing intelligence alliances.  

Any overview of the operations of the Five Eyes would be incomplete without discussion of 

the network’s controversial intelligence gathering practices, as brought into stark relief by the 

2013 Edward Snowden disclosures. The confidential information disclosed by Snowden revealed 

not only the extent of the American National Security Agency’s domestic and international 

surveillance operations but also the involvement of the NSA’s counterpart sigint agencies with 

allied partners, such as Canada’s Communications Security Establishment (CSE) and the United 

Kingdom’s Government Communications Headquarters (GCHQ). In a 2016 article for the 

Intelligence and National Security magazine, Patrick F. Walsh and Seumas Miller explore and 

critique the challenges to the security intelligence collection practices of the Five Eyes nations. 

In the wake of the Snowden disclosures, Walsh and Miller argue that establishing more ethical 

security practices necessitates a cultural shift towards greater political oversight and transparency 

to strengthen accountability mechanisms.71 Walsh and Miller’s discussion of the moral and 

political implications of Five Eyes operations in a post-Snowden context is highly relevant to 

extensive parliamentary scrutiny of Bill C-59, the Trudeau Liberal government’s ambitious 

overhaul of Canadian intelligence framework. Furthermore, Walsh and Miller’s framework for 

increasing accountability throughout Five Eyes intelligence sharing processes helped inform this 

thesis’ policy recommendations, which propose the establishment of more concrete international 

norms for digital intelligence activities. 

Conclusion 

In summary, existing cybersecurity literature has informed this project’s consideration of 

high-level political discussion of Canadian cybersecurity policy. This literature has illustrated the 

global context of cyberthreats facing nations like Canada, clarified extant norms governing state 

actors in the digital sphere, and outlined the security risks associated with the transition to 5G 

telecommunications infrastructure. This review has thus provided essential context for 

understanding not only alleged threats to Canadian national security posed by Chinese 

cyberwarfare, but also the offensive digital operations conducted by the United States and its 
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Five Eyes allies. This latter point is particularly relevant considering the prominence of 

parliamentary debates from 2017 to 2019 over Canada’s role in the Five Eyes and the expanded 

cyber-capabilities bestowed upon the Canadian Security Establishment (CSE) by Bill C-59. Bill 

C-59 gave CSIS the authority to launch offensive cyber operations in defence of Canadian 

security interests, including actions directed at other sovereign nations. Given the sometimes-

blurry boundaries between offensive and defensive cyberactivity described by Bey, Segal and 

other prominent scholars, a careful examination of the normative map governing cyberwarfare 

played an important role in this study’s categorization and interrogation of Canadian 

parliamentary narratives on geopolitical cybersecurity concerns. 
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Chapter Three: Government Debates and Narratives: Digital Security Challenges 

and Canada-China Relations  

 



28 
 

 House of Commons cybersecurity debates 
  

The following chapter provides detailed analysis of debates and selected committee meetings 

of the 42nd Canadian Parliament, broken down by year and institution. Cybersecurity debates are 

defined in this study as concerns over Canadian national security related to cyberthreats and 

cyber-defences. This category excludes routine mentions of Canada’s intelligence agencies 

responsible for cybersecurity, such as budgetary allocations for CSIS and the CSE. 

2016:  

Debate in the House of Commons related to Chinese cybersecurity threats increased 

continually between the beginning of 2016 and 2018, with a slight downturn in 2019. In 

September 2016, several parliamentary debates focused on possible negotiations between the 

Government of Canada and the Chinese government on cybersecurity and combatting 

cybercrime. The initiation of this diplomatic dialogue was vigorously opposed by interim Leader 

of the Opposition Rona Ambrose and fellow Conservative MP Peter Kent, who accused China of 

being a perpetrator of cyberattacks and cyber-theft against Canada rather than a potential 

partner.72 In response to this criticism of national security negotiations with the People’s 

Republic of China, Parliamentary Secretary to the Minister of Foreign Affairs Pam Goldsmith-

Jones attempted to rebuff the Conservative narrative that the Liberal government was engaging 

in a naïve and clandestine dialogue with China. Instead, Goldsmith-Jones stressed that 

government efforts to expand the Sino-Canadian relationship were driven by “principled rules of 

engagement”, including the promotion of human rights.73 House of Commons discussions on a 

potential Canada-China partnership on cybersecurity issues were subsumed by debate the 

prospect of the negotiation of an extradition treaty with China as a possible result of the 

aforementioned security dialogue.   

Notably, May 2016 witnessed early debates over telecoms and digital infrastructure integrity 

in Canada, presaging the debates over Huawei and the Canadian 5G network that would come to 

dominate cybersecurity discussions at the federal level in 2018 and 2019. On May 4 for example, 

Minister of Innovation, Science, and Economic Development Navdeep Bains asserted that the 
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telecommunications sector constituted a vital plank of the government’s plans for innovation and 

the digital economy.74  

2017: 

In April and May 2017, concerns over potential digital interferences in Canadian elections 

were repeatedly raised by Conservative MPs in Question period, prompting Ontario MP and 

Minister of Democratic Institutions Karina Gould to defend the Liberal government’s 

preparedness for potential digital threats to Canadian electoral integrity.75 One of the concerns 

raised was the possibility that foreign actors, including China and Russia, might try to 

manipulate Canadian voters through online influence campaigns. This specific possibility was 

raised by CPC MP Tony Clement on April 3, 2017, who cited comments made by former 

National Security Advisor Richard Fadden in the Globe and Mail on January 15 of that year. 

Fadden, a prominent Canadian China hawk, used these comments to the Globe and Mail to 

sound the alarm over the possibility of foreign interference in Canadian elections.76 Early 

Opposition scrutiny of Bill C-59 saw Conservative Manitoba MP James Bezan level the 

accusation that the government’s pursuit of a trade deal with China might lead to the introduction 

of national security weaknesses. Specifically, Bezan questioned whether the government would 

authorize spying and cyber-defence operations against the People’s Republic of China under Bill 

C-59, particularly if such activities had the potential to undermine the government’s outreach to 

China. Bezan summed up his party’s view of Liberal outreach to China as by asking: “Is the 

government so caught up in the idea that it wants to do trade with China, despite China's terrible 

environmental record and the atrocities it is committing against its own citizens, such as the 

Falun Gong? I am sure the government would appease China.”77 Apart from succinctly 

articulating Conservative skepticism of China as an international partner, this exchange is 

notable for constructing a dichotomy between engagement with China and proactive cyber-

activity.  
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Bill C-59 constituted a significant overhaul of Canada’s national security and intelligence 

apparatuses, providing a new mandate to the Communications Security Establishment and 

establishing a new cybersecurity centre.78 Among other substantial changes, Bill C-59 gave CSE 

the authorization to conduct pre-emptive and reactive cyberoperations against foreign entities, 

including perceived digital adversaries such as China.79 A related legislative debate concerned 

Bill C-22, which created a committee of parliamentarians on national security matters. During 

debate on the latter bill, government MPs, including Karen McCrimmon, Parliamentary 

Secretary to the Minister of Transport, attempted to increase public awareness and parliamentary 

oversight of the Communications Security Establishment, notably its central mandate of 

providing foreign intelligence.80 Debate over Bill C-59 triggered a shift in federal cybersecurity 

discourses towards debate over retaliatory or pre-emptive digital operations.  

2018:  

Intense debate over Huawei erupted into a public debate debates on March 19th, 2018, when 

Manitoba CPC MP Candice Bergen and Liberal Minister of Public Safety Ralph Goodale sparred 

over Huawei’s potential role in the construction of Canada’s long-promised 5G network.81 As the 

world’s largest, least expensive manufacturer of telecommunications equipment, Huawei is seen 

as an attractive partner for building next-generation telecommunications infrastructure by 

numerous governments worldwide.82 Beginning in March 2018, discussions of Huawei were 

dominated by Opposition concerns about potential cybersecurity vulnerabilities caused by 

partnering Huawei’s close relationship to the Chinese Communist Party.83 
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In 2018, questions over the government’s intentions of allowing Huawei to participate in 

Canada’s 5G network were uniformly initiated by MPs belonging to the Conservative Party of 

Canada. Conservative questions, such as those repeatedly posed by B.C. Conservative MP Dan 

Albas, clustered around the potential for Huawei equipment to introduce so-called ‘backdoor’ 

vulnerabilities, which could allow hostile foreign actors to gain access to the sensitive data of 

Canadians, or even compromise the networks of interconnected ‘internet of things’ infrastructure 

facilitated by the transition to 5G.84 Conservatives pointed to China’s recently-passed National 

Intelligence Law, which requires companies operating in China to comply with China’s 

intelligence services on request. This law, argued CPC MP James Bezan, has the effect of 

essentially turning companies such as Huawei into potential assets for Chinese espionage.85 

Conservative MPs also pointed to the precedent set by Australia, the United States, and mostly 

recently New Zealand in banning Huawei as an argument for swift government action in Canada. 

The repeated invocation of the importance of the Five Eyes network to Canada’s national 

security reflects a consistent opposition narrative that has sought to create a united front among 

security allies by following the lead of the United States on Huawei.  

In response to prolonged Opposition scrutiny of the role of Huawei, the Liberal government 

delegated responses to Ralph Goodale, Minister of Innovation, Science, and Economic 

Development Navdeep Bains, and Parliamentary Secretary to the Minister of Innovation, Science 

and Economic Development and future Attorney General of Canada David Lametti. Goodale, 

Lametti, and Bains expressed the government’s complete confidence in Canada’s ability to 

uncover potential cybersecurity threats, emphasizing the benefits of the newly-created centre for 

cybersecurity.86 Moreover, both Goodale and Bains continuously used their responses to affirm 

the government’s commitment to building Canada’s 5G network, which they presented as a 

crucial infrastructure investment for Canada’s digital economy.87 However, these ministerial 

responses also avoided directly addressing whether the government would commit to following 

the lead of Five Eyes allies in banning Huawei from 5G networks. Instead, Goodale, Bains, and 
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Lametti attempted to depoliticize government debates surrounding Huawei, framing the ongoing 

security review as an arms-length affair independent of political pressure. This communications 

strategy reflected the government’s stated confidence in the thoroughness and professionalism of 

Canadian intelligence officers.  

In his response to Conservative questioning on November 30, Lametti repeatedly attempted 

to redirect Tory scrutiny of the government’s Huawei policy back onto the CPC by accusing 

Conservative MPs of “playing politics with national security”, providing as evidence the fact that 

director of communications for former prime minister Stephen Harper Jake Enwright was then 

employed by Huawei. Lametti attempted to further this narrative of confusion by insinuating that 

Enwright was somehow, inexplicably, the “mastermind” of the CPC’s opposition to Huawei on 

cybersecurity grounds, casting doubt as to the sincerity of their line of questioning.88 In response, 

Conservative MP Pierre-Paul Hus attempted to distance his party’s skepticism of Huawei from 

the private sector employment of the former top staffer, stating that it was Mr. Enwright’s 

personal responsibility to account for his post-government employment.89 As previously 

indicated, opposition scrutiny of the Liberal government’s ambiguous strategy on dealing with 

Huawei was buoyed by American antagonism to the company, as well as 2018 bans in Australia 

and New Zealand. The strong warnings against partnering with Huawei issued by former CSIS 

director Richard Fadden and other prominent former officers of Canadian intelligence agencies 

also featured prominently in Opposition narratives related to the government’s undetermined 

policy on Huawei. In total, the subject of Huawei’s contentious role in Canada’s 5G network was 

raised on ten separate occasions in the House of Commons in 2018.  

Another prominent subtopic of cybersecurity discussion in 2018 was foreign digital 

influences in Canadian electoral processes, with China frequently named as a potential sponsor 

of digital interference in Canadian democracy alongside Russia. MPs of all major parties 

discussed concerns about foreign interference in upcoming Canadian elections, including NDP 

MPs Nathan Cullen and Charlie Angus, CPC MP James Bezan, and Minister of Democratic 
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Institutions Karina Gould. Gould was responsible for assuring questioning Opposition MPs that 

the Government of Canada took electoral integrity very seriously and would act to defend the 

integrity of Canadian democratic processes from foreign influences.90 Government responses to 

questions over defences against online election meddling carefully avoided mention of China, 

and did not directly address concerns raised by Opposition MPs regarding Beijing’s ability to 

influence the Canadian electorate. Government awareness of cybersecurity threats, including 

those posed by foreign actors, was instead reflected through announcements of increased 

financial support for Canada’s cyber-defences. On April 24, 2018, Minister of National Defence 

Harjit Sajjan announced that the federal government would commit $155 million over the next 

five years to the creation of a new centre for cybersecurity.91 

2019:  

 Ongoing debates over the role of Huawei in Canada’s 5G networks clustered around 

April and May 2019 on five separate occasions of debate. On January 29, Conservative MP 

Leona Alleslev questioned Ralph Goodale over the government’s position, alleging that the 

continuance of Canada’s intelligence-sharing frameworks with the U.S. are contingent upon 

banning Huawei. Alleslev framed the debate over 5G supply chains as one plank of a larger 

digital geopolitical struggle, stating that “Cyber-intelligence is the new arms race, and it is 

escalating”.92 By positioning a possible ban on Huawei as a national security imperative, 

Alleslev drew on Cold War-style rhetoric repurposed for a new age of looming digital conflict 

between the Five Eyes and states such as Russia and China. In his response to Alleslev’s 

question regarding a possible Huawei ban, Minister Ralph Goodale did not engage with the 

geopolitical implications of the Conservative MP’s preamble, instead pivoting discussion of 

Huawei away from a strategic rivalry with China towards domestic questions of digital 

security.93 Goodale’s aim was not to convey a particular image of either Huawei or China, but 
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rather on communicating the government’s considered and thorough approach to 5G 

infrastructure development to concerned Canadian voters. 

In a related line of questioning on May 6, Conservative MP Dan Albas depicted the Liberal 

government as irresponsible for resisting the pressure of intelligence allies to immediately ban 

Huawei, leaving the telecoms industry in a state of limbo. Albas asserted that Huawei was a 

“China-controlled company” that was “increasingly” recognized by states and providers 

worldwide as too dangerous to act as a supplier of such crucial equipment.94 In the same 

statement, Albas connected the government’s prolonged security review to Huawei’s potential 

funding of a research chair for the Natural Sciences and Engineering Research Council 

(NSERC), as well as to the University of British Columbia’s multimillion dollar partnerships 

with Huawei on 5G research.95 Candice Bergen furthered this narrative by referencing a May 2 

Globe and Mail article that reported that applicants for the research chair position were screened 

out for expressing positions critical of Huawei.96 According to Albas and Bergen, Huawei’s 

“infiltration” of 5G networks and Canadian universities can be directly attributed to Liberal 

negligence. Bergen and fellow Tory Pierre Paul-Hus used their May 3 question time to tie 

Huawei’s involvement with NSERC to the government’s reluctance to ban the company from 5G 

networks. This had the effect of building a Conservative narrative of not only Liberal naivety, 

but active collaboration with Beijing at the expense of Canada’s national security interests.97  

Ralph Goodale, and Parliamentary Secretary Karen McCrimmon presented the Huawei 

decision as removed from political interference and dependent on the results of an independent 

security review.98 This strategy was intended both to shield the government from criticism over 

the lack of an immediate decision on Huawei, as well as distance national security processes 

from the controversy surrounding NSERC. According to this narrative, it would have been 

irresponsible for the government to announce a decision on Huawei in advance of the conclusion 
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of the security review, potentially rising to the level of improper political interference. To 

provide further counterevidence in the face of Opposition accusations of government 

complacence in the face of looming cybersecurity threats, McCrimmon pointed to the 

government’s investment of over $869 million in Canada’s cybersecurity defences, including 

through improving the capabilities of CSE to respond to evolving digital threats and work with 

telecoms providers to ensure supply chain safety in 5G networks.99 The government’s consistent 

defence of a cautious approach to digital infrastructure integrity laid the groundwork for the 

government to postpone the Huawei decision until after the 2019 federal election, helping to 

depoliticize ongoing concerns over the telecom giant’s research collaborations. This strategy 

allowed the government to focus on attempting to normalize relations with the People’s Republic 

of China rather than being forced to make a highly visible, politically charged decision on 

China’s cherished national champion.  

 A slightly different set of competing narratives played out in the House of Commons over 

the Globe and Mail-initiated controversy alleging that applicants to the research chair position at 

UBC were being screened for bias against Huawei. Tory MPs Bergen and Quebec City’s Paul-

Hus depicted the issue as a question of free speech, insinuating that NSERC’s selection process 

was part of a federal Liberal pattern of suppressing China skeptics.100 The task of responding to 

Opposition accusations that government funding agencies were suppressing the free speech of 

China skeptics fell to London MP Kate Young, Parliamentary Secretary to the Minister of 

Science and Sport and to the Minister of Public Services and Procurement and Accessibility. 

Young rejected the premise that the Liberal government was in way promoting the interests of 

Huawei by screening out academic criticism, instead stressing the value of allowing universities 

to enter into partnerships with diverse entities and pursue scientific innovation across borders.101 

Young emphasized the openness of the university science research process, promoting the 

benefits of cross-industrial collaboration to Canadians and the Canadian economy. Directly 

addressing the Globe and Mail’s reporting on Huawei, Young stated that: “When universities 

partner with an organization, NSERC organizes a peer-review process that avoids individuals 
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who have conflicts or relationships with the applicants or partner organizations, ensuring that 

proposals are reviewed solely on the basis of their scientific merit.”102 Young’s answers reframed 

the controversy over NSERC’s involvement with Huawei into a matter of routine procedure that 

had been blown out of proportion due to Huawei’s reputation. Young was also quick to head off 

any further Conservative accusations that the government was turning a wilful blind eye to the 

cybersecurity risks associated with Huawei’s participation in Canadian 5G research. She 

emphasized that Canadian national security agencies were deeply involved in screening grant 

recipients in sensitive research areas.103 

With an election on the horizon in October 2019, the paucity of discussion about Canadian 

electoral safeguards against foreign digital influences earlier in the year was somewhat 

surprising. In 2019, there was only one focused debate in the House of Commons relating to the 

digital dimensions of Canadian electoral integrity. In comparison, this topic was addressed on 

seven different occasions the previous year. The sole debate focused on Canadian electoral 

cyber-defences in 2019 saw Liberal MP Arif Virani speak to the second reading of Bill C-406 on 

February 21, which addresses contemporary digital concerns to free and fair elections, such as 

the foreign interference conducted through online means such as social media.104 The framing of 

this legislation as a vital update to electoral safeguards represents an increasing awareness on the 

part of federal legislators of the importance of the digital realm to contemporary democracy, as 

well as the propensity for state actors to use informatized operations and sharp power to 

influence electoral outcomes in their favour. Virani specifically referenced allegations of foreign 

interference in the U.K.’s Brexit referendum, the 2016 American presidential election, and 

France’s 2016 presidential election.105 Notably, Virani avoided reference to specific foreign 

election meddlers, such as China or Russia, and did not mention specify any government policies 

meant to deter state actors from meddling in Canadian elections. 

Findings Summary: 

Compared to the other parliamentary venues examined in this study’s content analysis, 

debates of the House of Commons concerning China and cybersecurity were the most partisan by 
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a wide margin. This aligns with researcher expectations and is attributable to the adversarial 

structure of Question Period, which generated many of the debates coded in this study. In several 

instances, the intensely partisan nature of House debates could be seen to have impeded the 

quality of cybersecurity discussions and obfuscated perceptions of Chinese digital concerns at 

the level of federal lawmakers. A typical example of this zero-sum partisanship in action was 

seen in early discussions over the 5G Huawei controversy in November 2018, which saw the 

Liberal and Conservative party exchange accusations of politicizing national security matters 

rather than proactively engaging with next-generation digital infrastructure integrity strategy.106 

Despite common narrative patterns across Parliament, the intensely partisan dynamics of the 

House contrast with both the tone of most committee meetings as well as contemporary 

cybersecurity debates outside of government, illuminating a barrier to effective policymaking. If 

the objective of this study was merely to discern the federal government’s perceptions of national 

security strategy, the partisanship of the House of Commons would represent an obstacle to 

drawing meaningful conclusions, undermining the usefulness of this venue for study. 

Considering this study’s focus on the presentation and construction of political narratives, 

however, the hyper-partisan dynamics of the House of Commons offer a distillation of storylines 

on Sino-Canadian relations and emerging cybersecurity issues, as well as analysis of how 

partisan dynamics affect cybersecurity policymaking.  

This study’s coding of all House of Commons debate from November 2015 to September 

2019 has highlighted a gradual shift in debate from Sino-Canadian relations more broadly to a 

focus on the Huawei and 5G debate towards 2019. Moreover, this analysis demonstrated 

parallels between the contrasting views of cybersecurity issues espoused by CSIS and the CSE. 

Government efforts to depoliticize cybersecurity questions, particularly those related to Huawei 

and 5G, were backed up by regular references to the professional activities of the CSE.107 When 

Conservatives pressed the government to take immediate action on Huawei and other perceived 

cyberthreats, on the other hand, their preambles frequently invoked the public statements of 

current and former CSIS officials.108 These observations provided the initial basis for analyzing 
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parliamentary debates over Sino-Canadian cybersecurity issues in terms of competing narratives 

of control and decline.   

In 2016 and 2017, House of Commons discussions of Chinese cybersecurity concerns 

were secondary to the Liberal government’s attempts to negotiate stronger economic and 

political relations with the PRC, a prospect that was opposed and denounced by Conservatives at 

every turn. When cybersecurity concerns were brought up by Opposition MPs, they were almost 

universally presented as a preamble to criticism of the government’s efforts to strengthen Sino-

Canadian relations. This is reflective of the House of Commons’ tendency to focus on the broad 

strokes of contemporary issues as opposed to the in-depth scrutiny of specific issues in 

committee. A noticeable shift in the content of Chinese cybersecurity debates occurred in 2018 

and 2019, when exchanges in Question Period tilted noticeably towards debates over 5G and 

Huawei’s investments in Canada. Although a wide range of issues related to Sino-Canadian 

relations were debated in the tumultuous period covered by this study, Opposition scrutiny 

related to cybersecurity converged around the ongoing 5G security review and its geopolitical 

implications. For the purposes of this study’s conclusions, content analysis of partisan House of 

Commons debates has pointed to the need for national consensus on cybersecurity challenges to 

formulate cohesive policies.  
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Senate Cybersecurity Debates  

2016: 

 On January 16, former Conservative Yukon Senator Daniel Lang moved that the 

Standing Senate Committee on National Security and Defence be authorized to examine and 

report on “security threats facing Canada, including but not limited to: cyber espionage, threats 

to critical infrastructure, terrorist recruitment and financing, and terrorist operations and 

prosecutions.”109 In this motion, Lang did not specifically mention cyber threats from foreign 

entities such as China. However, the inclusion of both cyber espionage and threats to critical 

infrastructure implicitly invokes the digital dimension of cybersecurity. From the list of 

discussion items included in this notice, it can be inferred that Lang viewed terrorist 

organizations as a greater cyber-threat to Canada compared to state actors. However, Lang 

immediately followed this statement by calling for the Senate National Security Committee to 

examine and report on “national security and defence issues in Indo-Asia Pacific relations and 

their implications for Canada's national security and defence policies, practices, circumstances 

and capabilities”.110 The precise definition of Indo-Asia Pacific relations is left ambiguous, and it 

is unclear whether Lang considered China to be included in this broad geographical category, or 

whether he envisions a narrower classification of the Indo-Asia Pacific region.111Assuming Lang 

intended this motion to include the conventional definition of this region as encompassing China, 

the juxtaposition of these two notices is noteworthy, evincing an association between Canada-

Asia relations and emerging cyber threats. At a minimum, however, the timing and placement of 

these motions reflects the Conservative Senator’s classification of both Canada-China relations 

and cyberthreats as pressing national security concerns.   

 During a Senate sitting on November 2, former senator for Ontario, Member of 

Parliament, and major of Toronto Art Eggleton summarized an October 16 Senate Liberal caucus 

meeting on the state of cybersecurity in Canada which saw testimony from four expert 

witnesses.112These witnesses concluded that Canada’s then-current approach to cybersecurity 
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was inadequate for confronting the greatly enhanced connectivity enabled by the “internet of 

things”. This could leave the country vulnerable to devastating cyberattacks. Eggerton claimed 

that two days later, these experts were proven right when a series of hacks across North America 

and Europe used internet connectivity as a springboard to facilitate cyber-predations.113 Contrary 

to Eggleton’s statement, the attack in question (known as the 2016 Dyn cyberattack) occurred on 

October 21 rather than October 18. However, Eggleton was correct in stating that this 

unprecedentedly massive distributed denial of service (DDoS) attack was conducted by 

bombarding connected networks and devices with malware until entire servers collapsed under 

the strain.114 Eggleton used the example of this major cyberattack to reinforce his argument that 

Canada’s cybersecurity strategy was outdated, considering the rapid technological advancements 

since its 2010 release. Eggleton then questioned fellow Liberal and Government Representative 

in the Senate Peter Harder as to what steps the government was taking to modernize Canada’s 

cybersecurity strategy and asked when the Canadian public could expect to see these reforms 

come into effect.115 

 In response, Harder confirmed that Minister Goodale intended to update Canada’s 

cybersecurity strategy to reflect the most urgent recommendations to come out of this process.116 

Harder took this opportunity to emphasize that the impact of the Internet of Things was under 

consideration by Public Safety Canada. In the same statement, Harder promoted a narrative of 

effective communication and collaboration on this file not only between federal government 

agencies but also among the provincial and federal governments.117 Thus, Harder presented a 

united federal-provincial front against emerging digital threats to critical infrastructure. Not 

immediately satisfied with this answer, Eggleton pressed Harder to provide a more precise 

timeline as to when the government would update Canada’s cybersecurity strategy.118 Harder 

declined to provide a definitive timeline in favour of an assurance that the strategy would be 

updated soon, promising to relay Eggleton’s concern to the appropriate minister.119  
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The back-and-forth over Canadian cybersecurity strategies between Eggleton and Harder 

represents a relatively rare instance of parliamentary debate between two members of the same 

party, overlooking the fact that Eggleton was expelled from the caucus of the Liberal Party of 

Canada in 2014 along with all of his Liberal Senate colleagues. More importantly, this exchange 

reflects an acknowledgement among the governing Liberals that cybersecurity challenges posed 

a substantial threat to Canadian national security. It is possible to trace a direct line from these 

consultations to the government’s eventual overhaul of the Canadian national security apparatus 

under the auspices of Bill C-59, combined with the Liberals’ 2015 campaign promise to repeal 

controversial aspects of the Tory’s Bill C-51. Throughout this exchange, however, neither 

Harder nor Eggleton attributed the risk of cyberattacks against crucial infrastructure to state 

actors, or any other identifiable actors between the tenebrous perpetrators of the Dyn 

cyberattack.  

2017: 

 As part of a statement recognizing the twenty-eight anniversary of the Tiananmen Square 

Massacre, Ottawa senator and former Senate Liberal Caucus Whip Jim Munson drew attention to 

China’s present-day online censorship. Munson centered this condemnation of China’s digital 

censorship within a discussion of contemporary Canada-China relations, critiquing not only the 

continuing repercussions of the Tiananmen Square crackdown but also surveillance and 

suppression in contemporary China.120 In late 2017, Conservative Ontario senator and prominent 

China skeptic Ngo Thanh Hai also drew attention to both domestic surveillance and foreign 

cyberattacks perpetrated by the government of China. On November 23, for instance, Ngo 

claimed without elaborating that “draconian surveillance rules” have led to the “detention and 

death of thousands of innocent Tibetans”.121 On December 5, fellow Conservative senator Nicole 

Eaton argued against expanding Canada’s trade relationship with China by pointing out that 

aside from the PRC’s disregard of human rights and democratic norms, China frequently violates 

intellectual property and conducts industrial espionage via cyberattacks.122  
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2018: 

On June 19, Vietnamese-Canadian senator Ngo Thanh Hai asserted that countries like “China 

and Vietnam” were striving to “rewrite the rules of the internet” in their favour, and challenged 

the government to react to a new suppressive internet law passed by the Vietnamese Communist 

Party which enable a crackdown online dissent.123 In his response, Government Representative 

Peter Harder asserted the Government of Canada would voice its concerns over such actions 

while maintaining a commitment to respecting the internet sovereignty of other nations. This 

instance is notable for directly addressing the concept of internet sovereignty in Canadian 

parliamentary debate. This concept highlights the difficult political space between respecting the 

sovereignty of other nation and trading partners and promoting Canadian values abroad.124This is 

a familiar tension in the world of Canadian diplomacy which has represented a significant 

challenge to Canada-China relations from the mid-twentieth century onwards.125 However, this 

exchange demonstrates that the Government of Canada’s dueling impulses towards increasing 

trade with non-democratic countries like China and promoting human rights can also be applied 

to the digital dimension of Canadian foreign policy. This foreign policy tension will only 

increase in prevalence as states continue to deploy increasingly sophisticated and pervasive 

systems of online surveillance and censorship.  

 The second half of 2018 saw the issue of Huawei and 5G cybersecurity become a major 

topic of debate. Approximately half of all cybersecurity debates during this period were centred 

on Huawei, reflecting the relatively sudden emergence of the 5G infrastructure controversy as a 

contested issue in parliamentary discussion. The rise of Huawei as a topic of Senate debate is 

consistent with patterns of discussion in the House of Commons over the same period. However, 

debate over digital infrastructure integrity in the standing committees dates as far back as March 

7 of 2016, when Senate National Security and Defence Committee chair Daniel Lang obliquely 

mentioned Huawei as a potential threat to the national security of close allies such as 
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Australia.126 Lang and his Senate colleagues did not mention the Chinese corporation in the 

context of national security concerns again until nearly three years later, when Senator Ngo 

Thanh Hai brought up the topic of Huawei and 5G during a March 22 sitting of the Senate.  

In the same Senate sitting, Ngo implored the government to cut ties with Huawei and heed 

the warnings of the FBI, CIA, and former directors of Canadian national security agencies Ward 

Elcock, John Adams, and Richard Fadden. Ngo asserted that allowing a company with ties to the 

government of China to build the next generation of internet infrastructure was intolerable to 

Canadians, describing the CCP as a “dominant and malicious actor in the information 

domain”.127 During the same remarks, Ngo characterized Huawei as a company “at arm’s length 

to a totalitarian governance regime”.128 Government Representative in the Senate Peter Harder 

relayed that the government would work in close collaboration with both CSE and 

telecommunications providers to ensure 5G security. This stance which would become familiar 

and standardized over the coming months. Harder also emphasized that despite this government 

vigilance, the government would refrain from commenting on specific products or providers, 

including Huawei.129  

In this exchange, Senator Ngo framed concerns over Huawei not only through an appeal to 

skeptical intelligence authorities, but also through a deliberate characterization of Huawei as an 

extension of the Chinese Communist Party’s will. The political character of this scrutiny is 

reflected in Ngo’s repeated references to the “malicious” intentions of China’s government in the 

digital sphere. In contrast, Ngo did not refer to any backdoor vulnerabilities or technological 

weak points that might be introduced into Canadian 5G infrastructure from the incorporation of 

Huawei technology.130 The narrative promoted by Ngo represents Huawei’s political connections 

as the company’s primary threat to Canadian national security. This depiction creates a contrast 

with later independent commentaries such as British cybersecurity firm Finite State’s 2019 

supply chain analysis, which focus on possible technological shortcomings associated with 
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Huawei gear.131 It should be noted that parliamentarians such as Ngo should not be faulted for 

failing to identify specific technical shortcomings or supply chain issues in early 2018, 

particularly in comparison to analyses conducted over a year later. 

From October to mid December 2018, Conservative senators Thanh Hai Ngo, Pamela 

Wallin, and Leo Housakos had six further exchanges with Harder on this topic. During these 

exchanges, the senators invoked warnings against Huawei promulgated by Canada’s Five Eyes 

allies, noted examples of Huawei’s partnership with Rogers and Bell, and pointed out that other 

important security partners such as Japan and Germany had also expressed concerns over 

Huawei.132 Conservatives also cited CSIS director David Vigneault’s December 11 public speech 

warning of the increasing dangers of state-sponsored espionage targeting Canadian industry, 

repeatedly referencing tensions between Canada and China following the arrest of Meng 

Wanzhou.133These references were used as evidence to bolster Conservative arguments that the 

Liberals should immediately ban Huawei to prevent the CCP from making good on their threat 

of “severe consequences” in response to the Canadian arrest of Wanzhou.134 In response to 

Ngo’s Huawei comments, Senator Harder stated plainly that continuing to engage with China 

was an economic imperative, constructing a narrative of responsible government management. 

Harder also stated that Canada’s telecommunications systems were more effectively protected 

than those of allied nations, arguing that Canada’s more confident approach to telecoms security 

was therefore justified.135 As the former head of the Canada-China Business Council, Harder’s 

support for continued economic engagement with China should not come as a surprise. 

Nonetheless, his response builds upon the Liberal government’s overarching communications 

strategy on the 5G controversy, evincing a cohesive pan-parliamentary narrative against 

Conservative critiques.  

On multiple instances, Harder directly pushed back against Conservative characterizations of 

Huawei and Sino-Canadian relations despite his consistent emphasis on decorum. On October 
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18, for example, Harder accused Senator Ngo of “play[ing] politics” over cybersecurity 

oversight.136 Whereas Ngo consistently depicted the Huawei debate as an inherently political 

issue, Harder presented a clear characterization of the 5G question as a technocratic matter at 

arms length from both domestic and international politics. Harder’s narrative is consistent with 

CSE messaging across all parliamentary venues and beyond, if somewhat opaque regarding the 

government’s stance on Huawei and Chinese FDI. In the wake of the Wanzhou arrest and the 

subsequent detention of Michael Kovrig, Harder firmly rejected Ngo’s call for a reactionary ban 

against Huawei, characterizing the Conservative senator’s comment as fundamentally 

“unhelpful” and stating that the aftermath of the rest was an improper time for “inflamed 

debate”.137More than a straightforward expression of personal frustration with a relentless line of 

Conservative questioning, this rebuke represented a sincere wish on the part of the Liberal 

government to demarcate the issue of Huawei’s inclusion in Canadian 5G networks from the 

rapidly unfolding crisis in Canada-China relations. This strategy would remain consistent as the 

Liberal government sought to maintain narratives of control and responsibility over evolving 

challenges in Canada-China relations throughout 2019.  

2019: 

For an election cycle that was the focus of consider parliamentary speculation over possible 

digital interference from foreign powers, only one debate related to cybersecurity and electoral 

integrity was coded in the Senate from 2019. This counterintuitive lack of discussion over cyber 

threats to Canadian electoral processes is consistent with the debates of the House of Commons 

over the same period. This could indicate that the attention of parliamentarians was focused on 

other topics during the lead-up to the 2019 federal election on October 21, 2019, or that debates 

on this topic were simply conducted in other venues. On April 9, constitutional scholar and 

independent senator Marc Gold cited the Canadian Center for Cyber Security’s recent report to 

reference the CSE’s unprecedented conclusion that there was a “very high” likelihood that 

Canadian voters would be affected by some manner of foreign interference during, prior to, or 
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following the election.138 Gold also mentioned the government’s recent creation of the Security 

and Intelligence Threats to Elections Task Force, a group comprised of officials from CSIS, the 

RCMP, Global Affairs and CSE, and asked Peter Harder to provide an update on the taskforce’s 

activities to safeguard the then-upcoming election.139 Harder’s affirmed the government’s view 

that foreign interference was a likely prospect in the 2019 election and attempted to strengthen a 

narrative of government control over threats to electoral integrity, referencing the creation of the 

aforementioned task force, the CSE’s assistance on dealing with cyber threats offered to all 

major political parties, and the CSE’s “Get Cyber Safe” campaign.140 This debate highlights the 

difference between the more adversarial tone of exchanges between Harder and Conservative 

senators over cybersecurity and more collegial dialogues between the Government 

Representative and independent senators such as Gold, who were appointed on the advice of 

Prime Minister Trudeau. Although Gold expressed a question of public interest by requesting 

that the government provide Canadians with an update on the actions and efficacy of the 

elections task force, the structure of his question provided a bridge for the furtherance of the 

government narrative of responsible guardianship against potential electoral cyberthreats. This 

contrasts with the queries of Conservative senators like Thanh Hai Ngo, whose questions were 

intended to undermine the assumptions of Liberal policy on relations with China and related 

cybersecurity questions.  

 2019 debate over Huawei in the Senate continued to follow the familiar 2019 formula, 

wherein a small pool of Conservative senators including Thanh Hai Ngo, Saskatchewan senator 

Pamela Wallin, and Quebec senator Jean-Guy Dagenais expressed the view that the government 

should immediately follow the lead of the Trump administration and ban Huawei’s involvement 

in critical infrastructure construction. The Conservative senators furthermore urged Government 

Representative Peter Harder to provide an update on the status of the ongoing 5G security 

review. During Ralph Goodale’s May 7 appearance before the Senate, Jean-Guy Dagenais 

accused Prime Minister Justin Trudeau of “selling our national security to help a company, just 
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like he tried to do with our justice system in the SNC-Lavalin case.”141 In his response, Minister 

Goodale opted not to engage with Dagenais’ partisan rhetoric, instead restating the government’s 

official characterization of the 5G security review with a few additional details. Goodale 

combined multiple recurring government narratives in his May 2019 Senate appearance, 

emphasizing not only the transformative potential of 5G technology but also the potential 

national security threats that it represents. Goodale thus acknowledged the unknowns of both the 

capabilities and vulnerabilities of 5G technology, as well as the validity of concerns over supply 

chain integrity. Ultimately, Goodale rebuffed Dagenais’ caustic accusations of SNC-style 

corporate favouritism by emphasizing that the 5G review was systemic in scope and not 

restricted to a single corporation, with government control and safety as the review’s paramount 

concerns.142 

 Spring 2018 saw the exchanges over Huawei and Canada-China relations between 

senators Harder and Ngo become particularly heated. These exchanges served as a precursor of 

2019 government and Opposition narratives on these topics. On April 10, Ngo moved the second 

reading of Bill S-257, An Act to Amend the Investment Canada Act, which would have instated 

a mandatory national security review of investments by foreign state-owned enterprises. Ngo 

introduced this private member’s bill in response to Opposition concerns over investment by 

foreign – and specifically Chinese –state owned enterprises in crucial sectors of the Canadian 

economy, such as emerging technology, energy, and real estate, as well as the manufacturing of 

critical infrastructure.143 To provide evidence for the necessity of this legislative measure, Ngo 

cited examples of Chinese SOE takeovers in Canada including Hytera’s 2017 acquisition of 

Vancouver-based satellite manufacturing form Norsat, Anbang Insurance’s takeover of 

Retirement Concepts, O-Net Communications’ acquisition of Montreal-based ITF Technologies, 

and the ultimately blocked attempted takeover of construction firm Aecon by China 

Communications Construction Company. Although the text of this bill did not make specific 

reference to China or other state actors, Ngo presented mandatory national security reviews as a 

policy imperative considering the increasing economic and national security implications of 
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emerging technologies. In addition to serving as a distillation of years of debates between Tories 

and the governing Liberals, the arguments presented by Senator Ngo in favour of this bill 

exemplify what UBC scholar Paul Evans calls “techno-nationalism”, which he defines as the 

“securitization of technological development”.144 Unlike the United States and China, Canada 

does not always have the capacity to directly compete for technological superiority in fields such 

as 5G, AI, and robotics, and is instead forced to rely on an issue-by-issue, technology-by-

technology basis with foreign or multinational corporations. Although this is a somewhat 

reductive summary of complex economic realities, it does reflect the emerging reality that many 

observers in academia and the media have described as a nascent “technological Cold War”.145 

 Senator Ngo chose to emphasize that the bill was not intended to target China, despite a 

lack of direct prompting on this point. This indicates that Ngo anticipated accusations of a 

perceived anti-China bias by Harder, particularly in light of the two senators’ frequent past 

exchanges on the subject. Ngo also emphasized that although the proposed legislation was a 

private member’s bill, it had the support of Conservatives in the Senate.146 Independent, 

Trudeau-appointed senators Yuen Pau Woo and Frances Lankin expressed skepticism over the 

evidence of national security threats posed by SOE investment in Canada, prompting Ngo to 

point to the example of the proposed Aecon acquisition, which was revisited and ultimately 

rejected by the federal government.147 Despite Ngo’s statements that Bill S-257 was not directed 

at restricting the access of Chinese SOEs to Canada’s market, former Liberal Prince Edward 

Island senator Percy Downe took this opportunity to reference studies conducted by Australia 

and New Zealand on this topic, reinforcing the importance of the Five Eyes network to 

parliamentary perceptions of national security.148 Although Bill S-257 did not proceed beyond a 
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second reading in the Senate, this discussion serves as an illuminative point of reference for 

debates over national security risks posed by foreign SOEs.149  

 On May 9, Thanh Hai Ngo once again questioned Harder on the status of the 5G security 

review, noting that Minister Goodale had failed to provide a clear timeline. Ngo cited recent 

anonymous media comments given to Bloomberg indicating that the Liberal government would 

postpone the decision until after the upcoming fall 2019 election.150 These comments would 

prove accurate, as no decision on 5G security was announced prior to October 21, 2019. Harder 

responded to this question by casting doubt upon the existence of a Five Eyes consensus on 

Huawei’s’ participation in 5G networks, noting that the United Kingdom had recently decided to 

allow Huawei to supply “non-core” technology to U.K. phone companies for 5G networks.151 

This effectively undercut the narrative of Five Eyes unanimity promoted by both Conservatives 

and intelligence community China skeptics such as Richard Fadden. Thanh Hai Ngo further 

noted that he had asked for clarification on the termination of the 5G security review on six 

separate occasions, only to receive answers that were, in his view, “contradictory, vague, 

inconsistent, [and] unclear”.152 In light of the British decision cited by Harder, however, 

Canada’s delay on the Huawei decision could be viewed not as an outlying policy within the 

Five Eyes, but instead as the result of a process of examination devoted to implementing the 

optimal policy solution for Canadians.  

Harder’s comments reflect that the positions of Five Eyes members on Huawei’s 

involvement on 5G exist on a continuum rather than as a binary choice between full inclusion or 

a complete ban, ranging from the United States and Australia’s stringent restrictions on Huawei 

to the partial inclusion policies adopted by the U.K. and other close allies such as Germany. This 

more nuanced understanding of the 5G security issue provided a useful justification for the 

Liberal government’s prolonged security review. However, the varying approaches of Five Eyes 

members to Huawei does not diminish the reality that Canada’s closest and most single most 
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important security partner, the United States of America, has made repeated and forceful 

implorations to the Government of Canada to exclude Huawei from Canadian 5G networks. On 

November 23, 2019, for example, U.S. President Donald Trump’s national security advisor 

strongly advised Canada to reject the “Trojan Horse” of Huawei, alluding to negative 

repercussions for Canada’s participation in the Five Eyes alliance should the federal government 

opt not to not ban Huawei.153 Washington’s attempted intervention into Canadian decision-

making reflects the reality that the Five Eyes does not operate based on democratic consensus, 

and that the national interests of the United States often trump those of junior partners like 

Canada.154 

 During the same exchange, Thanh Hai Ngo pivoted from his scrutiny of Liberal Huawei 

policy to delivering a succinct summary of his party’s view of the present status of Canada-

China relations, stating:  

“China is spying on us, harassing our communities, blocking our canola and pork exports on 

false claims, taking Canadians as hostages, challenging our rule of law and demanding access to 

our private companies. On the human rights front, China has committed a terrible culture of 

genocide with no consequences, and this Prime Minister thinks it’s the best country in the world. 

There is a great lack of leadership in this key relationship.”155 

Harder argued that this characterization of the government’s handling of key issues in Sino-

Canadian relations was inaccurate, as well as “inflammatory” and “harmful”. He asserted that in 

the realm of security issues, the Liberal government strives for a “dispassionate and diplomatic” 

approach, utilizing all state tools to advance the interests of Canadians.156 Although the 

storylines promogulated in this exchange are typical of members of the two senators’ respective 

parties across exchanged parliamentary institutions, this exchange is notable for serving as the 

final volley of Senate debate over Huawei in the 42nd Parliament. Furthermore, this exchange 

provides a compact encapsulation of the paradigms towards 5G cybersecurity and Sino-Canadian 
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relations promoted by the Liberal Party of Canada and the Conservative Party of Canada, 

respectively.  

Findings Summary: 

Of the examined parliamentary venues, by far the fewest debates related to Canada-China 

relations and cybersecurity were coded from the Senate, with 30 total mentions compared to the 

House’s 65 mentions and the 97 debates coded from the committees. Compared to the House of 

Commons, however, the less intensely partisan dynamics of the Senate occasionally allowed for 

more substantial and varied debate over the intersections of Canada-China relations. This 

dynamic was particularly notable in exchanges between Government Representative Peter 

Harder and independent senators, comprised of those senators formerly of the Liberal caucus as 

well as those appointed by Prime Minister Justin Trudeau as independents. Despite the 

comparatively lessened partisanship of the Senate, the focus of the Conservative Senate caucus 

remained firmly on critiquing the government’s approach to Sino-Canadian relations and 

constructing an unfavourable narrative of decline. The central interpersonal dynamic of these 

debates was that between Government Representative to the Senate Peter Harder and 

Conservative senator Ngo-Thanh Hai, one of Parliament’s most outspoken critics of the PRC and 

Canada’s foreign policy towards it. In these debates, each senator served to embody their 

respective party’s political narratives on the intersections of Canada-China relations and 

cybersecurity concerns. As an exploration of parliamentary debates in the reformed Canadian 

Senate, this case study is illustrative of the continuing influence of partisan lines and narratives, 

as assured by the presence of the Conservative Senate caucus and the office of Government 

Representative in the Senate. This structure ensures continuity between the political storylines in 

the House of Commons and those in the Senate, despite Prime Minister Trudeau’s reforms to 

reduce Senate partisanship. In general, this conclusion reflects the limitations of parliamentary 

debates as a medium for analyzing federal policy discourse. However, this analytical approach 

has the advantage of illustrating the continuity of partisan dynamics and political narratives 

across Canadian parliamentary institutions, extending to common rhetorical patterns. 

This content analysis also illustrated the gradual convergence of parliamentary debate 

around techno-nationalist concerns related to Chinese investment in high-tech sectors of the 

Canadian economy, including 5G. Although independent and former Liberal senators initiated 
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several exchanges on these topics, these senators were noticeably more skeptical of the dangers 

posed by Chinese investment in Canada compared to their Conservative colleagues. This 

dynamics was demonstrated most clearly through independent scrutiny of Senator Ngo Thanh 

Hai’s unsuccessful private member’s bill to mandate a national security review for investment in 

Canadian companies by foreign state-owned enterprises.157 Whereas Conservative senators such 

as Ngo, Pamela Wallin, and Leo Housakos frequently invoked the warnings of Five Eyes allies 

and CSIS officials over Huawei, Harder and independent senators such as Yuen Pau Woo 

deliberately resisted the politicization of the 5G security review and pointed to disagreements 

over Huawei’s security challenges among the other members of the Five Eyes network.  

Content analysis of Senate debates highlighted a tension between the government’s desire 

to avoid formulating cybersecurity policy based on an uncertain consensus among the Five Eyes, 

and a Conservative desire to maintain Canada’s international security frameworks. These 

priorities fit within the framework of the competing narratives of control and decline observed 

elsewhere in this study. However, these narratives simultaneously represent anxieties over 

maintaining Canada’s place within the Five Eyes alliance while continuing necessary 

engagement with China. Although the Liberals and Conservatives differ significantly in their 

prioritizes, both considerations are necessary for formulating effective cybersecurity policy in an 

era of intensifying geopolitical competition between China and the Five Eyes. These conflicting 

imperatives were considered when developing this study’s policy recommendations, which strive 

to provide a framework for future governments to develop cohesive strategies for managing 

digital infrastructure integrity and improving relations within the Five Eyes. 
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Cybersecurity Debates of the Standing Committees of Parliament 

 

Debates and transcripts from the standing committees of the House of Commons and the 

Senate were considered together due to their mirrored subject structures and their combination of 

the statements of legislators and the testimony of expert witnesses, including visiting dignitaries, 

academics, NGO activists, intelligence officers, and senior public servants. Evidence was drawn 

from the House of Commons Committee on Public Safety and National Security and the Senate 

Committee on National Security and Defence. Each of these committees was selected for data 

collection due to its focus on salient topics related to cybersecurity and the frequent testimony of 

cybersecurity officials before each committee body. Although other committee meetings from 

January 2016 to September 2019 occasionally examined issues related to cybersecurity, data 

collection was limited to a single committee from each Chamber of Parliament in order to 

maintain a manageable scope for this study.  

2016: 

Early 2016 saw debate over several diverse subjects including information sharing between 

members of the Five Eyes alliance, Canada’s defences in the face of cyber-espionage, and the 

cyber-resilience of Canadian infrastructure. In total, there were fifteen exchanges concerning 

cybersecurity issues in 2016 across the two examined committees.  

In the Standing Committee on Public Safety and National Security, Conservative Ontario MP 

Cheryl Gallant and Public Safety Minister Ralph Goodale addressed troubling questions posed 

by the potential lack of an instant Canadian response to cyberthreats, signalling that the cyber 

resilience of Canadian institutions was a concern from early in the 42nd Canadian Parliament.158 

Gallant pressed Goodale to provide an account of the government’s responsiveness to 

cyberattacks and digital infrastructure security, indicating a multipartisan consensus on the need 

for careful scrutiny of Canada’s existing cyber-defences in early 2016. Minister Goodale’s 

March 6 appearance before House of Commons committee also saw Goodale and fellow 
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government MP Marco Mendicino defend the government’s plan for parliamentary oversight of 

federal cybersecurity agencies, later realized with the passage of Bill C-59.159 

Discussion of the Five Eyes alliance began with the January 22 Senate committee testimony 

of the CSE’s Jean-Pierre Plouffe. Plouffe revealed that his organization had not properly 

anonymized the data of Canadians before sharing it with Five Eyes partners, introducing doubt 

on information sharing procedures between Canada and the rest of the alliance network.160 This 

testimony offers evidence of procedural divisions between the CSE and its counterpart signals 

intelligence organizations with the Five Eyes network. On March 7th, Senior Assistant Deputy 

Minister of Public Safety Canada’s National and Cyber Security Branch Monik Beauregard 

testified before the Senate Committee on National Security and Defence. In response to 

Conservative-appointed Senator Jean-Guy Dagenais, Beauregard testified that Canada’s 

infrastructure security was deeply tied to cooperation with the Americans and the other members 

of the Five Eyes network, including in the digital sphere.161 In contrast to the implications of 

Plouffe’s concerns, Beauregard’s testimony reaffirms the importance of the Five Eyes alliance to 

the public servants responsible for protecting Canadian infrastructure against potential 

cyberthreats.  

April 2016 saw a burst of discussion of possible Chinese cyber-threats in the Parliament of 

Canada’s standing committees on national security. On April 11, Senator Dagenais raised 

concerns about the robustness of Canadian defences against the estimated “100 million attempted 

cyberattacks per day” conducted against critical sectors in Canada.162 This indicates deep 

concerns among Conservative-appointed senators over the adequacy of current Government of 

Canada cybersecurity strategies for dealing with state-sponsored cyber-threats. As if to highlight 

these concerns, Peter Vincent Pry, Executive Director of the American Congressional Task Force 

on National and Homeland Security testified to senators on April 18 that China was among the 

adversarial foreign powers with the capabilities to carry out devastating electro-magnetic pulse 

                                                            
159 Ibid.  
160 Jean-Pierre Plouffe, Canada, Parliament, Senate, Standing Committee on National Security and Defence, 42nd 
Parl, 1st Sess, (22 February 2016). 
161 Monik Beauregard, Canada, Parliament, Senate, Standing Committee on Public Safety and National Security, 
42nd Parl, 1st Sess, (7 March 2016).  
162 Jean-Guy Dagenais, Canada, Parliament, Senate, Standing Committee on National Security and Defence, 42nd 
Parl, 1st Sess (11 April 2016). 



55 
 

(EMP) attacks against North America.163 Considering the increasing computerization of core 

infrastructure, such an attack would represent a severe national security threat. This possibility 

underscores the importance of  

October 2016 witnessed a concentrated increase in discussion around this project’s central 

topic of Chinese digital influences in Canada. On October 10, an extensive examination of 

cybersecurity issues took place in the House Standing Committee on Public Safety and National 

Security. These discussions were led by former Conservative B.C. MP Dianne Watts and 

involved academic expert witnesses such as University of Calgary’s Stephen Randall, David 

Bercuson, and Michael Nesbitt. These discussions highlighted the importance of expanded 

parliamentary oversight of national security matters to bring Canada in line with other members 

of the Five Eyes alliance.164 During this committee meeting, the University of Calgary’s Robert 

Huebert drew the attention of committee members to the national security and economic threats 

posed by Chinese hacking, which he dubbed hostile acts of ‘cyberterrorism’.165 In later October 

sittings, the Senate committee repeatedly discussed Chinese hacking and engaged in the context 

of debates over the Canadian government’s own domestic surveillance policies. 

Any comparison between Canadian and Chinese digital surveillance initiatives was rejected 

by Senator Thanh Hai Ngo on November 30, when the Conservative senator drew attention in 

committee to the pervasiveness of Chinse domestic censorship and the country’s “authoritarian” 

firewall, arguing for the strengthening of Canadian export regulations to ensure that Canadian 

cybersecurity software is not sold to a “human rights abusing country” such as the PRC.166 This 

exchange demonstrates a recurring tension within federal parliamentary debates over the ethics 

of Canada’s own surveillance programs in the post-Snowden era, as well as the need to craft 

policy responses to foreign spying and other cyberthreats. Despite their opposition to the current 

government, Conservative MPs and Conservative-appointed senators expressed few critiques of 

the current scope of Canadian surveillance operations, a regime which the Stephen Harper 
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government played a major role in shaping. On the other hand, Conservatives such as Senator 

Ngo were at the forefront of raising the alarm over China’s informatized operations and rejecting 

any comparison between the activities of Canada’s intelligence services and those of their 

counterparts in nations such as China and Russia. However, it should be noted that members of 

the Conservative Party were willing to make frequent comparisons between the Liberal 

government and the Chinese Communist Party over free speech concerns and perceived 

censorship. These criticisms are usually combined with the insinuation that Prime Minister Justin 

Trudeau and his caucus harboured an inappropriate favouritism for the PRC and its governance 

style.167  

2017: 

 On February 13, cybersecurity expert and Queen's University professor Dr. Christian 

Leuprecht offered testimony to the House Public Safety and National Security committee on the 

challenges of coordinating Canada’s cybersecurity defences in the face of rapidly evolving 

cybersecurity challenges, such as those posed by the Internet of Things. Dr. Leuprecht due 

attention to the cybersecurity difficulties posed by Canada’s system of federalism, drawing a 

comparison with the centralized national security apparatus of the United Kingdom.168 On the 

same day, Ontario CPC MP Tony Clement asked Leuprecht whether Canada’s cybersecurity 

infrastructure was falling behind based on international standards, to which conclusion his 

Conservative colleague Dianne Watts eagerly volunteered her agreement. Leuprecht pointed to 

the rapidly compounding challenges of emerging technologies, as well as a misalignment 

between the government’s hiring priorities and the country’s supply of cybersecurity experts.169 

This exchange, and particularly Ms. Watts’ interjection, provides more evidence of a 

Conservative pessimism regarding current cybersecurity policy. More telling is Dr. Leuprecht’s 

critique of Canadian decision-making processes on cybersecurity, particularly his statement that: 

“Nobody has asked questions in this country about whether what is being delivered on cyber to 

the government in terms of intelligence and strategic intelligence is actually what the 
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government needs”.170 Leuprecht also drew a clear link between Canada’s ability to defend its 

intellectual property and future investments in the country.  

On its face, this expert testimony provides support for the Conservative parliamentary 

narrative that the Trudeau Liberals were not doing enough to defend crucial Canadian sectors 

against emerging cyberthreats. However, Leuprecht’s critiques of current cybersecurity 

dialogues were not aimed at the federal government alone. Leuprecht noted that, among the 

provinces, only New Brunswick had developed a coordinated strategy for defending the 

intellectual property rights of its residents.171Although now somewhat dated, Leuprecht’s 

testimony highlights the expansive implications of cybersecurity issues for crucial economic 

sectors and criticizes narrow and uncoordinated visions of cybersecurity policy. According to 

this critique, the dangers of intellectual property theft due to hacking are particularly pronounced 

in Canada’s complex federal system, which promotes a silo mentality between the federal 

government and each of the provinces. A key lesson to draw from this testimony is the need to 

develop a more coordinated approach to cyberthreats both at a provincial level and at the nexuses 

of federal-provincial cooperation.  

 Apart from the February testimonies examined above, 2017 debates over cybersecurity in 

the standing committees were clustered in December, surrounding the scrutiny of Bill C-22, 

which established the National Security and Intelligence Committee of Parliamentarians,172 and 

Bill C-59’s overhaul of Canadian national security apparatus. 173 Former CSIS analyst Stephanie 

Carvin testified in support of Bill C-59 on December 5, arguing that the bill would put Canada 

on the same level as its security partners by ensuring that the CSE would have the capability to 

launch offensive cyberoperations. Carvin acknowledged the “legal and ethical challenges” posed 

by this expansion of CSE’s mandate, but justified this expanded capability as a necessary 
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reaction to the cyber-threats posed by China, North Korea, and Russia.174 While scrutinizing the 

changes to Canada’s national security structures proposed by Bills C-22 and C-59, Canada’s Five 

Eyes allies served as a frequent point of reference for adjusting cybersecurity practices, 

particularly during debates over how Canadian intelligence information is shared with partners. 

These discussions also explained to what extent Canadian legislative should mimic the cyber-

powers established in allied jurisdictions.175 On December 7, for instance, Privacy Commissioner 

of Canada Daniel Therrien testified before the House Committee on Public Safety and National 

Security that both bills were necessary steps for Canada to catch up to Five Eyes partners on 

cybersecurity processes, and perhaps even vault Canada to the front of the pack.176  

Overall, a review of committee testimony related to Bills C-59 and Bill C-22 demonstrates 

consistent support from testifying cybersecurity experts for CSE’s expanded powers, bolstered 

by frequent references to the standards set by Canada’s partner nations in the Five Eyes network. 

Although the legislation specifically prohibits the CSE from directing its cyber operations 

towards Canadian individuals or entities, a degree of ambivalence among parliamentarians on 

both sides of the aisle is clearly discernible over the question of whether Canadian intelligence 

services should conduct active cyberoperations against foreign entities.177 Pierre Paul-Hus, for 

instance, questioned Amnesty International Canada Secretary General Alex Neve as to whether 

the Canadian Charter of Rights and Freedoms and Canada’s international human rights 

obligations should serve as the final authority for evaluating the prospect of offensive 

cyberoperations. In this statement, Paul-Hus invoked the difficulty of balancing the rights of 

Canadians with the need to defend their freedoms, and stated that “criminals and terrorists” 

would not respect these considerations in turn.178 In his capacity as a human rights advocate, 

Neve responded by arguing that the structure of the international human rights regime was 

binding and should be respected in all cases in the delineation of CSE authorizations. However, 
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Neve noted that most international treaties incorporate a balancing act structure applicable to 

such situations.179 Notably, neither Paul-Hus nor Neve directly discussed state-sponsored 

cyberthreats against Canada or discussed the tensions inherent upholding a human rights regime 

that other powerful states were willing to contravene.  

Parliamentary ambivalence over the expanded powers of CSE was not confined to the ranks 

of the opposition. During the same December 5 committee meeting, London Liberal MP Peter 

Fragiskatos engaged with Dr. Wesley Wark of the Munk School of Global Affairs over whether 

obtaining the consent of the Minister of Foreign Affairs should be necessary for offensive 

cyberoperations, which Wark strongly endorsed. In an attempt to convince the committee of the 

necessity for ministerial oversight of such operations, Wark cited past instances of CSE 

operations that would have benefited from more high-level political oversight, such as the CSE’s 

participation in a Five Eyes cyber operation that targeted the Brazilian Ministry of Mines and 

Energy, as revealed by the Edward Snowden disclosures.180 This anecdote is illustrative of two 

important facts: firstly, that the CSE had been involved in offensive cyberoperations against 

sovereign nations long before the introduction of Bill C-59, and secondly that these actions had 

taken place within the context of Five Eyes operations conducted without political scrutiny or 

accountability.181 Wark emphasized before the committee that any operations conducted against 

foreign targets and adversaries would also be conducted within the context of the Five Eyes 

alliance and would involve the possibility of “blowback” and an “escalatory spiral” from other 

states.182 Although Wark did not name any specific foreign adversaries during his exchange with 

Fragiskatos, it is a simple exercise to envision the risks of blowback involved with authorizing 

offensive cyberoperations against China, considering both the PRC’s previous uses of cyber-

power and the Chinese government’s retaliatory measures following the December 2018 arrest of 

Huawei CFO Meng Wanzhou, which was itself an operation taking place within the auspices of 
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heavily integrated Canadian-American national security cooperation.183 Following the successful 

passage of Bill C-59 on June 21, 2019, Canadian lawmakers, particularly the prime minister and 

the Minister of Foreign Affairs, are placed in the unenviable but by-now familiar position of 

having to weigh strategic action against China with very real risks of reprisal.  

2018: 

In January and February 2018, Conservative Public Safety critic Pierre Paul-Hus repeatedly 

brought up concerns related to perceived Chinese digital threats to Canada’s national security. In 

the context of ongoing debate over Bill C-59 on February 1, 2018, Paul-Hus called China’s 

surveillance state “deplorable” but advocated for greater Canadian surveillance to combat online 

misinformation.184 A frequent mentioner of China’s alarming cyber-capabilities, Paul-Hus also 

questioned Raymond Boisvert of the Ontario Ministry of Community Safety and Correctional 

Services on January 30th over reported Chinese spying at the African Union headquarters. Paul-

Hus concluded that the government’s effort to forge closer economic ties with China did not 

fully consider China’s role as a conductor of regular cyber-attacks.185 Boisvert hesitated to 

pronounce a definitive opinion on the cyber threat posed by China due to the complexities of 

navigating economic relations with its many state-owned corporations. However, Boisvert drew 

attention to China’s unreserved embrace of “sharp power”, which refers to the weaponization of 

the internet, social media, and intellectual property. Boisvert specifically called attention to the 

PRC’s use of soft power to influence civil society and silence dissidents. He concluded that a 

new conflict was taking form along the lines of the Cold War, and that an overwhelming focus 

on counterterrorism was blinding western nations to the very real national security threats posed 

by revisionist states such as China.186 Paul-Hus and Boisvert’s discussion framed this conclusion 

as a response to Bill C-59’s provisions allowing Canadian intelligence services to conduct 

offensive cyberoperations as a peremptory defensive strategy. Both men concluded that, given 
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the threats posed by geopolitical rivals, the ability to conduct offensive informatized operations 

was a necessary precaution. In these exchanges, it is notable that in-depth discussions of 

Canadian responses to Chinese cyber threats were initiated by the Conservative shadow minister 

of Public Safety rather than a member of the Liberal caucus.  

The February 6 House committee testimony of Christopher Porter of cybersecurity firm 

FireEye and Johnathan Reiber of digital security company Illumio produced important moments 

of discussion related to the government’s perception of Chinese digital operations. To provide 

American context for his testimony, Reiber related that China was pursuing an ongoing 

campaign to steal U.S. intellectual property and personal data and alleged that China had swayed 

the 2018 Cambodian elections. Reiber likened this interference to Russia’s 2016 campaign to 

subvert the leadership, voting base, and key technological companies of the United States.187 He 

argued that these subversive digital actions took place in a “grey space” below the level of 

outright conflict. This grey space allows nation states and other actors to pursue aggressive 

cyber-actions without triggering conventional military reprisals.188 In response to Liberal MP 

Pam Damoff’s question of whether Canada’s electoral infrastructure was as vulnerable as that of 

the United States, FireEye’s Christopher Porter responded that the use of paper ballots made 

Canada comparatively less susceptible to the possibility of digital tampering, but cautioned that 

the Canadian electoral process would nonetheless be targeted by hostile actors, including 

China.189  

February 6’s House committee debate on Bill C-59 also saw testimony from Richard Fadden, 

former director of CSIS and National Security Advisor for the Prime Minister from January 2015 

to March 2016, as well as a prominent Canadian China skeptic. When asked by CPC Alberta MP 

Glen Motz whether Canada possessed the knowledge and preparedness necessary to address 

threats of interference, cyberattacks, and espionage posed by China, Fadden replied with an 

unequivocal “no”, stating that the all recent governments of Canada have been “schizophrenic” 
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on China.190 Fadden clarified this remark by noting that Canadian decision makers and 

commentators have long been divided between those who focus on economic benefits from 

engaging with China and those who view the Sino-Canadian relationship primarily through a 

national security lens. Due to these continuing divisions, Fadden argued that it is highly difficult 

to sustain a productive national policy debate on China. Fadden concluded his remarks by stating 

that due to China’s internal complexity and the intricacies of the Sino-Canadian relationship, 

Canadians fail to understand how aggressively China marshals its resources against other states 

and private entities.191 This gloomy prognosis on Canada-China relations and national security 

was not challenged during the remainder of the committee meeting, as discussion moved on to 

other security topics.  

During this committee appearance, Fadden also estimated that China had approximately 

200,000 people conducting cyberoperations between military and intelligence operatives and the 

private sector. This figure was subsequently cited several times in committee by Conservative 

MPs such as Glen Motz and Pierre Paul-Hus.192 On February 13, for instance, Paul-Hus 

referenced Fadden’s estimate to lend extra weight to his question of whether the expanded 

powers conferred under Bill C-59 would “open the door to effective action against the Chinese 

threat in cyberspace”.193 In response, both Malcolm Brown, Deputy Minister of Public Safety 

and Shelly Bruce, Associate Chief of CSE, expressed the viewpoint that the proposed expanded 

powers would provide Canadian intelligence services with essential tools for navigating digital 

cybersecurity risks. Ms. Bruce argued that Bill C-59 would allow CSE to “use its capabilities and 

expertise for online activities in a way that could thwart or disrupt online threats, before they 

materialize or become a crisis within Canada”, specifically citing the digital threats posed by 

state actors as well as non-state actors.194 Similarly, Conservative MP Blaine Calkins asked CSE 

chief Greta Bossenmaier whether Bill C-59 could possibly prepare Canada’s 500 intelligence 
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officers to effectively defend against China’s 200,000 operatives. Bossenmaier acknowledged 

the difficulty of constructing effective cyber-defences against China given Canada’s more 

limited responses, but pointed out that the bill would enable CSE not only to reactively defend 

against foreign cyberattacks or digital theft but also to forestall foreign cyberattacks before they 

are able to damage Canada or Canadians.195 This committee meeting demonstrates that, at least 

among Conservative Opposition MPs, the dominant narrative emerging out of the testimony of 

security experts such as Porter, Reiber, and Fadden was one of a Canadian security apparatus 

unprepared for the barrage of Chinese digital influences on the horizon. Ordinarily, such a 

conclusion would be used by used by Conservatives to decry the government’s approach to 

national security threats. In this instance, however, expert testimony and Opposition questions 

had the effect of reframing the parliamentary debate surrounding Bill C-59 from one of 

controversial surveillance powers to a more unifying narrative presenting expanded powers as a 

necessary response to the emergence of foreign cyber-actors such as China. 

During an April 24 meeting of the House’s Standing Committee on Public Safety and 

National Security, former New Democratic Party MP Matthew Dube observed that the text of 

Bill C-59 would make it a legal obligation for technological tests conducted by the CSE to obtain 

the consent of affected individuals or firms, a prospect with substantial implications for Canadian 

scrutiny of Huawei over the cybersecurity of 5G networks.196 In response to this statement, CPC 

MP Glen Motz questioned Scott Millar, then Director-General of CSE, as to whether Bill C-59’s 

amendments would require that CSE seek the permission of the Chinese government prior to 

testing China-made telecommunications equipment for backdoor vulnerabilities.197 Millar 

expressed his belief that the law would indeed compel the acquisition of this consent, while Dube 

opined that the intention of the law was designed to protect information infrastructure in Canada 

but was unable to provide further details.198 This response led Motz to voice his opinion that this 

                                                            
195 Greta Bossenmaier, House of Commons, Standing Committee on Public Safety and National Security Minutes of 
Proceedings and Evidence, 42nd Parl, 1st Sess, No 101 (22 March 2018) at 1231. 
196 Matthew Dube, House of Commons, Standing Committee on Public Safety and National Security Minutes of 
Proceedings and Evidence, 42nd Parl, 1st Sess, No 107 (24 April 2018) at 937. 
197 Glen Motz, House of Commons, Standing Committee on Public Safety and National Security Minutes of 
Proceedings and Evidence, 42nd Parl, 1st Sess, No 107 (24 April 2018) at 934. 
198 Canada, Parliament, House of Commons, Standing Committee on Public Safety and National Security Minutes of 
Proceedings and Evidence, 42nd Parl, 1st Sess, No 107 (24 April 2018).  



64 
 

legislative requirement would compromise the CSE’s process of security testing by forcing them 

to seek the approval of manufacturers.199 In response to this concern, Millar emphasized that this 

consent requirement was recommended by Citizen Lab in order to minimize the intrusiveness of 

these tests. However, he ultimately conceded that the change would logically lead to CSE 

advising telecoms companies whose products and software were being examined.200 Although 

Huawei was never mentioned by name during the back-and-forth between Motz, Millar, and 

Dube, the tone taken by participants in the debates makes it clear that all parties understood the 

Shenzhen-based giant to be the unnamed telecom suspected of harbouring backdoor 

vulnerabilities, particularly given Motz’s reference to China. This contentious exchange marks 

an instance of public-facing disagreement between a high-ranking intelligence official and a 

Member of Parliament, providing evidence for internal disagreements between public servants 

and lawmakers over the proper balance between cybersecurity screening procedures, 

transparency and a desire to minimize conflict between Canada and China. 

Late 2018 witnessed the first major discussions over Huawei’s potential role in constructing 

Canadas’ 5G networks, catalyzed by the September 20 testimony of Scott Jones, the head of CSE 

and current head-designate of the Canadian Centre for Cybersecurity. In his testimony before the 

House of Commons Standing Committee on Public Safety and National Security, Jones 

expressed his convictions that his organization’s practice of screening Huawei technology for 

potential vulnerabilities at so-called “white labs” would ensure that no compromising  materials 

would be introduced into Canada’s 5G infrastructure.201 Various media reports and 

commentaries characterized Jones’ testimony as an assertion that Canada possessed superior 

screening capabilities compared to close allies such as the United States and Australia, while 

other reporting suggested that this testimony put Jones and his organizations at odds with his 

counterparts in the intelligence services of other Five Eyes nations.202 Shortly after this 
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testimony, Republican Senator Marco Rubio and Democratic Senator Mark Warner sent a 

bipartisan letter to Prime Minister Justin Trudeau urging him to follow the lead of the United 

States and Australia by banning Huawei without delay.203 The implied American perception of 

Canadian naivety on Huawei was taken up by members of the Conservative Opposition in the 

following months, becoming a staple of debate over digital infrastructure integrity. MPs such as 

Pierre Paul-Hus, Garnett Genuis, and senators such as Pamela Wallin and Thanh Hai Ngo 

regularly urged the government to proceed with a ban on Huawei without awaiting the results of 

a prolonged security review.  

On November 27, 2018, for example, Pierre Paul-Hus questioned Ralph Goodale as to 

whether any funds had been earmarked for the defending against the potential threat to critical 

infrastructure posed by Huawei, in light of recent RCMP and CSIS warnings about interference 

by “Russian and Chinese companies”.204 Goodale characterized these concerns as an information 

supply chain issue, clarifying that this issue was under investigation by Public Safety and 

Science and Innovation and Economic Development Canada. Goodale stated that the 

government’s priority was to ensure that Canadians were able to enjoy the full benefits of 5G 

technology while at the same time ensuring that individual privacy and national security interests 

were protected.205 The former minister further clarified that the money in the examined estimates 

would indeed help the RCMP, CSIS, and the CSE to ensure that innovative technology is 

integrated into the Canadian economy in a secure manner.206 Goodale thus attempted to construct 

a government narrative of responsible stewardship of the transition to 5G technology by rejecting 

assertions that the Liberals were sacrificing Canadian national security interests to reap the 

benefits of 5G or forge affable relationships with Chinese mega-corporations like Huawei.  

Goodale’s remarks also deliberately downplay the geopolitical connotations of Conservative 

lines of questioning, making no specific reference to foreign states like Russia or China and 

framing the 5G debate as a matter of information technology supply chains. This narrative 

strategy strikes a balance between bolstering economic ties between Canada and China and 

                                                            
203 Chase and Fife, “U.S. senators urge Trudeau to block Huawei from 5G.”  
204 Pierre Paul-Hus, House of Commons, Standing Committee on Public Safety and National Security Minutes of 
Proceedings and Evidence, 42nd Parl, 1st Sess, No 140 (27 November 2018) at 1623. 
205 Ralph Goodale, House of Commons, Standing Committee on Public Safety and National Security Minutes of 
Proceedings and Evidence, 42nd Parl, 1st Sess, No 140 (27 November 2018) at 1624. 
206 Ibid.  



66 
 

supporting thorough security testing. Furthermore, the characterization promoted by Goodale 

depoliticized the government’s Huawei decision by vesting the outcome in the security process 

pursued by the CSE. It is important to note that Goodale’s characterization of the security review 

preceded the crisis in Sino-Canadian relations that resulted from the December 1, 2018 detention 

of Huawei CFO Meng Wanzhou by mere days and was thus not part of a conscious government 

strategy to contain the damage of that diplomatic incident.207 Nonetheless, Goodale’s attempts to 

minimize perceptions of political involvement in intelligence scrutiny of Huawei closely mirror 

the communications strategies used by the government to attempt to distance political decision-

making from the arrest and prospective extradition of Huawei’s CFO. On December 6, 2018, for 

example, Prime Minister Trudeau told reporters in Montreal that "The appropriate authorities 

took the decisions in [the Meng Wanzhou case] without any political involvement or 

interference”.208 Canadian government efforts to convince their Chinese counterparts that the 

Wanzhou arrest was an apolitical matter met with limited success, as the PRC continued to 

detain Canadian citizens and regularly berate Canada and its leadership through diplomatic and 

media channels.209  

Nonetheless, Ralph Goodale’s remarks are consistent with his government’s diplomatic 

damage control strategy following the Wanzhou arrest. Despite its limited success from a 

diplomatic standpoint, Goodale’s apolitical characterization of CSE’s security review proved 

prudent in light of January 17, 2019 comments by the then-current Chinese ambassador to 

Canada, Lu Shaye, which threatened “repercussions” for Canada should federal government opt 

to ban Huawei from supplying equipment for the country’s 5G network.210 However, the 
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government’s presentation of the 5G security review as an apolitical process was arguably 

weakened in its persuasive efficacy by repeated comments, including by Goodale himself, tying 

the conclusion of the security review to the then-upcoming 2019 federal election. In late April 

2019, Public Safety Canada spokesman Scott Bardsley assured the press that the department 

would take “appropriate actions in due course”  on the 5G security review file.211 In July 2019, 

however, government sources reported that the federal government would postpone the 

announcement of Huawei’s future in Canada until after the election.212 Regardless of 

circumstantial evidence surrounding the Liberal government’s perception of the 5G security 

review process, however, government representatives like Goodale propagated a consistent 

portrayal of the issue in parliamentary debates and committee testimony.  

October 2018 saw a concentrated discussion of Chinese domestic digital surveillance in 

committee, representing a direct intersection of Canada-China relations and federal discussion of 

cybersecurity. An October 18 meeting of the Standing Senate Committee on Foreign Affairs and 

International Trade saw testimony by Dr. Paul Evans of the University of British Columbia. 

Asked by Senator Sabi Marwah to describe his thoughts on China’s authoritarian governance 

model, Evans responded that although some features of Chinese authoritarianism were likely to 

strengthen rather than wane, China’s participation in the international economic order has 

inclined the Asian superpower to strengthen international IP protections and increasingly abide 

by rules against industrial espionage to protect itself from internal threats.213 This viewpoint is 

worth considering when designing policy intended to protect IP rights against new forms of 

industrial espionage facilitated by emerging technologies.  

On the same day, a meeting of the Subcommittee on International Human Rights of the 

House’s Standing Committee on Foreign Affairs and International Development heard testimony 

on the extreme surveillance conditions experienced by the Uighur Muslim population of the 

western Chinese province of Xinjiang. Canada Human Rights Watch director Farida Delf 

highlighted the technologically advanced and dystopian nature of Uighur repression in Xinjiang, 

                                                            
211 David Ljunggren, “Canada to hold off on Huawei 5G decision until after the election: sources,” Global News, July 
15, 2019, https://globalnews.ca/news/5496654/canada-huawei-5g-decision/.  
212 Ibid. 
213Paul Evans, Senate, Standing Committee on National Security and Defence, 42nd Parl, 1st Sess, (18 October 
2018).  

https://globalnews.ca/news/5496654/canada-huawei-5g-decision/


68 
 

stating that the Chinese authorities in the province employed “hightech mass surveillance 

systems that make use of QR codes, biometrics, artificial intelligence, phone spyware and big 

data…including through intrusive programs in which monitors are assigned to live in Uighurs' 

homes.”214 In a separate meeting of the Subcommittee on International Human Rights on 

October 23, Dr. Darren Byler of the University of Washington testified that the Uighur 

population was subject to mass online surveillance designed to combat extremism and the 

practice of Sunni Islam, including through extensive censorship of the popular social media app 

WeChat.215 This in-depth testimony painted a disturbing picture of China’s surveillance state. 

Committee examination of Xinjiang’s surveillance regime provides evidence of the Government 

of Canada’s awareness of China’s rising digital assertiveness within its own borders.216 This 

discussion was coded under the Hacking, Spying, and Surveillance thematic node for this reason. 

Committee discussion of China’s surveillance state in 2018 was not confined to the province of 

Xinjiang, however. On December 5, for example, Martin O’Hanlon of the International 

Federation of Journalists singled out China for its online censorship of the press and information 

on social media during a meeting of the Standing Senate Committee on Human Rights.217 

All six mentions coded under the node of ‘electoral interference’ in 2018 fell under the 

umbrella of debate over Bill C-59. These debates centered the potential vulnerabilities of 

Canada’s election infrastructure against foreign interference, as well as the bill’s possible 

improvements to Canadian electoral defences. In addition to the previously mentioned February 

6th debates over Chinese influences, Canada’s electoral integrity was mentioned and addressed 

on two additional occasions in 2018. One June 6, Foreign Affairs Minister Chrystia Freeland 

appeared before the House of Commons Standing Committee on Foreign Affairs and 

International Development. When CPC Deputy Shadow Minister of Foreign Affairs Garnett 

Genuis questioned Freeland as to whether Bill C-76’s amendments to the Canada Elections Act 

would provide sufficient tools to address the risk of foreign interference in Canadian elections, 
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Freeland emphasized the importance of enacting legislation to improve the cyber-resilience of 

Canadian democratic institutions, highlighting the work done by Public Safety Canada.218 

Although neither Genuis nor Freeland specifically mentioned China in this exchange, both MPs 

have made repeated references elsewhere to the threats to Canadian electoral integrity posed by 

China and Russia. Compared to their more adversarial exchanges in the House of Commons, 

both Freeland and Genuis took a cooperative tone towards strengthening Canadian cyber-

defences against election meddling, furthering a narrative of control and unity in the face of 

predicted digital threats to Canadian elections.  

The Standing Senate Committee on Foreign Affairs and International Trade and the House 

Standing Committee on Public Safety and National Security debated foreign digital influences on 

Canadian democratic institutions in meetings in meetings on September 19 and September 20, 

2018, respectively, indicating a convergence of parliamentary interest on this topic. In the Senate 

committee, public intellectual John Ralston Saul sounded the alarm about possible electoral 

interference by not only Russia and China but also the United States, alleging that the 

international system created by these great powers enables the surveillance of Canadian 

information and could undermine national sovereignty.219  

In an extension of the debate over Bill C-59 in the House committee, CPC MP Glen Motz 

asked CSE head Scott Jones how Canada might defend itself against disinformation and foreign 

electoral influence without compromising freedom of expression. Rather than stressing 

cybersecurity policy or legislation, Jones promoted civic literacy as a shield against foreign 

election meddling and demurred on the question of whether Canadian social media ought to be 

regulated.220 As this exchange occurred during the same committee meeting as Jones’ 

controversial remarks over Huawei’s future in Canada’s 5G network, Jones’ noncommittal 

comments on electoral cybersecurity policy serve as evidence of CSE ambivalence on questions 

of foreign digital influences, possibly influenced by Liberal policy directives. This ambivalence, 

or the perception thereof, prevented CSE and the Liberal government from constructing an 
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entirely cohesive storyline of control to assuage public and opposition concerns over foreign 

meddling in democratic and telecoms infrastructure.  

2019:  

A crucial February 20, 2019 meeting of the House of Commons Standing Committee on 

Public Safety and National Security saw testimony from Jill Slay, Optus Chair of Cyber Security 

at La Trobe University in Melbourne and Dr. Yuval Shavitt of Tel Aviv University. Liberal MP 

Pam Damoff questioned Dr. Shavitt over his recent study, which alleged that the state-owned 

Chinese Telecoms corporation had diverted North American internet traffic through strategically 

placed ‘points of presence’.221 In this paper, Shavitt and co-author Chris Demchak had concluded 

that these legally constructed internet access points allowed foreign actors to redirect 

information-laden internet traffic for the purposes of espionage and intellectual property theft, 

illustrating a sophisticated effort to use Chinese-built internet infrastructure to subvert North 

American intelligence safeguards.222 Damoff questioned Shavitt as to how the government might 

regulate the construction and oversight of points of presence in order to avoid the redirection of 

internet traffic by foreign entities.223 In response, Shavitt characterized telecoms systems as 

critical infrastructure, drawing a contrast between China and Israel on one hand and Canada and 

the U.S. on the other. Both Israel and China restrict telecommunications infrastructure 

construction to domestic entities, while Canada and the U.S. have historically adopted a more 

permissive regulatory regime with respect to the participation of foreign entities in this sphere.224  

Shavitt also validated Opposition concerns over telecoms infrastructure integrity through his 

statement that Canada had exposed itself to Chinese cyberattacks by allowing a state-owned 

enterprise to construct points of presence.225 Prompted by Damoff’s questioning, Shavitt further 

clarified that China was singled out in his study not because it is the sole perpetrator of malicious 
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cyber-actions, but rather due to the asymmetry between China’s protectionist internet 

infrastructure policy and the relatively permissive policies of western democracies like 

Canada.226 In an exchange with Liberal MP Sven Svengemann of Mississauga, Dr. Slay provided 

further support for a more cautious approach to partnering with Chinese corporations in the 

telecoms sector by pointing to recent Australian regulations limiting foreign ownership of critical 

infrastructure. Slay encouraged the Government of Canada to take a closer look at the Australian 

regulations to determine whether similar policies might not also be in the best interests of 

Canada’s national security, referencing the two nations’ mutual membership in the Five Eyes.227 

Shavitt’s invocation of the security importance of the Five Eyes alliance is highly reminiscent of 

the efforts of former Canadian intelligence officers and American legislators to convince the 

Government of Canada to ban Huawei from 5G network. This exchange reflects the role of the 

Five Eyes as a focal point for government anxieties over multilateral intelligence-sharing.228  

In the broader context of federal discussions of Chinese cybersecurity threats, the 

parliamentary reaction to Shavitt and Slay’s testimony signifies that the federal government was 

well aware of allegations of Chinese internet traffic meddling in early 2019, as well as willing to 

endure tacit critiques of Canadian policy over the role of Chinese corporations in the 

construction of internet infrastructure. During their exchanges with Shavitt and Slay, Liberals 

Damoff and Svengemann did not to mount a defence for the federal government’s involvement 

with Chinese internet technology corporations or attempt to construct a narrative of government 

control over these cybersecurity threats, instead listening to expert critiques without challenging 

their premises. Although neither Damoff nor Svengemann were members of Justin Trudeau’s 

cabinet, their attentive engagement with Shavitt and Slay provides evidence that the governing 

Liberals were concerned about potential cyberthreats to critical infrastructure integrity posed by 

Chinese corporations, despite the government’s ambiguous position on Huawei. 
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Following up on Pam Damoff’s discussion of internet traffic rerouting, Glen Motz asked 

Shavitt and Slay if Australia or Israel had developed cyber-defences actions that were effective 

in deterring foreign actors such as China from rerouting internet traffic.229 In response to this 

question, Shavitt stressed the challenges of attributing cyberattacks to specific entities, while 

Slay denied comment, stating that she could only comment on matters in the public domain.230 

This short exchange reflects both the inherent challenges of integrating traditional national 

security paradigms with modern cybersecurity concerns, as well as the limitations imposed by 

confidentiality on national security debates in committee. External cybersecurity experts’ and 

backbench and Opposition MPs’ lack of access to highly sensitive classified information 

constitutes a restriction on the scope of parliamentary cybersecurity discussions. 

Notwithstanding this limitation, these exchanges provide a valuable source of qualitative data for 

assessing how issues of cybersecurity related to China are debated at the level of the federal 

government. 

Shavitt and Slay’s 2019 testimony also triggered direct debate on the topic of Huawei’s 

involvement in Canada’s 5G network from MPs on both sides of the House. As part of a wide-

ranging discussion on cybersecurity, Liberal MP and former parliamentary secretary to the 

Minister of Public Safety Michel Picard questioned Shavitt over supply chain issues related to 

the Chinese corporation, as well as over the capabilities of Five Eyes member states to restrict 

foreign purchasing and development of key telecoms assets.231 Yellowhead MP Jim Eglinski 

questioned Shavitt over the impact of his 2018 paper on cybersecurity strategies, and also 

inquired about effective strategies for responding to cyberattacks facilitated through internet 

points of presence.232 When asked by Eglinski whether Huawei equipment should be trusted, 

Slay replied that Huawei as a corporation has a questionable record in the realm of business 
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ethics and intellectual property theft.233 Furthermore, she observed that buying Huawei 

equipment for 5G could necessitate granting the company’s employees access to the equipment 

for maintenance, enabling opportunities for espionage or the insertion of malware that may not 

have been readily apparent during the initial construction period.234 Adding complexity to the 

Huawei dilemma, Dr. Shavitt observed that purchasing equipment from the company’s 

competitors would incur additional costs, but concluded that the issue of Huawei’s future in 5G 

should ultimately be decided by the government’s level of confidence in its safeguards.235 This 

assessment is consistent with the Trudeau Liberals’ characterization of the ongoing 5G security 

review, in which Canadian economic investment in Huawei has continually played a subliminal 

role. 

In response to Eglinski’s questioning as to why she had shifted the focus of her cybersecurity 

analysis from Russia to China, Dr. Jill Slay stated that she had personally been targeted by 

aggressive Chinese operations designed to pilfer her intellectual property, ranging from physical 

and digital theft of her work to allegations that Chinese entities had planted PhD students on 

her.236 This accusation caused a stir among the committee and was the subject of multiple 

follow-up comments by both government and Opposition MPs, indicating surprise and 

incredulity among Canadian legislators that an individual academic would be targeted by a 

foreign government in the manner Slay described. When asked by Motz whether Canada’s 

willingness to do business with Huawei would lead to the deterioration of Five Eyes information 

sharing, Dr. Slay repeated the viewpoint that the Huawei decision was a matter under Canada’s 

sovereign jurisdiction. However, Slay opined that, from a technical perspective as well as one of 

alliance solidarity, it would be strategically beneficial for Five Eyes member nations to share a 

common stance on 5G networks.237 These topics of debate are recounted here in detail to 

highlight the sheer breadth of the cybersecurity discussion related to foreign digital influence 
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concerns contained within this February 22nd committee meeting. This meeting serves as a 

distillation of the debates on digital infrastructure which played out across parliamentary 

theatres, in universities, and in expert commentary across Canada in early 2019.238  

 On February 25, Jim Eglinski engaged with Ralph Goodale over recent comments by 

CSIS director David Vigneault stating that hostile foreign intelligence services targeting 

corporate secrets and intellectual property pose a greater national security threat to Canada than 

terrorism, which Eglinksi took as a significant departure from past perceptions. Eglinski also 

cited comments by American Secretary of State Mike Pompeo speculating that countries that did 

business with Huawei might find their access to American markets and intelligence curtailed.239 

When Eglinski asked if this assessment had affected Goodale’s viewpoints on allowing Huawei 

to participate in Canada’s 5G network, Goodale refrained from commenting on Vigneault’s 

comments directly, instead restating the government’s priority of securing the 5G supply chain 

and protecting Canadians from related cyberthreats.240 By emphasizing the importance of 5G 

supply chain security to Canadian national security, Goodale employed a by-now familiar 

communications strategy of constructing a storyline of control in an attempt to reassure both 

opposition scrutineers as well as the press and attentive public. However, Goodale assured 

Eglinksi that the 5G decision would take the opinions and security needs of allies like the United 

States into account due to the high level of integration between Canada and its security partners. 

Without naming the Five Eyes alliance directly, this exchange provides a further example of the 
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crucial role played by Canada’s multinational intelligence partnerships in shaping considerations 

of Chinese cybersecurity threats. 

 On April 1st, 2019, Mastercard Canada Executive Vice-President Ron Green and National 

Financial Services Cyber Leader Thomas Davies gave testimony to Public Safety Committee 

chair and Liberal MP John McKay over the what the chair termed the “5G controversy with 

respect to Huawei, Nokia and Ericsson”. McKay stated that the Mastercard executive was at the 

forefront of defense against 5G cyber-breaches.241The Chair’s decision to place the 5G supply 

chain controversy at the forefront of the committee’s study of cybersecurity in the Canadian 

financial sector reflects the preoccupations of federal lawmakers concerned with large-scale 

cyber-threats. During the same meeting, Pierre Paul-Hus questioned Green as to how his 

company would respond in the event of a cyberattack traceable to a state such as China, and 

whether he expected the Government of Canada to take action and commit resources in the case 

of this eventuality.242 In response, Green stated that in the event of an attributable cyber-attack 

by a foreign power, Mastercard would expect a government partnership to mitigate the damage 

of the attack. This led Paul-Hus to declare that all responsible stakeholders must work together to 

defend the cybersecurity interests of Canadians, including government, the private sector, and 

universities.243  

This short exchange is notable for two reasons. Firstly, Paul-Hus’ question shifts discussion 

of Canadian responses to potential Chinese cyber-aggressions from internal government 

processes to direct engagement with the private sector. It is also notable that this line of 

questioning was initiated by the Conservative Shadow Minister for Public Safety rather than a 

legislator responsible for Public Safety Canada, such as Ralph Goodale or one of his 

parliamentary secretaries. However, this pattern of MP questioning is typical of parliamentary 

committees, where any representatives of Public Safety Canada would generally participate as 

the subjects of questioning rather than as questioners themselves. Secondly, Paul-Hus’ remarks 

reject a narrative of division in favour of one of unity. Although Paul-Hus had an undeniable 
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interest in criticizing government cybersecurity policy in his capacity as the Conservative Public 

Safety critic, his emphasis on cooperation between Canadian sectors in response to foreign 

cybersecurity threats may reflect a conviction that state cyberthreats supersede day-to-day issues 

of partisan politics.  

 Former CSIS director Richard Fadden testified during an April 10th meeting of the Public 

Safety Committee’s ongoing study on cybersecurity. This testimony is notable considering 

Fadden’s public opposition to Huawei’s participation in Canada’s 5G networks, as well as his 

much-discussed 2018 committee comments that China had 200,000 active cyber-operatives.244 In 

his April 10th testimony, Fadden classified China as a “revisionist state” in the same category as 

Russia, and argued that the threat posed by these powers derived from two primary planks: the 

sophisticated use of cyberattacks and digital subversion, and the advantage created by the 

disunity and dysfunction of the democratic west.245 Fadden also described Russia and China’s 

objectives in targeting Canada in the digital sphere as falling into two primary categories: denial 

of service and to reduce western confidence in institutions.246 This sweeping categorization did 

not mention an objective of inflicting economic damage. Fadden furthermore asserted that 

Canada was a prime target for cyberattacks due to the country’s advanced economy, proximity to 

the United States, and membership in core multilateral institutions such as the Five Eyes and 

NATO, in which Canada is seen as the weakest link. Fadden’s unflattering characterization of 

Canada’s national defences directly contradicts Scott Jones’ September 20, 2018 testimony as to 

the relative strength of Canadian cybersecurity procedures in comparison to those of intelligence 

allies, providing evidence of a paradigmatic divergence between CSIS and CSE. Drawing upon 

the typology of political narratives developed by Deborah Stone, moreover, Fadden’s 

characterization of a democratic west in turmoil maps cleanly onto the narrative archetype of 
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decline. This case, Fadden intended to raise the alarm about the pernicious threat posed by 

cyberattacks against crucial elements of the Canadian economy.247  

Engaging with this characterization, Pierre Paul-Hus affirmed Fadden’s position that China 

posed a major cybersecurity threat to Canada. He cited the report of the National Security and 

Intelligence Committee of Parliamentarians, released the previous day, which had labelled China 

as a foreign threat to Canadian institutions and a major sponsor of cyberattacks.248 Paul-Hus also 

referenced Fadden’s controversial 2010 comments that provincial ministers and other Canadian 

legislators were being influenced by an unnamed foreign government, widely suspected to be 

China. Paul-Hus stated that MPs from the Liberal Party and NDP had unsuccessfully pushed for 

Fadden’s dismissal on accusations of racism.249After being questioned by the Public Safety 

Committee over his divisive 2010 remarks, Fadden was censured by the committee’s report, 

which called for his ouster and recommended that the government apologize to the Chinese 

Canadian community.250 Contrary to Paul-Hus’ partisan comments that it had been Liberal and 

NDP MPs who had been responsible for condemning Fadden, the committee was at the time 

chaired by a caucus member of Stephen Harper’s minority government. This detail may indicate 

a retroactive Conservative narrative intended to present the CPC as presciently skeptical of CCP 

influence in comparison to their progressive opponents.  

Overall, this 2010 incident highlighted an uncomfortable intersection between concerns over 

CCP influence and a justifiable hesitation on the part of lawmakers to portray Canada’s large 

Chinese diaspora as being disloyal to the Canadian state. This concern is particularly concerning 

in light of Canada’s historical pattern of racist discrimination against Chinese immigrants and 

their descendants. Notwithstanding these concerns, Paul-Hus characterized Fadden’s 2010 

warnings as being vindicated by the April 2019 National Security and Intelligence report, which 

in its redacted version drew attention to the CCP’s United Front division and its attempts to exert 
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influence over the Chinese-Canadian population.251 Both Fadden’s strident testimony on Chinese 

digital security threats and the conclusions of the National Security and Intelligence Committee’s 

report lend fuel to the Conservative narrative that Canada should be doing more to respond to the 

rise of China as a digitally assertive state. Integral to this narrative is a partisan assumption that 

the Trudeau Liberal government’s quest for improved relations with China is fundamentally 

naïve, given compounding evidence of Chinese interference in Canadian affairs through both 

informatized operations and traditional espionage.  

When Liberal MP Sven Spengemann proceeded to question Fadden over whether a 

qualitative difference existed between the threat of successful cyberattacks posed by state actors 

and those posed by non-state actors, Fadden was unequivocal in stating that Russia and China are 

unrivaled in the field of cyber-predation.252 Fadden described the common wisdom that China 

employed a “vacuum approach” to cyberattacks, wherein hackers sucked up everything they 

encountered and sorted the valuables out at a later stage. He contrasted this indiscriminate 

approach to cyber-warfare with what he referred to as the more surgical, methodical approach 

employed by the Russians, whom he considered to possess more sophisticated technology in this 

area.253 Although Svengemann did not challenge or further engage with Fadden’s 

characterizations of either country, Fadden repeatedly stated throughout his April 10th testimony 

that no discussion of cyber-threats to Canada would be complete without acknowledging the 

significant and continually evolving roles played by Russia and China.254  

Although Fadden is known for hawkish pronouncements on these two nations, committee 

reactions to his testimony demonstrate a level of serious engagement with his narratives of 

decline and alarm. This creates a sharp contrast with Fadden’s rejection and denouncement as a 

racist by the very same committee in 2010. This contrast in parliamentary reactions to Fadden’s 

warnings of Chinese influence in 2010 and the reaction to similar comments in committee in 

2019 speaks to a significant shift in Canadian perceptions of China in the interim nine years, as 
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well as China’s increasing brazenness in the domestic affairs of democratic nations such as 

Canada. In the early days of the Trudeau Liberals’ first Parliament, scholars Wendy Dobson and 

Paul Evans found that Canadians held more negative opinions of China compared to close allies, 

with only 14 percent of Canadians holding a favourable view of the East Asian titan. 

Furthermore, Dobson and Evans reported that more than half of all Canadians believed that 

China’s influence threatened the Canadian way of life.255 Nor have Canadian attitudes towards 

China improved in the years since the publication of Dobson and Evans’ article in the University 

of Toronto’s Asian Institute’s policy book. In February 2019, the University of British 

Columbia’s 2019 survey on attitudes towards China and Canada-China relations found that only 

21 percent of Canadians expressed a favourable opinion towards China, while 67 percent held an 

unfavourable opinion.256 

When Paul-Hus questioned Fadden over his characterization of the west as “dysfunctional”, 

Fadden emphasized that instances of domestic political turmoil such as Brexit, the disorder of the 

Trump administration and France’s yellow vest movement had granted state actors like Russia 

and China openings to exacerbate political polarization and take advantage of crises to 

undermine western interests. Fadden took care not to portray either nation as wholly malicious 

entities, remarking that both were “great countries” that have made substantial contributions to 

global civilization.257 These remarks were likely a pre-emptive defence against accusations of 

ant-Russian or anti-Chinese bias, as he was accused of following his 2010 CBC interview. 

Fadden concluded that a unified front among the “core western countries” is necessary to mount 

an effective defensive against systematic cyberwarfare conducted by adversarial states, which 

requires countering Russia and Chinese digital aggression with strategies surpassing those 

provided by Cold War-era paradigms of great-power conflict.258 Following this imploration, 
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Paul-Hus pivoted the discussion back towards the committee meeting’s core topic of 

cybersecurity in the Canadian financial sector.259 

 In addressing the need to reform western alliances in the face of Russian and Chinese 

revisionism, Fadden comes close to addressing whether western governments view current 

strategic rivalries as a return to Cold War-style geopolitics. The former CSIS head’s specific 

focus on Russia and China and his imploration to re-forge the international ties of the post World 

War II era objectively recall the rhetoric of an era defined by comprehensive competition 

between Eastern and Western blocs. However, the threats described by Fadden are at the same 

time of an intensely contemporary nature, defined by the revisionist use of sharp power to 

undermine democratic adversaries in ways unforeseeable by twentieth century policymakers. 

This observation points to tensions within conceptions of a new, digital Cold War. On one hand, 

national security experts feel compelled to communicate the reality of renewed geopolitical 

conflict with identifiable state entities. On the other hand, the innovative methods used to wage 

this conflict are tied to emerging technologies, leading to a risk of anachronistic policymaking 

should lawmakers return to the assumptions of the Cold War. This tension is central to ongoing 

policy debates at the intersections of cybersecurity and national security. Resolving this issue 

requires the development of a new paradigm fusing modern cyber-defence awareness with older 

models of alliances and conflict. 

Findings Summary: 

 The cybersecurity debates of the House’s Standing Committee on Public Safety and 

National Defence and the Senate’s Standing Committee on National Security and Defence 

provided perhaps the most valuable source of data for this project’s analysis. This content 

analysis is notable for highlighting the differences in perceptions of Sino-Canadian cybersecurity 

issues between CSIS and the CSE. This analysis also emphasized the critical role of the Five 

Eyes in the formation of Canadian cybersecurity policy and the need to develop a more cohesive 

nationwide strategy for cybersecurity. Of the parliamentary venues examined in this study, the 

standing committees are the least marked by partisan dynamics on a day-to-day basis, given their 

focus on expert and ministerial testimony. Although this venue provided comparatively less data 
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for tracking the competing partisan narratives examined elsewhere in this study, the focus on 

testimony from intelligence officials in the standing committees revealed the extent to which 

storylines of control versus decline are continuous within the testimony of CSE and CSIS 

officials, respectively.  

 Content analysis of standing committee meetings clarified the centrality of three primary 

issues related to Sino-Canadian cybersecurity: the implications of Bill C-59 for international 

cyber-conduct, Canada’s participation in the Five Eyes network, and the importance of digital 

infrastructure security. Committee scrutiny of Bill C-59 focused on the expanded capabilities of 

CSE to conduct offensive cyberoperations against foreign targets. On this point, a duality of 

competing narratives was once again observable between those committee participants who 

favoured more direct action against hostile foreign cyber-actors, including the PRC, and those 

who prioritized caution in the realm of informatized operations by pointing to the dangers of 

escalation and the precedents set by past intelligence abuses. With respect to this issue, the 

simple dichotomy of narratives of control versus narratives of decline begins to break down.  

This is apparent through the fact that Bill C-59 was a Liberal statute that, while divisive 

in its contents, received support from both the federal government’s largest political parties as 

well as representatives from both CSIS and CSE. For example, both prominent China hawk and 

former CSIS analyst Stephanie Carvin and Deputy Minister of Public Safety Monik Beauregard 

testified strongly in favour of Bill C-59 despite their acknowledgements of the moral and ethical 

pitfalls of endorsing state-directed cyberattacks.260 Notably, these intelligence officials presented 

expanded cyberwarfare powers as a necessity to combat the increasing cyber-predations of 

revisionist states such as China.261 Beyond indicating a strategic consensus in this area, 

committee scrutiny of Bill C-59 also highlighted the moral and geopolitical dilemmas of 

conducing offensive cyberoperations.  
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Committee testimony also repeatedly brought the role of Canada’s participation in the 

Five Eyes to the forefront through the testimony of experts such as Jill Slay, who emphasized the 

strategic value of common national policies on pressing cybersecurity concerns between network 

members.262 Both of these interrelated issues helped inform this study’s policy recommendations 

regarding digital infrastructure integrity and the development of an international framework for 

state cyber-conduct. 

 Another major theme running throughout the examined committee meetings was scrutiny 

of Canada’s digital infrastructure security, including but not limited to ongoing debates over 

Huawei and 5G. Testimony by CSE head Scott Jones, Royal Military College of Canada 

Christian Leuprecht, Israeli cybersecurity scholar Yuvall Shavitt, and British-Australian 

computer scientist Jill Slay all pointed to the essentiality of digital infrastructure for national 

security. Indirectly, therefore, this testimony emphasized the importance of developing a unified 

national strategy for safeguarding Canada’s internet and telecommunications infrastructure.263 

Notable for this conclusion is Leuprecht’s testimony regarding the misalignment between 

government cybersecurity hiring practices and the security challenges posed by emerging 

technologies, as well as his observation that, out of Canada’s ten provinces and territories, only 

New Brunswick had developed a strategy for safeguarding the data of its residence.264  

This testimony elucidates the need for a national digital infrastructure strategy, 

spearheaded by the federal government, to protect the and data security of Canadians. Careful 

review of committee has emphasized the function of digital infrastructure integrity as a core 

plank of national security in an era of increasing international cyber-threats. In the context of this 

study’s research problem, the necessity for greater national coordination on cybersecurity is 

particularly salient given the large volume of data indicating divided policymaking paradigms on 
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Chinese digital influences. Considering the narratives and parliamentary discussion trends 

highlighted by this study’s findings, the task facing Canadian policymakers is to move beyond 

partisan and organizational divisions to adapt Canada’s national security apparatus to 

intensifying informatized threats. Putting forward recommendations to address this pressing 

policy imperative is the focus of the final chapter of this study.  
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Chapter Four: Conclusions - Navigating the Digital Sino-Canadian Relationship 

 



85 
 

Findings 

One of the main conclusions to emerge from this study’s analysis of cybersecurity 

debates and Canada-China relations from late 2015 to fall 2019 is the paradigmatic division 

between CSIS and CSE on cybersecurity threats to Canadian national security posed by China. 

Although this division was widely observed in this study’s data, it was consistent between 

examined parliamentary venues, finding its greatest expression in the contrasting tones of 

testimony delivered by representatives of the two intelligence agencies in committee. The 

illumination of this intelligence community division is an original finding of this study that was 

not evident from preliminary research and a review of the literature prior to this study’s content 

analysis.265  

This study’s methodological approach of focusing on parliamentary debates provided an 

effective method for aggregating and analyzing the statements of representatives from Canada’s 

two most prominent intelligence agencies on the intersection of China and cybersecurity, 

particularly considering the notorious secrecy of the Canadian intelligence establishment and the 

Five Eyes network more broadly. The Parliament of Canada is a highly restricted and formalized 

venue for deriving broad conclusions about the worldviews of arms-length intelligence agencies. 

However, the structure of testimony in the examined standing committees allowed for the 

analysis of exchanges between intelligence officials and cybersecurity experts and Canadian 

lawmakers at a greater level of depth compared to other publicly accessible venues. In 

comparison, the debates of the House of Commons and the Senate provided fewer insights on 

federal perceptions of Chinese cybersecurity threats beyond foreseeable partisan divides. This is 

attributable both to the more combative and adversarial structure of these debates, as well as the 

absence of non-partisan figures. However, the inclusion of the House and Senate in this study 

allowed for tracking topics of public and political interest over time, as well as analysis of how 

expert narratives on Canada-China relations and cybersecurity influenced partisan storytelling 

through the strategic use of evidence and appeals to authority. As demonstrated by this project’s 

content analysis, divided paradigms on Sino-Canadian relations and foreign cybersecurity threats 

manifested themselves in relatively stable, recurring patterns across the examined parliamentary 
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venues. These findings point to the need to overcome partisan polarization, expand the scope of 

federal cybersecurity consultations, and more cohesively integrate the international dimensions 

of national security policy.  

Much of this study’s content analysis focused on highlighting prevailing political and 

intelligence community narratives related to Sino-Canadian cybersecurity concerns, as seen 

through the lens of Deborah Stone’s narrative typology. The outcome of this analysis not only 

confirms common partisan trends but also emphasizes the depth of these divisions across the 

federal legislative and parliamentary spheres. This study’s literature review suggests that 

cybersecurity debates outside of the public sector have a somewhat more cooperative character 

compared to those carried out within government.266 However, bridging divisions on digital 

security challenges within government remains an essential step for overcoming policy inertia 

and responding to rapidly evolving challenges, including those associated with China.267 For this 

reason, the policy recommendations put forward later in this chapter represent attempts to 

mitigate polarization on cybersecurity debates and provide additional venues for expertise and 

evidence-based policymaking outside of the dominant narratives summarized below.  

From observations of the debates of the House of Commons and the Senate, two 

competing storylines emerged over the risks of Chinese digital influences on Canadian national 

security, corresponding to the narratives promoted by governing Liberals and the official 

Opposition Conservatives, respectively. Conservative parliamentarians consistently presented a 

narrative of growing cyber-threats posed both by Chinese state operations and by less direct 

intermediaries such as Huawei Technologies. Conservatives often drew upon the public 

statements of American officials and other Five Eyes allies to provide evidence of the PRC’s 

cyber predations, and regularly accused the government of harmful negligence of digital security. 

                                                            
266 E.g. Matthew Bey, “Great Powers in Cyberspace: The Strategic Drivers Behind US, Chinese and Russian 
Competition,” The Cyber Defense Review 3, no. 3 (2018): 31-36, accessed March 15, 2019, 
https://www.jstor.org/stable/10.2307/26554994; Adam Seagal, The Hacked World Order: How Nations Fight, 
Trade, Maneuver and Manipulate in the Digital Age (New York: PublicAffairs), 2016.   
267 Paul Evans, “Techno-Nationalism with Chinese and American Characteristics: Implications for Third Countries, A 
Canadian Take,” (Lecture, October 8, 2019).  
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In support of these accusations, Tories pointed to Liberal confidence in Canadian security 

screening procedures and the government’s perceived desire to promote enhanced Sino-Canadian 

ties at the expense of ignoring substantiated security threats. According to the typology of 

political narratives developed by Deborah Stone, Conservative storylines related to Chinese 

cybersecurity concerns over the 42nd Canadian parliament map cleanly onto the narrative 

archetype of storylines of decline, which often depict a descent from a past characterized by 

responsible decision-making to a present marked by recklessness or neglect.268 This structure is 

reflected in unfavourable Tory comparisons between the Harper government’s cautious policies 

on Canada-China relations and the Trudeau government’s perceived imperative to improve ties 

with Beijing at any cost. 

 Liberal Party MPs, on the other hand, consistently rejected not only accusations of 

corruption and negligence, but also the basic premise that investment by Chinese corporations 

was an appropriate matter for the direct intervention of policymakers. On the contrary, Liberals 

consistently resisted the politicization of these issues and attempted to downplay connections 

between Canadian national security review processes and challenges to Canada-China relations. 

The governing party instead emphasized the thoroughness and efficacy of the arms-length 

agencies charged with safeguarding Canada’s digital economy. In contrast to accusations of the 

precipitous decline of Canada’s security regime propagated by Conservatives in both houses of 

Parliament, the Liberal government consistently promoted a storyline of control. As described by 

Stone, storylines of control depict a frightening and unpredictable area of political reality –

securing crucial infrastructure against state cyberwarfare, in this case – as being firmly within the 

control of policymakers and public servants. Such storylines attempt to sooth public anxieties 

and burnish an image of responsible government stewardship over emerging challenges.269 

Competing storylines of decline and control are standard features of democratic debates between 

incumbent and opposition parties. However, these contrasting storylines also reflect a significant 

paradigmatic division between the CSE and CSIS on national security threats posed by China. 

This division was widely observed in this study’s data and was consistent between examined 

                                                            
268 Stone, Policy Paradox, 138-148.  
269 Stone, Policy Paradox, 143.  
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parliamentary venues, finding its most direct expression in the contrasting tones of testimony 

delivered by representatives of the two intelligence agencies in committee.270  

With respect to the threat posed by Chinese cyberoperations, the storylines espoused by 

current and former CSIS representatives over the course of the 42nd Canadian Parliament align 

much more closely with those espoused by Conservatives than the preferred narratives of the 

governing Liberals. Public pronouncements on Chinese cyberthreats by ex-CSIS officials such as 

former national security advisor Richard Fadden and former CSIS analyst Stephanie Carvin often 

provided the informational basis for Opposition critiques of Liberal cybersecurity policy. 

Although both Fadden and Carvin regularly appeared to discuss cybersecurity issues before the 

Standing House Committee on Public Safety and National Security and the Standing Senate 

Committee on National Security and Defence, Fadden and Carvin also provided multiple 

comments to media concerning what they perceived as tangible Chinese threats to Canada’s 

critical infrastructure.271 Although the opinions and testimony of former intelligence officials 

should not be taken as representative of the current institutional paradigm and culture of CSIS, a 

similarly wary tone on foreign digital meddling in Canadian affairs was taken in public 

comments by current director David Vigneault. Without mentioning any countries by name, 

Vigneault warned that “Traditional interference by foreign spies remains the greatest danger, but 

interference using cyber means is a growing concern. The scales, speed, range, and impact of 

foreign interference has grown as a result of the Internet, social media platforms, and the 

availability of cheaper and more accessible cyber tools.”272 A more specific characterization of 

                                                            
270 E.g. Shelly Bruce, House of Commons, Standing Committee on Public Safety and National Security Minutes of 
Proceedings and Evidence, 42nd Parl, 1st Sess, No 097 (13 February 2018) at 1125, Scott Jones, House of 
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Safety and National Security Minutes of Proceedings and Evidence, 42nd Parl, 1st Sess, No 157 (10 April 2019) at 
1534. 
271 Alistair Sharp, “Canada's former spy chief wants more robust election integrity effort,” Canada’s National 
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272Government of Canada, “Remarks by Director David Vigneault at the Economic Club of Canada,” Canadian 
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geopolitical competition with the PRC is described in China in the Age of Strategic Rivalry, the 

synthesized conclusions of an academic outreach workshop publicized by CSIS in 2018.273 On 

its own, this evidence is insufficient to conclude that there is a fundamental misalignment in 

perceptions of cybersecurity threats between the current administration and Canada’s foremost 

national security agency. However, the results of this study clearly indicate increasing 

politicization and polarization of cybersecurity issues related to China, most clearly typified in 

ongoing debates over Huawei.  

In contrast to the wariness over Chinese digital influences demonstrated by past and 

present CSIS representatives, public remarks made by Communications Security Establishment 

officials aligned much more closely with Liberal narratives presenting cybersecurity concerns 

over Chinese corporations as wholly within the purview of apolitical security processes. The 

well-publicized Huawei controversy is again uniquely demonstrative of this dynamic. During the 

September 22, 2018 sitting of the Standing House Committee on Public Safety and National 

Security, CSE head Scott Jones testified that Canada occupies a unique position among the Five 

Eyes nations with respect to its intelligence agencies’ abilities to review technology for backdoor 

vulnerabilities, concluding that any security vulnerabilities associated with the use of Huawei 

gear could be identified and mitigated by existing processes.274 Jones’ September 2018 

committee testimony is not only consistent with the positions taken by CSE officials in future 

parliamentary appearances, but also placed his organization at odds with the conclusions of CSIS 

and Five Eyes intelligence allies, particularly those of American and Australian security officials. 

As repeatedly emphasized by American lawmakers, however, Ottawa’s heterodoxy over the role 

of Chinese firms in digital infrastructure construction could constitute a serious challenge to 

Canada’s current intelligence-sharing framework.275  

                                                            
273 Canadian Security Intelligence Service. China in the Age of Strategic Rivalry. Ottawa, 2018. 
https://www.canada.ca/content/dam/csis-scrs/documents/publications/CSIS-Academic-Outreach-China-report-
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an outlier on an international scale, even within the sphere of western democratic allies. Despite the Trump 
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The varying perspectives on Chinese cybersecurity threats held by Canada’s two key 

intelligence agencies represent a policy challenge in the context of relationships with both China 

and Five Eyes allies, particularly the United States. As cybersecurity experts have repeatedly 

alluded to in committee, these disagreements are a continuation of a lengthy Canadian tradition 

of internal government divisions on how to conceptualize and pursue the Sino-Canadian 

relationship.276 Complex cybersecurity concerns associated with 5G and other emerging 

technologies lend an additional layer of complexity and controversy to an already fraught 

bilateral relationship. As the Government of Canada continues attempts to reconstitute Sino-

Canadian relations, the digital dimension of this relationship must be navigated through a 

careful, whole-of-government approach that incorporates the perspectives of both CSE and CSIS 

and modernizes national security frameworks to safeguard core infrastructure. 

Policy Recommendations 

Although this project’s data analysis and literature review heavily involve the political 

topic of Huawei’s possible inclusion in Canadian 5G networks, this study does not put forth a 

recommendation to the Government of Canada as to whether Huawei should be permitted or 

banned from 5G projects. Although no outcome for this security review has been announced as 

of this writing, it is highly probable that the CSE’s professional security review is now in its final 

stages, and that a conclusion will be publicly announced by mid to late 2020. This much-

discussed federal security review into 5G has been in progress since 2018. An imminent decision 

on Huawei is made more likely by the fact that Canadian telecoms providers are already seeking 

to bring their own 5G networks online, beginning with Rogers on January 15, 2020.277 Rogers 

relied on Swedish telecoms firm Ericsson to supply the equipment used in its network 

infrastructure.278 Telus and Bell, Rogers’ main competitors in the Canadian market, have 

expressed support for Huawei due to the Chinese firm’s more inexpensive equipment. Although 

Bell plans to activate its own 5G network before the end of 2020, corporate representatives have 

acknowledged that the outcome of the Huawei decision could delay this rollout.279  

                                                            
276 E.g. Richard Fadden, House of Commons, Standing Committee on Public Safety and National Security Minutes of 
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279 Ibid.  
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Considering these facts, it is unlikely that this study could influence the immediate 

outcome of the Huawei decision. Instead of including a recommendation on the Huawei 

decision, the policy options put forward in the remainder of this chapter instead focus on 

mitigating future threats to Canada’s digital infrastructure and strengthening political processes 

for addressing digital security concerns in the context of both the Five Eyes alliance and the 

Sino-Canadian relationship. The federal government’s decision on Huawei will not mark the end 

of political controversy over state-directed threats to Canada’s digital economy but will instead 

demarcate a new era of cybersecurity policymaking. As states grapple with new cyber 

capabilities, it is more important than ever that the Government of Canada develop forward-

looking strategies for defending national security against cyber-threats. Furthermore, these 

strategies must take into account the rapidly advancing nature of digitally-enabled technologies 

and the international implications enmeshed within existing dynamics of cybersecurity 

policymaking.  

The need to safeguard Canada’s internet infrastructure is a prominent topic of 

government debate from the perspective of federal political parties and from the standpoints of 

both the CSE and the CSIS, despite the differing paradigms on China and cybersecurity 

strategies espoused by representatives from each organization. Due to the prominence of this 

topic of debate and the compelling evidence presented in committee as to the potential severity 

of state-sponsored cybersecurity threats, safeguarding Canada’s digital infrastructure is an 

indisputable national security imperative. Regardless of the ultimate outcome of the 2018-2020 

federal review into 5G security, a large increase in the number of physical cellular sites is 

necessary to realize the potential of increased bandwidth, latency, and connectivity associated 

with 5G telecommunications technology.280 Parliamentary debates, expert testimony in 

committee and media coverage of the 5G controversy have both consistently emphasized that the 

transition to 5G could lead to unprecedented cybersecurity vulnerabilities.281 These 
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vulnerabilities could expose core internet infrastructure to coordinated acts of state 

cyberwarfare.282. Over the course of the 42nd Canadian Parliament, federal ministers repeatedly 

emphasized the importance of 5G technology to the future of Canada’s digital economy, 

reflecting that telecoms infrastructure integrity is a priority both for Canada’s national security 

and continued economic growth. Digital infrastructure integrity thus represents a challenging 

intersection of cybersecurity, economic development and foreign policy.  

The relevance of this topic to foreign affairs is clearly demonstrated through the record of 

parliamentary debates over 5G throughout 2018 and 2019, which overwhelmingly centered on 

warnings by the intelligence community and Five Eyes allies concerning the alleged dangers 

posed by Huawei. Nor are the foreign policy implications of Canada’s pending 5G decision 

solely the preoccupation of the China-skeptic ranks of the Conservative benches, who asked 

many of the questions on this topic in the House of Commons and the Senate. The wider 

geopolitical significance of this decision was evidenced by the January 2019 comments of Lu 

Shaye, former Chinese ambassador to Canada, who commented that the prospective barring of 

Huawei from 5G construction could have negative ramifications for Sino-Canadian relations.283 

Considering these observations, Canadian infrastructure integrity policies must consider 

international dynamics in addition to economic and technological considerations.  

To safeguard Canada’s digital economy from both state and nonstate cyber threats, the 

Government of Canada should develop a Digital Infrastructure Integrity Strategy to create a 

nationwide, systemic framework for identifying, responding to, and countering threats to 

Canada’s 5G network and the technological advances that it will enable, including the Internet of 

Things and AI. This strategy would involve close cooperation between the federal security 

apparatus and partners in Canadian universities, the telecommunications sector, and provincial 

and territorial governments. This original proposal has the advantage of developing a focused 

national approach to cybersecurity threats to essential internet infrastructure, helping to secure 
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the data and privacy of Canadians. This policy would establish an unprecedented level of 

cybersecurity cooperation across Canada.  

Following parliamentary studies, this strategy would be developed jointly by Public 

Safety Canada, Global Affairs, Innovation, Science, and Economic Development, and the 

Canadian Centre for Cybersecurity, with input from the CSE and CSIS. The involvement of 

Parliament, multiple federal departments, and both CSIS and CSE would complicate and likely 

lengthen the strategy development process. However, the inclusion of a broad spectrum of the 

federal national security apparatus would help to mitigate intra-governmental polarization on this 

issue and help to bridge the paradigmatic gap between Canadian intelligence agencies exhibited 

by the respective statements of CSE and CSIS representatives on both the Huawei security 

review process and the nature of cyber threats posed by China. This strategy would also help to 

break down silos between the cybersecurity efforts of government agencies and between 

government and its partners in academia and the telecoms sector, enabling a diverse set of 

perspectives to formulate responses to emerging cyber challenges. However, by calling for a 

carefully formulated response to rapidly advancing technologies and security issues that are 

already impacting Canada’s economy, this strategy has a risk of becoming partially or fully 

obsolete before it could be fully implemented. For this reason, Canada’s Digital Infrastructure 

Integrity Strategy should be regularly revised in response to ongoing cybersecurity development 

and become an enduring component of federal policymaking processes. 

This strategy would respond to a pressing need for strengthened national cybersecurity 

procedures as Canada’s digital economy evolves and responds to the rise of 5G-enabled 

technologies. Government collaboration with Canadian universities and the telecoms sector 

would produce a robust range of policy options that would help to improve the cyber resilience 

of Canada’s core internet infrastructure. Furthermore, the flexible timeline for the 

implementation of this strategy ensures that the federal government should have enough time to 

develop evidence-informed procedures for responding to current, emerging, and foreseeable 

cyber threats to digital infrastructure integrity. This policy would constitute a necessary step 

towards modernizing Canada’s national security frameworks, safeguarding Canadians’ data, and 

improving defences against malign informatized influences. 
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Given the central role played by the Five Eyes intelligence network in shaping 

parliamentary discussions and policymaking processes related to both Canadian cybersecurity 

and the broader Sino-Canadian relationship, the Government of Canada should also propose the 

creation of a dedicated forum for assessing and developing strategies for contemporary 

cybersecurity threats in partnership with security allies. The induction of such a forum among the 

Five Eyes nations and other close intelligence allies such as France, Germany, Japan, and India 

would have the advantage of bolstering the information sharing facilitated by the links between 

Canada and allied democratic nations, as well as rendering Canada less dependent upon the 

United States for shared intelligence.284 As demonstrated by this project’s data, disunity and 

disagreements between members nations of the Five Eyes network were on full display in 

debates over Huawei and 5G. These disagreements were most notably displayed through the 

repeated efforts of current and former American government officials to convince Ottawa to ban 

the Chinese corporation from 5G networks.285 Informed by this experience, the creation of a new 

international forum between democratic intelligence allies would help to mitigate divisiveness 

and boost coordination in response to future cybersecurity issues. Furthermore, the creation of 

this forum could help to improve the transparency and political responsiveness of Five Eyes 

security intelligence gathering and sharing process. These reforms are needed not only to 

modernize these processes in response to emerging cyber challenges, but also to strengthen 

accountability and public trust in security intelligence following the 2015 Edward Snowden 

disclosures.286 

The objective of this forum would not be to undermine the sovereign decision-making 

processes of participant nations. On the contrary, policy disagreements are inevitable and indeed 

something to be welcomed among an alliance of like-minded nations. However, in the emerging 

geopolitical environment of heightened cybersecurity vulnerabilities, multilateral warfare, and 

rapidly developing technological challenges, enhanced cybersecurity cooperation between 

Canada and its allies should be strengthened and encouraged. A more formalized process of 
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intergovernmental and inter-agency cooperation on cyber-threats and digital infrastructure 

integrity would allow Canada and its security allies to streamline the sharing of intelligence and 

innovations. This proposal would mitigate the risks of damaging international relations between 

participant states over incongruities on contentious issues like Huawei’s involvement in 5G. The 

proposed forum would not aim to supplant conventional diplomatic and intelligence channels 

between Canada and other members of the Five Eyes nations, but instead would be intended to 

create a more constructive venue for building mutual understanding, sharing scientific and policy 

expertise, and bettering cybersecurity defence practices. 

 In the context of an emerging strategic rivalry with China, critics of this proposal might 

argue that the creation of such a forum would signal a return to Cold War-style politics, carrying 

with it the threat of military and cyber-escalation with the PRC. This proposal also carries the 

risk of catalyzing a new, McCarthyistic Red Scare wherein individuals suspected of loyalty to 

the CCP would be exposed to increased scrutiny and persecution. This possibility is especially 

troubling considering the significant Chinese diasporas in each of the member states of the Five 

Eyes network. However, the risks of these negative unintended consequences are outweighed by 

the benefits of more transparent and dedicated cooperation between the Five Eyes nations on 

cybersecurity matters. As demonstrated through parliamentary scrutiny of Bill C-59, the risk of 

escalating tensions with state actors such as China through cyber activity represents a significant 

concern for parliamentarians, particularly considering the CSE’s newly enshrined capability to 

conduct offensive cyber-operations.287 As noted by cybersecurity experts in committee, the CSE 

has previously participated in acts of cyberwarfare against sovereign states, including Brazil, a 

fact that was revealed by the Snowden leaks.288 Rather than triggering escalatory cyberwarfare 

between the Five Eyes nations and rivals such as China and Russia, the proposed cybersecurity 

forum could serve as a mechanism for developing more rigorous norms of cyberactivity among 

the member states, helping to avoid extralegal activity such as that documented by Edward 

Snowden.  
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Nor must the creation of this forum result in the polarization of allied nations around a 

reconstituted Western Bloc opposite a new Eastern Bloc headed by China, Russia, or both. On 

the contrary, the development of formalized norms and regulations governing state cyber-

conduct among the Five Eyes nations could provide a necessary foundation for broader 

conversations between the United States, Russia, China, and other great powers to develop a 

code of conduct for international cyberwarfare comparable to a ‘digital Geneva Convention’, as 

discussed by Adam Segal and Matthew Bey.289 As a middle power with limited cyber-

capabilities and international clout, Ottawa’s ability to initialize either the creation of the 

proposed forum or broader multilateral negotiations to govern international cyber-conduct would 

be limited. Ever since the 1945 San Francisco conference, however, Canada has played an 

outsized role in mobilizing the international community around issues of human rights and 

global governance. By proposing the creation of this forum, the federal government could 

catalyze international conversations on policy solutions for techno-internationalism in 

recognition of the role of emerging technologies as centerpieces of national security and 

power.290 

It remains unlikely that China would accede to an international cyber-regime based on 

western norms without significant concessions. However, it is nonetheless desirable for the 

Government of Canada to encourage international consensus on norms of cyber-conduct 

wherever possible, in addition to strengthening domestic defences both within and outside of 

Five Eyes structures.291 In recent years, the PRC has employed revisionist tactics that often 

disregard agreed-upon rules and norms, as displayed through Beijing’s relentless bullying of 

Canada following the December 2018 arrest of Huawei CFO Meng Wanzhou. However, even a 

pragmatic understanding of current Chinese conduct does not negate the desirability of a rules-

based digital order. It is within the interests of Chinese state to establish a clearly delineated 

framework governing the permissible actions of state actors in the digital realm to safeguard its 

own economy from external attack. Although strained Sino-Canadian relations may hinder 
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New York: Public Affairs, 2016; Matthew Bey, “Great Powers in Cyberspace: The Strategic Drivers Behind US, 
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Ottawa’s ability to act as an intermediary between China and the United States on digital 

cooperation, the federal government should nonetheless support the establishment of a stable 

international order for conducting cyberoperations. Considering the prominence of techno-

nationalism in contemporary geopolitics, working towards an authoritative international 

framework is a worthwhile foreign policy objective that would advance global peace and 

security.  
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Appendix A: Methodology and Coding Structure  
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Coding Process 

Inferences were made by coding observations on multiple levels of increasing complexity 

and specificity. First, an initial review of the edited verbatim transcripts of debates and 

committee meetings found on Government of Canada websites highlighted mentions of the 

central topics of China and cybersecurity concerns. Debates containing mentions of these topics 

were then converted to pdfs and uploaded to NVIVO software. Thirdly, these mentions were 

scanned for occurrences of key research topics themes related to the parent categories of 

cybersecurity and Canada-China relations. During this stage of coding, mentions of 

cybersecurity and Canada-China relations were assigned and classified according to thematic 

nodes using NVIVO based on predetermined coding factors. Within the broad ‘parent node’ of 

Cybersecurity topics, these predetermined coding factors include whether the mention deals with 

cybersecurity legislation, if the mention is concerned primarily with Canadian electoral integrity 

and potential foreign digital interference, if concerns over 5G networks or internet infrastructure 

integrity are raised, if the Five Eyes alliance is mentioned, or if privacy, cyberattacks, or 

espionage concerns are mentioned in connection with Chinese operations or entities. Excerpts of 

parliamentary debate that deal with the central topic of Chinese cybersecurity concerns but do 

not directly relate to these predominant coding factors were instead coded to the parent node of 

Cybersecurity.  

This approach is consistent with the approach to directed content analysis outlined by Hseih 

and Shannon, which progresses from highlighting text sections that appear relevant to key terms 

to applying predetermined coding factors to highlighted text segments.292 This coding process 

enabled the generation of hypotheses describing contemporary discussions of Chinese cyber 

threats in democratic governance institutions, as well as the development of policy 

recommendations for this sphere of Canadian national security. Employing directed coding in 

place of more a subjective strategy for interpreting data helped to minimize researcher bias on 

this topic. Despite this, the use of predetermined coding factors did not replace reflective analysis 

and a limited level of adaptive coding. The process of data collection saw the creation of ‘child 

nodes’ within the broader categories of predetermined codes according to topic prominence and 

                                                            
292 Hsui-Fang Hsieh and Sarah E. Shannon, “Three Approaches to Qualitative Content Analysis. Qualitative Health 
Research,” Qualitative Health Research 15, no. 9 (2005): 1277–1288.  
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a desire for greater coding specificity. By considering potential gaps in discussion, this study 

draws inferences on the latent content of examined federal government texts.  

Coding Structure 

Thematic coding nodes were created in NVIVO software using a mirrored structure that 

maintained the same categorization and hierarchy of nodes and child nodes across all three 

primary sources of data: the debates of the House of Commons, the debates of the Senate, and 

relevant standing committees of Parliament. The broadest nodal category, or ‘parent node’ 

reflects the primary area of inquiry associated with this study: the cybersecurity dimension of 

Sino-Canadian relations. The parent node of cybersecurity is subdivided into the child nodes of 

‘Hacking, Spying, and Surveillance’, ‘Five Eyes Network’, ‘Electoral Integrity and Interference’, 

‘Cybersecurity Legislation’, and ‘5G and Digital Infrastructure’. These thematic categories were 

chosen based on prominent topics of parliamentary discussion and informed by a thorough 

literature review, detailed in Chapter Two.  

Cybersecurity (Parent Node): The inclusion of a devoted parent node to aggregate 

parliamentary discussion on cybersecurity allowed this project to assess the prominence of this 

topic in the parliamentary exchanges of federal lawmakers and experts, including mentions that 

did not deal specifically with one of the core sub-themes comprising the child node categories.  

Hacking, Spying, and Surveillance: This category includes a broad range of texts related to 

Chinese digital influences, up to and including offensive cyberoperations against Canada and its 

allies, government discussions of Chinese surveillance and censorship, and Canadian hacking 

and spying operations. As this category falls within the parent node of cybersecurity discussion, 

it excludes consideration of ‘traditional’ espionage conducted by foreign agents.  

Five Eyes Network: The Five Eyes network was deemed worthy of a separate child node 

under the umbrella of cybersecurity due to the intelligence alliance’s preeminent role in 

Canadian national security discussions, particularly given the role of the network in scrutinizing 

Huawei and other alleged vehicles of Chinese digital influences. 

 Electoral Integrity and Interference: Considering the emergence of digital electoral 

meddling as a major topic of democratic debate and national security concern following the 2016 

American election, a separate nodal category was created to collect and analyze parliamentary 
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discussions related to Canadian electoral defences against foreign meddling. This parent node 

was largely concerned with the state of Canadian electoral security for the then-upcoming 2019 

federal election.  

Cybersecurity Legislation: Several significant pieces of legislation related to cybersecurity 

were debated and passed during the 42nd Canadian Parliament, most notably Bill C-59, justifying 

the inclusion of a node devoted to this topic in this project’s coding structure.  

5G and Digital Infrastructure: One of the central topics of federal security debate over the 

examined period concerned Canadian investment in and protection of investments in 5G 

infrastructure.  

Data Collection 

This study’s data was drawn from a combination of prewritten and spontaneous remarks 

from government actors. Due to the presence of both prepared and improvised statements in the 

data, the use of directed content analysis is well-suited to the research objective of uncovering 

Canadian state discourses on Canada-China relations by highlighting themes and narratives that 

broadly reflect current political values.293 Although this project was primarily concerned with the 

manifest (or explicit) features of texts, coding and thematic categorization also involved 

consideration of latent content due to the combination of intended and implicit meanings in the 

statements of government officials.294 Variations in the contextual meanings of highlighted text 

segments were observed between the House of Commons, the Senate, and each of the examined 

standing committees, reflecting differences in membership composition and organizational 

culture. 

The length of text units coded in this study varies based on topic relevance but was confined 

to a part or the whole of a single transcribed statement of a government official, politician, expert 

witness, or other speaker. Out of a two-page speech given by Public Safety Minister Ralph 

Goodale, for example, only two sentences may have been deemed relevant to the topic of 5G and 

digital infrastructure integrity and coded accordingly. In contrast, a three-paragraph statement 

                                                            
293 Anssi Peräkylä, “Analyzing Talk and Text,” In Collecting and Interpreting Qualitative Materials, 3rd ed, ed. 
Norman K. Denzin Yvonna S Lincoln, 353 (Thousand Oaks, CA: Sage, 2008). 
294 A. Assarroudi, F. H., Nabavi, M. R. Armat, A. Ebadi, & M. Vaismoradi. (2018). “Directed Qualitative Content 
Analysis: The Description and Elaboration of its Underpinning Methods and Data Analysis Process,” Journal of 
Research in Nursing 23 no. 1, 49.  
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delivered by a CSE official on the implications of Bill C-59 in committee testimony might have 

been be coded in its entirety under the nodal category of ‘Cybersecurity Legislation’. Some text 

units also comprise brief exchanges between two speakers, typically taking the form of either a 

question and answer during Question Period or committee testimony, or a witness statement 

followed by the question or response of a parliamentarian in committee. These text units are also 

referred to as ‘units of debate’ or ‘coded items’ in this study. 

The varying length of coded units employed for this study’s process of data collection has 

both advantages and disadvantages. On one hand, the lack of a uniform coding unit arguably 

poses a challenge to the internal validity of this study’s data analysis by making comparisons 

between different lengths of text more challenging from a methodological perspective. The use 

of varied lengths of coded text was chosen based on this approach’s facilitation of a greater level 

of researcher discretion, allowing for greater scrutiny of longer text segments and avoiding the 

trap of populating themed nodes with large sections of irrelevant discussion. This approach 

allowed the coding process for each node to filter out discussion that did not provide any context 

or related information in reference to coded themes. As previously noted, this approach also 

permits units of debate to include both questions and answers, as well as the reactions of multiple 

speakers. This reflects the dialectical nature of parliamentary settings in a way that would not 

have been possible through an analysis that set a uniform coding unit and examined each coded 

mention in isolation. Given this project’s focus on content analysis of parliamentary debates, a 

variable coding unit is suitable for capturing the interpersonal exchanges that comprise the data 

set. Although this approach is more reliant on the judgement of the researcher than coding a 

constant length of text, this more discretionary method is suited to the objectives of directed 

content analysis and ultimately serves this project’s research goal of producing contextualized 

qualitative data with a high degree of internal validity and contextual meaning.   

This study’s focus on political discourse and public-facing releases notably excludes 

confidential and classified information due to a lack of access. Given the reality that confidential 

intelligence sources play a pivotal role in forming government perceptions of sensitive espionage 

topics, this study’s lack of clearance to access confidential, sensitive and redacted information 

affects the body of data collected by this project and influenced the research decision to examine 

and interrogate political debates and public testimony as opposed to focusing on the 
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policymaking process. This project’s specific focus on political debate and narratives 

surrounding Chinese cyber threats as opposed to classified, top-level government national 

security evaluations and directives mitigates barriers to the validity of findings stemming from a 

lack of access to classified information.  

Ethics 

This research project is exempted from the necessity of a research ethics board (REB) review 

due to its exclusive reliance on the public record of parliamentary debates and committee 

meetings. The Tri-Council Policy statement exempts research that “relies exclusively on publicly 

available information” when “[all] information is publicly accessible and there is no reasonable 

expectation of privacy”.295 Publicly available data provides the source of all analysis and 

observations and the basis for this study’s conclusions and policy recommendations. However, it 

is conceivable that the publication of this research may have unintended negative consequences 

for quoted government officials, such as surveillance or harassment from Chinese Communist 

Party-linked entities, or emotional distress and anxiety resulting from public backlash. However, 

these risks are extremely minimal due to the pre-existing public availability of all sources of 

data. Despite the original insights derived from the aggregation and critical synthesis of this data, 

the statements of all parliamentary participants and expert witnesses were already available for 

scrutiny by both the public and the news media. The possibility of negative consequences for 

participants quoted in this research is remote and proportionate compared to the policy benefits 

of elucidating Canadian debates over digital security threats. 

The research was formulated with the TCPS principle of justice as a primary guiding value. 

By drawing attention to Canadian government discussion of cyber threats from China, this 

project involves the remote risk of stoking xenophobia and racial resentment against Chinese 

citizens, Chinese Canadians, and Asian Canadians more broadly. This project strives to mitigate 

the risk of inflaming Sinophobia in Canada by critically assessing the presentation of any data 

that may invoke generalized perceptions of the morals or national loyalties of Chinese Canadians 

                                                            
295 Canadian Institutes of Health Research, Natural Sciences and Engineering Research Council Canada, Social 
Sciences and Humanities Research Council of Canada, and Interagency Secretariat on Research Ethics (Canada). 
2014, Tri-council policy statement: ethical conduct for research involving humans (Ottawa: Interagency Secretariat 
on Research Ethics), Article 2.2; 2.2.b. 
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or Chinese people as an ethno-cultural group.296 This project upholds respect for persons by 

considering equity concerns with respect to the large Chinese Canadian population and Canada’s 

well-documented history of racism against Asian Canadians.  

                                                            
296 Adrian Lee, “The line between us: For Chinese-Canadians like me, coronavirus is just the latest strain of 
infectious fear we’ve faced,” The Globe and Mail, January 31, 2020, 
https://www.theglobeandmail.com/opinion/article-the-line-between-us-for-chinese-canadians-like-me-
coronavirus-is/; Ross Clark, “Sinophobia, the Last Acceptable Racism,” The Spectator, August 12, 2012, 
https://blogs.spectator.co.uk/2012/08/sinophobia-the-last-acceptable-racism/. 

https://www.theglobeandmail.com/opinion/article-the-line-between-us-for-chinese-canadians-like-me-coronavirus-is/
https://www.theglobeandmail.com/opinion/article-the-line-between-us-for-chinese-canadians-like-me-coronavirus-is/
https://blogs.spectator.co.uk/2012/08/sinophobia-the-last-acceptable-racism/
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Appendix B: CODING SUMMARIES 



106 
 

Debates of the House of Commons 

2016: 

In total, cybersecurity issues featured in the debates of the House of Commons on only 6 

separate days in 2016. No exchanges were coded under the parent node ‘Cybersecurity’ 

category. Four debates were coded under ‘Hacking, Spying, and Surveillance’. No exchanges 

were coded under ‘Five Eyes Network’, ‘Electoral Interference and Integrity’, or ‘Cybersecurity 

Legislation’. Two units of debate were coded under ‘5G and Digital Infrastructure’.  

2017: 

Hansard 2017 saw relatively few mentions of cybersecurity debates or potential Chinese 

cyberthreats in the House of Commons. In total, 2017 saw 11 total unit of debates coded under 

cybersecurity, each coded from a separate sitting of the House. Only 1 item was coded under the 

parent node of Cybersecurity in 2017. 3 units of debate were coded under Hacking, Spying, and 

Surveillance. No units were coded under the Fives Eyes Network node. 2 units of debate were 

coded under Electoral Integrity and Interference. 5 units of debate were coded under 

Cybersecurity Legislation, and one 1 was coded under 5G and Digital Infrastructure.  

2018: 

2018 saw a considerable increase in the frequency of debate over cybersecurity concerns in 

the House of Commons, particularly related to this project’s central topic of cybersecurity 

concerns related to China. Over the course of the year, cybersecurity concerns were the subject 

of 26 separate debates in the House of Commons, collected from 22 separate sittings. 2 of the 

most frequently occurring topics of debate in 2018 were telecommunications sector 

cybersecurity and the integrity of Canada’s planned 5G networks. 5 debate units were coded 

under the parent node of cybersecurity. 4 debate units were coded under Hacking, Spying, and 

Surveillance. 2 items were coded under the Five Eyes Network node. 7 items were coded under 

Electoral Interference and Integrity. 2 items were coded under Cybersecurity Legislation. 10 

units of debate were coded under 5G and Digital Infrastructure, meanwhile.  

2019: 

In comparison to 2018, 2019 saw a slight reduction in mentions of cybersecurity topics in 

the House of Commons. In total, cybersecurity was mentioned on 22 separate days, down from 
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26 separate debates in 2018. There are 2 likely explanations for this decline. Firstly, as of the 

time of this writing, most new developments related to the intensely debated role of Huawei in 

Canada’s 5G network occurred in 2018. Moreover, the government security review impacting 

the Chinese corporation’s potential access to 5G networks continued throughout 2019 and was 

ultimately postponed to conclude after the October 21st federal election. Compared to the 10 

mentions of Huawei in Hansard on as many separate days in 2018, Huawei was only the subject 

of 4 separate debates of the House of Commons in 2019. Secondly, opposition scrutiny related to 

China tilted sharply towards criticism of the government’s handling of the Canada-China 

relations crisis resulting from the December 2018 arrest of Huawei CFO Meng Wangzhou, as 

detailed in subsequent sections.  

2 units of debate were coded under the parent Cybersecurity node in 2019. In a departure 

from the frequent occurrence of this node of other categories examined in this study, only 1 unit 

of debate was coded under Hacking, Spying, and Surveillance. Similarly, only 1 item each were 

coded under the nodes devoted to the Five Eyes Network and Electoral Interference and 

Integrity. 4 units of debate each were coded under Cybersecurity Legislation and 5G and Digital 

Infrastructure.  

In total, 65 units of debate were coded from the House of Commons in the 42nd Canadian 

Parliament.  

Debates of the Senate 

2016: 

Only 2 instances of debate over cybersecurity were coded from the debates of the Senate 

of Canada in 2016. Both debate units were coded under the parent node of Cybersecurity, and 

occurred on January 16 and November 2, respectively.  

2017: 

A total of 5 instances of debate over cybersecurity were coded from Senate Hansard in 

2017, each during a separate sitting of the Senate. No items were coded specifically under the 

parent node of Cybersecurity. 3 debate units were coded under Hacking, Spying, and 

Surveillance. No items were coded under the Five Eyes Network node or Electoral Interference 

and Integrity. One item of debate was coded under Cybersecurity Legislation.  
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2018: 

In total, 18 units of debate occurring during thirteen separate sessions were coded from 

the Senate’s 2018 debates, marking a significant increase of thirteen units compared to 2017. 

Only 1 unit of debate was coded under the parent node of Cybersecurity, while no items were 

coded under the category of Hacking, Spying, and Surveillance. 4 units of debate were coded 

under the Five Eyes network node, while 3 units each were coded under Electoral Interference 

and Integrity and Cybersecurity Legislation. 7 units of debate were coded under 5G and Digital 

Infrastructure, reflecting a convergence of interest in this subject among senators in 2018.  

2019: 

2019 saw a total of only 5 units of cybersecurity discussion coded from the debates of the 

Senate, returning to the same total as 2017 following the high mark of 2018. This is partially 

attributable to the truncated length of 2019 Senate sittings due to the federal election campaign 

launched on September 11. No units of debate were coded under Cybersecurity, Hacking, 

Spying, and Surveillance, the Five Eyes Network, or the Cybersecurity Legislation nodes. One 

unit of debate was coded under Electoral Integrity and Interference. 4 units of debate were coded 

under 5G and Digital Infrastructure on 4 separate days.  

In total, 30 units of debate were coded from the Senate in the 42nd Canadian Parliament.  

Debates of the Standing Committees of Parliament 

2016: 

In 2016, a total of 19 units of debate were coded from the examined committees. 4 of 

these exchanges were coded as falling under the overarching parent node category of 

Cybersecurity. 6 exchanges were coded under the Cybersecurity child node Hacking, Spying, 

and Surveillance. 4 exchanges were coded under Five Eyes Network. No items were conducted 

under Electoral Integrity and Interference, and only 1 item was coded under Cybersecurity 

Legislation. 4 items were coded under 5G and Digital Infrastructure. 

2017: 

2017 saw a slight decrease in total number debates and testimonials over cybersecurity. 

In total, debates over cybersecurity occurred on only 6 separate days in 2017 across 11 distinct 
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debates. No units were coded under the parent node of Cybersecurity. Only 1 unit of debate was 

coded under Hacking, Spying, and Surveillance. 4 items were coded under the Five Eyes 

Network. No units were coded under Electoral Interference and Integrity. 3 units were coded 

under Cybersecurity Legislation, and 2 were coded under 5G and Digital Infrastructure. 

2018: 

2018 saw a total of 36 separate coded units of debates over cybersecurity, a sharp 

increase of 25 occasions from the previous year. Many of the examined committee meetings 

focused on intensified debate over Bill C-59 and the changes that it would enact both to 

government oversight of Canada’s intelligence services as well as the capability of the CSE to 

conduct offensive cyberoperations against foreign states and other entities as a preventative 

security measure. 2018 also witnessed the eruption of the Huawei debate over 5G infrastructure 

integrity as a major issue of parliamentary cybersecurity debate. Of the 36 debates examined, 13 

touched on cybersecurity concerns related to China, and a further 2 related to the controversy 

over Huawei’s participation in the construction of Canada’s 5G networks.  

12 units of debate were coded under Hacking, Spying, and Surveillance in 2019. 4 items 

each were coded under the Five Eyes Network node and Electoral Interference and Integrity. 7 

items were coded under Cybersecurity Legislation. Finally, only 2 items were coded under 5G 

and Digital Infrastructure.  

2019: 

Overall, 2019 saw a peak in discussions of cybersecurity in the standing committees of 

parliament, with a total of 41 separate units of debate on 36 different days, an increase of 5 units 

over the previous year. The largest subtopic of discussion related to foreign cybersecurity threats 

to Canada concerned Huawei and 5G networks, continuing a trend from 2018. The role of 

information sharing within the Five Eyes alliance was also a prominent topic, as was discussion 

of cyberthreats posed by China.  

7 debate units were coded under the parent node of Cybersecurity. 8 units of debate were 

coded under Hacking, Spying, and Surveillance. 3 items were coded under the Five Eyes 

Network node. Only 1 item of debate was coded under Electoral Integrity and Interference in 

2019. This result is unintuitive considering that 2019 was the year of a federal election that had 
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previously been the focus of considerable parliamentary anxiety over possible foreign meddling. 

6 items were coded under Cybersecurity Legislation. In contrast to the sparsity of debate over the 

digital integrity of Canadian electoral systems, 16 units of debate were coded under 5G and 

Digital Infrastructure, reflecting an intensified committee interest in cybersecurity threats 

projected to affect Canada’s next-generation internet and telecoms infrastructure. 

In total, 97 units of debate were coded from the examined standing committees in the 

42nd Canadian Parliament.  
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Appendix C: Visual Representations of Parliamentary Cybersecurity Debates 
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Figure A.1: Debates of the House of Commons 
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Figure A.2: Senate Debates 
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Figure A.3: Committee Meetings 
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