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ABSTRACT
In this work, a Researcher Network, which is designed for creating data trust in resourcesharing for academic communities, has been built on a “hybrid” blockchain architecture featuring
the synergistic coupling of Hyperledger Fabric platform with Node.js server. Being a “hybrid”
system, the Researcher Network can give full play to both Hyperledger Fabric and Node.js server
with the whole network featuring characteristics such as data security, access control tailorability,
and large file handling capability, etc. Regarding the access control mechanism, the present work
borrows from and applies the concept of access control list to the said hybrid blockchain network,
which has been proved to provide fine-grained access control over either research information or
files for the resource sharing on the network. The hybrid blockchain network has been thoroughly
tested taking into consideration of the metrics such as throughput, response latency, etc. In the
tests, the hybrid blockchain network is deployed to multiple peer nodes (up to four) either locally
or on the cloud and their performance under a wide variety of load conditions has been evaluated
in detail for the said metrics. All test results indicate that the hybrid blockchain network gives
predictable outcome under all test conditions with responses provided within reasonable time
frame. The tests also highlight the importance of the presence of Node.js backend in the hybrid
network: the Node.js server not only greatly enhances the blockchain network efficiency dealing
with user requests but also adds to the flexibility in the access control process.
To sum up, it has been demonstrated, in this work, that it is feasible to build hybrid blockchain
network with decent performance and fine-grained access control. This work is beneficial for
applying the blockchain technology to the resource-sharing in academic communities.
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CHAPTER 1
INTRODUCTION
The blockchain technology, which underpins the cryptocurrency Bitcoin created by Nakamoto et
al. [1], has been attracting ever-increasing attention from developers, researchers, engineers,
entrepreneurs as well as the general public on a global scale in the past decade or so [2]. In essence,
the blockchain falls under distributed ledger technologies boasting some promising features such
as traceability, immutability, and information security [3]. With these features in place, users
residing on a blockchain network could transact in a peer-to-peer manner regardless of whether
the network is trustworthy or not, which eliminates the need of a central authority. This clearly
suggests that blockchain technology can find immense applications.
So far, in addition to finance sector, a broad spectrum of application areas has also pioneered
to test the promising power of fast-growing blockchain technology: business [4,5], governance [6],
health care [7], internet of things [8], as well as artificial intelligence [9], just to name a few. In
one application scenario [10], traceability and transparency features of blockchain have been given
full play where IBM and Walmart work together using blockchain technologies to guarantee the
food safety and quality during the food life cycle from farmer, processor, distributor, all the way
to customers’ shopping cart. In another application settings [11], MIT media lab leads the
collaboration to build a blockchain platform where the patients can determine who can have access
to their health care data. This is an excellent use case example showcasing blockchain’s capability
in access control including managing permissions, authorization, and data sharing. Moreover,
blockchain has also found applications in new technology areas such as internet of things (IoT) in
which researchers have found “blockchain-IoT combination is powerful and can cause significant
transformations across several industries, paving the way for new business models and novel,
distributed applications” [8].
In contrast to the above-mentioned application areas, the scientific communities might not
seem to be active in adopting blockchain technology. This might be partly attributable to the
broadness, depth, and high complexity nature of scientific communities (e.g., universities and
research institutes of all levels owned by government or private sectors). However, one might find
that a considerable amount of scientific-community-related activities require transparency,
1

traceability, permission management etc. to which blockchain technology is able to offer solutions.
One article from scientific journal Nature has shed light on this topic discussing the feasibility of
introducing blockchain to scientific process [12]. The article mentioned that blockchain has
potentials to help scientists collect and preserve data concerning research activities [12]. It also
points out the potential capability of blockchain in peer-review process. Actually, research
activities that blockchain can target move far beyond those mentioned in the article. From
researchers’ point of view, their research normally contains some major activities, including but
not limited to funding application, research management, and report publishing. The funding
application requires funding-review/decision-making where transparency and traceability appear
to be top priorities. Research management covers funding/personnel/equipment/experiment/datarelated activities where immutability, traceability and accountability need to be satisfied. During
report publishing, paper writing requires data traceability while peer-review needs to build trust in
the process by rewarding reviewers through digital currency [12]. The above activities involved in
research clearly suggest that blockchain definitely has a role to play in these scenarios, where this
promising technology might be able to facilitate the idea, data, paper as well as other forms of
intellectual property sharing by providing proper access control when needed but without being
too intrusive as in some cases of private-owned centralized systems. The National Research
Council of Canada has been using the Ethereum blockchain to proactively publish grants and
contribution data in real time [13], “a measure that complements ongoing quarterly proactive
disclosures available through the Open Government website”. This gives a positive demonstration
that blockchain has already endeavored to contribute to Canadian scientific community, where it
has been serving this purpose right as what it is designed for.
According to the above discussion, in a research environment, certain activities such as sharing
and collaboration based on proper access control of any form of intellectual properties might be
among the factors that contribute most significantly to the success in research. This is because the
research nowadays has already evolved into a scientific activity on a scale that no individual
researcher can manage without collaboration. As a result, there have been some researcher network
popping up in recent years to facilitate the research collaboration, among which the most renowned
ones

are

ResearchGate

(researchgate.net),

Academia

(academia.edu),

and

Mendeley

(mendeley.com) with ResearchGate receiving more popularity than the rest of two [14].

2

Figure 1-1. User analyses of three major researcher network websites [14].
Back in 2014, a thought-provoking study entitled “Scientists and the Social Network”,
published in scientific journal Nature [14], was conducted among researchers to collect their
feedback regarding the use of three major researcher networking websites. As shown in Figure 11, all three websites have not been very professionally used for research purpose by majority of
researchers surveyed even though these sites might have been gaining great popularity among
researchers globally in recent years especially ResearchGate. As the most popular site of its kind,
ResearchGate has attracted millions of users with 10,000 new users registered on a daily basis [14].
However, according to Nature [14], at ResearchGate the most popular activity is “simply
maintaining a profile in case someone wanted to get in touch — suggesting that many researchers
regard their profiles as a way to boost their professional presence online”, which the Nature
survey calls “A battle for profiles”. Moreover, due to the fundamental nature of being public social
network backed up by centralized authority (private for-profit company), ResearchGate and
3

Academia have both caused serious intellectual property concerns since there have been a
significant amount of resources with intellectual properties listed on these sites which in many
cases are fairly easily accessible to those who are in need [14]. This intentionally or unintentionally
attracts more new researchers to join the network which further boosts the popularity of these
centralized private networks. Therefore, this seems to have the potentials to evolve into a
successful business model to transform popularity into profit in the long run due to again
centralized and private-owned nature of these networks.
Based on the above discussion, this thesis will endeavor to work on a solution to the abovementioned issues in this chapter. In Chapter 2, the author will give a detailed problem definition
and set up clear research goals for this thesis.
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CHAPTER 2
PROBLEM DEFINITION
In the discussion from Chapter 1, it is clear to see the general drawbacks with the existing
researcher networks. This chapter will further provide an insight into the said drawbacks and then
set the research goals for the current thesis work.
2.1 Current Researcher Network: Drawbacks
The current popular researcher networks are backed up by centralized authorities who are privateowned companies in nature. The resource-sharing, one of the most important activities on a
researcher network, in a centralized system goes through centralized server which determines
access control to different resources based on different user privileges. It is well known that
centralized systems inherently come with tendencies to have “Single Point Failure” as well as
“Lack of Transparency”. The former describes a situation where a failure in a centralized server
takes down the whole system while the latter results from the fact that there is only one central
authority in the system. To fix the above downsides in a centralized system, one viable approach
is to move to a decentralized (or distributed) one where several nodes of servers replace the single
server in the centralized system (so that system is more robust and resilient to failure) so that
“transparency” could be greatly improved at the same time because the resources as well as the
corresponding access control have been deployed throughout all node servers on the network with
different organizations and/or individuals.
In addition, due to the centralized and private-owned nature, the researcher network central
authority itself is highly likely to market and operate itself in a way to gain more popularity among
researchers, which also leads to problems and concerns as discussed in Chapter 1. To rectify this,
again it can be an effective approach to introduce distributed system where peer nodes
communicate and make decisions instead of a single centralized authority.
According to the above discussion within the current section, applying a distributed approach
to the researcher network could potentially cure the inherent technical drawbacks of a centralized
system. For researcher network, regardless of whether it takes centralized or distributed approach,
the resource sharing as well as the corresponding access control might be one of key factors that
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need to be taken into consideration. However, it is a fairly challenging task to apply access control
to distributed system [15], which might be attributable to the complexity involved in parallel
computation, fragmented/redundant data as well as node-to-node communication [16]. The
traditional logic access control models such as discretionary access control (DAC) and mandatory
access control (MAC) could not be readily adapted to distributed systems. Role-based access
control (RBAC), though being a more flexible approach, also has issues with applying to
distributed systems [17]. It has been suggested that attribute-based access control (ABAC) might
be the direction to go for distributed system according to a recent research [15]. The ABAC
approach has been well adapted for distributed system because it provides granular and meta
attributes capabilities, supporting privilege assignment in a distributed framework that requires
federation and autonomy control between coordinated systems [16]. Compared with RBAC,
ABAC is a more fine-grained approach which allows for design of more delicate access control
based on more input variables.
Therefore, to sum up, in order to build a researcher network for resource sharing without
centralized authority, which has not been done yet by previous research, proper approach needs to
be taken to 1. Apply distributed system to the researcher network; 2. Employ appropriate access
control method for the resource sharing on the said network. The technical problems involved in
steps 1 and 2 will be tackled in the present thesis work.
2.2 Research Goals
In this thesis, to tackle the problems encountered in creating researcher network based on
distributed system as detailed in section “2.1” of this chapter, the author has pioneered to propose
a blockchain-based solution on which resource sharing mechanism and corresponding access
control approach for distributed system will be designed, fine-tuned, and then thoroughly tested
(Figure 2-1).
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Figure 2-1. General system architecture of the Researcher Network.
With this final target in mind, to solve the technical problems raised in section “2.1”, the
present work sets the following goals:
A. Create a researcher network based on distributed system instead of centralized one.
B. Apply access control efficiently to the said researcher network for resource sharing.
C. Test and improve the system performance of the said researcher network; summarize
system performance findings for future research in the similar direction.
The goal “A” will be achieved through applying blockchain technology as the underlying
platform to building the researcher network instead of utilizing existing centralized approaches.
The goal “B” is, very naturally, one step forward based on the achievement of goal “A”. It is
known that blockchain might not be the most efficient way to perform any forms of data operation
due to its consensus mechanism which communicates across all participating peer nodes to achieve
consensus. Therefore, it will be of great importance to design a suitable approach to create, store,
and access the blockchain-based access control mechanism so that the whole distributed network
is able to run smoothly when processing access control request with lowest possible latency.
The goal “C” will be based on the fulfilment of both “A” and “B”, where the question regarding
how the system performs will be discussed quantitatively. Some major deciding factors such as
number of peer nodes and network conditions will also be discussed in detail.
7

The present thesis consists of six Chapters:
Chapter 1 gives an introduction to this thesis.
Chapter 2, the current chapter, proposes problem definition and research goals.
Chapter 3 summarizes the state-of-the-art technical progress so far achieved in the related areas
of this work.
Chapter 4 gives detailed architecture design of the said distributed Researcher Network.
Chapter 5 tests the said Researcher Network and provides quantitative discussion based on the
test data.
Chapter 6 draws conclusions and suggests the possible route to take for the future work.
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CHAPTER 3
BACKGROUND REVIEW
This chapter discusses the background information in the following areas: researcher network,
blockchain technology, and access control, etc.
3.1 Researcher Network
In recent years, the researcher network sites have been attracting ever-increasing attention in
scientific communities [14]. Among them, ResearchGate and Academia have been widely
regarded as the most popular ones [13]. According to web traffic analysis tool Alexa, ResearchGate
and Academia currently rank 178 and 344 respectively in “global internet traffic and engagement”
(see https://www.alexa.com/siteinfo).
The sites ResearchGate and Academia have provided a novel approach for the researchers to
share resources with others in scientific communities. Actually, the resource sharing (or
knowledge sharing) is one of the key functionalities for these sites, which enables researchers on
the network to list research products, comment on publications and projects, and interact with
others in Question feature [13]. It has been found that ResearchGate download counts for
individual article may be a useful indicator for article’s future scientific impact [18]. This is a
reasonable proof that the resource sharing feature on the researcher network has been widely used
and recognized among the researchers as an effective way of accessing research products. In
addition, thanks to the ever-increasing huge user base for ResearchGate and Academia, the impact
of these sites on academic research needs to be evaluated not only at socio-economic level [13,18]
but also technological level (i.e., how to implement the resource sharing to better meet users’
needs).
As discussed in detail from Chapter 1, both ResearchGate and Academia are for-profit
companies which have centralized control over the contents they are listing. Therefore, these sites
inherently come with the drawbacks that are normally seen in a centralized system (i.e., single
point failure, lack of transparency etc.). Moreover, the site from a for-profit company, which is
based on a centralized system, tends to focus on increasing its own popularity instead of on features
that are essential to researchers’ benefits (i.e., academic resource sharing, etc.). In this work,
9

distributed system has been proposed and tested in place of centralized counterpart for sharing
resources among users.
3.2 Blockchain
According to “Oxford Learner’s Dictionaries” (by Oxford University Press), the word “trust”
could refer to “an arrangement by which an organization or a group of people has legal control
of money or property that has been given to somebody, usually until that person reaches a
particular age; an amount of money or property that is controlled in this way”. From this
definition, the “trust” requires that a trustee, in whom both parties have belief/confidence, oversees
the asset transaction from one party to another. Likewise, when it comes to data, which are often
associated with concerns regarding privacy, intellectual property etc., the transactions involved
also require the presence of certain form of “trustee”. But is it possible to transact between users
without the need for such “trustee”? The answer is yes. This can be achieved through the
blockchain technology: e.g., Meng et. al.’s work [19] shows the great potentials in applying
blockchain technology to solve the data sharing and trust management issues in intrusion detection.
Then what is blockchain? A blockchain is “a chained data structure that combines blocks of
data and information in a chronological order and records the blocks in encrypted form as a
distributed ledger that cannot be tampered with or forged” [20]. The blockchain technology has
undergone different stages so far [20]:
a. The Blockchain 1.0 era (2008) features emerging of cryptocurrencies (i.e. Bitcoin) [1,21].
This stage is also called “Embryo Stage” which witnessed the birth of blockchain
technology.
b. In the second stage (Blockchain 2.0: 2013), the blockchain technology had been developed
to solve real-life problems in industrial and business world [8]. To cater this trend, a series
of industrial and business blockchain platforms have emerged including Hyperledger
Fabric/Composer from Hyperledger Project (https://www.hyperledger.org) which have
been utilized in the tech-stack in the present thesis work.
c. The next stage of blockchain technology features blockchain ecosystems and societies
where blockchain-based applications penetrate activities of social and technological life of
human beings. Some representative technologies of this stage [22] include decentralized
application (DApp), decentralized autonomous organization (DAO), and etc. The
10

blockchain technology will be woven into/with other state-of-the-art industrial
technologies in this stage. The present thesis work follows this trend by creating a
researcher network based on the blockchain technology which is a form of DApp in essence.
Being a distributed system in nature, blockchain has some distinct features. The following
briefly discusses some notable ones [20]:
a. Trustless Trust. Blockchain does not rely on any centralized authority to process any
transaction. The participants do not need to trust each other to execute transactions on a
blockchain network. This is ideal for the situation where the participants on the network
would like to “trade” with each other on a fair basis without the interference of any
centralized authorities. The hash algorithm and consensus mechanism on the blockchain
network creates the trust in the network [20].
b. Transparency. Each transaction needs to go through consensus mechanism of participating
nodes for endorsement. Therefore, each node is aware of the most current world state of
the blockchain network and the data on the network is transparent to all participating nodes
[20].
c. Immutability. The blockchain is an “Append-Only” system where a transaction can not be
tampered with once it is finally bundled to the block: once a block is generated with the
latest transactions it takes into consideration of the information such as hash of the previous
block, transaction data and etc. to create a new hash for the block. Whoever wants to
modify the data on the ledger or “double-spend” a transaction must modify the hash values
in all previous blocks which is almost an impossible task considering the significant
amount of computing work involved. This ensures the traceability of the data on the
blockchain [20].
Current blockchain networks roughly fall into two types: public and private blockchains [8].
The public blockchain is permissionless network where everyone is allowed to join. The private
blockchain is permissioned network where only selected participants are allowed on the network.
Bitcoin is a typical public blockchain while Hyperledger Fabric is a private one.
Blockchains is a distributed system so it needs to address the problem of how to coordinate the
participating nodes for decision-making. This is where the consensus algorithm is needed. The
consensus algorithms of the blockchain refer to how the untrust-worthy nodes reach consensus [8].
11

It is challenging for blockchain network to reach consensus since blockchain is a distributed
system with participating nodes and there is no central node to guarantee that all nodes behave the
same way. In order to solve this problem, so far there have been some consensus algorithms
developed. Some popular ones are “Proof-of-Work” (PoW), “Proof-of-Stake” (PoS), “Practical
Byzantine Fault Tolerance” (PBFT), etc. The PoW is used by Bitcoin and it uses the computing
work to prove that a node is unlikely to attack the network when it tries to broadcast a block of
transactions to other nodes [23]. The PoW is energy intensive as it requires a large amount of
computing work. The PoS is an energy-saving alternative to PoW where the chances of a node
mining the next block is proportional to its balance [8]. Both PoW and PoS are used in the public
blockchain to fend off the malicious attack to the network. For private blockchain settings, the
participants are “whitelisted” so it is not necessary to utilize the expensive consensus mechanism
as opposed to public network. In this case, the consensus algorithm does not need to use the
economic incentive for mining. The “Practical Byzantine Fault Tolerance” (PBFT) suits this
situation and is used by private blockchain platforms (i.e., Hyperledger Fabric). The PBFT has a
three-phase protocol with a “primary” (leader) node acting as the block miner; the leader can be
changed by the rest of the network via a “view-change” voting mechanism [8]. The PBFT can
tolerate up to one third of faulty nodes.
Through the above discussion on blockchain, one can imagine blockchain as a distributed
database where each node keeps a copy of ledger which is updated through consensus algorithm.
The ledger keeps all the transactions in chronological order. The transaction processed on the
blockchain needs to follow certain terms of contract and this is where smart contract comes into
play. The “smart contract” was defined by Nick Szabo as “a computerized transaction protocol
that executes the terms of a contract” back in 1994 [8]. In a blockchain environment, the smart
contract (also known as chain code) is a set of functions residing on the chain that are called
automatically and executed independently on each node according to the data included in the
triggering transaction [8]. Regardless of types of transactions, the smart contract should always be
deterministic and gives predictable outcomes under all possible transaction conditions.
In the present thesis, Hyperledger Fabric, from the Linux Foundation, is used as the underlying
technology to build the researcher network backend. Hyperledger Fabric is an enterprise-grade
permissioned distributed ledger framework for developing solutions and applications and it is
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underpinned by a modular architecture delivering high degrees of confidentiality, resiliency,
flexibility, and scalability [24].
A blockchain network mainly consists of a set of peer nodes (or peers) and Hyperledger Fabric
is of no exception. Peers are fundamental elements of the network as they host instances of ledgers
and smart contracts (or chaincode). In a real blockchain application, the peers on a blockchain
network can be owned by different organizations and they are the connecting points between
blockchain network and organizations [24]. In the entire transaction workflow process, all peers
have reached agreement on the order and content of the transactions and this process is called
consensus. The update transaction, which are processed by the peers on blockchain network, takes
three steps to complete [25]: in step one, each endorsing peer submits an endorsement of the
proposed ledger update to the application; in step two, these endorsements are collected and packed
into block; in step three, these blocks are distributed back to each peer with each transaction
validated and committed to the peer’s copy of ledger.
The present thesis work will discuss, in detail, the performance of researcher network built on
top of Hyperledger Fabric (see Chapters 4 and 5).
3.3 Access Control
For researcher network, it is of paramount importance to have safe and efficient access control
mechanism in place to manage “who has what access privileges to what resource” since the
resource on the researcher network (in this work) might be related to intellectual property with
limited access. Access control is actually one of the prime concerns in Industry 4.0 according to a
recent review on “Blockchain for Industry 4.0” [26]. The access control mechanism refers to the
“logical component that serves to receive the access request from the subject, to decide, and to
enforce the access decision” [15].
So far there have been several access control models developed [15]: e.g., MAC/DAC
(Mandatory Access Control/Discretionary Access Control), IBAC (Identity Based Access Control),
RBAC (Role Based Access Control), ACL (Access Control List) and ABAC (Attribute Based
Access Control). However, the distributed system features complicate the implementation of
existing access control models due to some unique characteristics of distributed systems. For
instance [16]:
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a. The distributed systems process data wherever the resources reside which means there
might be the need to run multiple instances of access control mechanism. This is different
from a centralized system.
b. In a distributed system, the node-to-node communication is often based on unsecure
protocols such as RPC over TCP/IP [27] which can be compromised in case of bad
communication.
In order to implement access control securely and efficiently in the distributed system, Hu et
al. [16] suggested that ABAC could be a viable solution because it provides granular and meta
attributes capabilities supporting privilege assignment in a distributed system. Actually the ACL
is a special case of ABAC where the “attribute” is identity [15]. Based on the concept of ACL, this
thesis work has proposed an access control mechanism to be used in the researcher network for
resource sharing which has been proved to be feasible (see Chapters 4 and 5 for details).
3.4 Summary
This chapter reviewed the background information in the related areas of researcher network,
blockchain, and access control. So far there has been no work reporting on applying blockchain
technology to building researcher network for resource sharing. As discussed in Chapter 1 and
further in this chapter, the major drawbacks of the current researcher networks stem from the nature
of underpinning centralized systems. Therefore, it is reasonable to introduce the distributed system
to the researcher network so that the said drawbacks from centralized system can be overcome. In
the following Chapters 4 and 5, the architecture and performance of the researcher network, which
is deployed to a blockchain network, will be discussed in detail.
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CHAPTER 4
SYSTEM ARCHITECTURE
This chapter details the researcher network system architecture, which is composed of the
researcher network backend and a front-end interacting with end users. The following sections in
this chapter will review the architectures of those components in detail.
4.1 Researcher Network Architecture

Figure 4-1. Architecture of the Researcher Network backend.
Within the Researcher Network backend, the Fabric blockchain network and Node.js server work
in synergy with each other (Figure 4-1). The major components in the backend are as the following:
I.

Hyperledger Fabric blockchain network (or Fabric network throughout the rest of
thesis): this part, the fully functional Hyperledger Fabric network (v1.0), is wrapped
within the Hyperledger Composer framework (v0.16) through which the blockchain
interacts with other backend entities directly or indirectly. This part can be deployed to
one, two or four peer nodes and persist data in CouchDB database.

II.

Node.js server: this part is exposed to the outside through RESTful web service to
interact with end users. The Node.js server (LoopBack v3.19.0) communicates with
Fabric network and MongoDB database (see III) to guarantee the data synchronicity
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between them in an atomic manner. It also guarantees the high availability of the
backend data.
III.

MongoDB database: this is a running instance of document-oriented NoSQL database
working as a complementary data source to the blockchain database to guarantee the
high data availability.

4.2 Fabric Network Components in Detail
As illustrated in Figure 4-1, the Researcher Network backend is composed of Hyperledger Fabric
network as well as Node.js server. The Fabric network is a distributed ledger platform for
developing application or solutions with a modular architecture. It is a permissioned network
which allows for the implementation of access control over the resources residing on the network.

Figure 4-2. The JSON connection profile of Fabric network with four peer nodes deployed within
docker containers.
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Figure 4-3. Docker images of participating nodes on the running Fabric network.
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In the present work, the Fabric network, together with Node.js server, act as backend
infrastructure in the Researcher Network. Being a distributed ledger in nature, the Fabric network
relies on the nodes as communication entities. This work runs Fabric network deployed with one,
two or four peer nodes. The Fabric platform originally comes with only one peer node once
installed. Therefore, extra work is needed in order to have Fabric running with multiple peer nodes.
Figure 4-2 shows the JSON connection profile of Fabric network deployed with four peer
nodes. The connection profile works with Hyperledger Fabric runtime to set up the connection
configurations for peer nodes etc. with nodes communicating over different ports. The Fabric
components operate within their own docker containers. Figure 4-3 shows the docker containers
of all nodes (peer nodes, orderer node, certificate authority node, etc.) as well as chaincode when
Fabric is running. It is essential to make sure that all Docker containers are running on the Fabric
(Figure 4-3) which is the bases for developing any business logics on a Fabric network.
In order to make efficient use of Hyperledger Fabric to build distributed ledger network, the
Hyperledger Composer (or Composer throughout the thesis) is used in the present work. The
Composer is an open development platform to make developing blockchain applications more
convenient and less time-consuming. It completely supports the Fabric infrastructure and runtime.
For a normal use case of the Composer, the business network archive file (.bna) needs to be
generated in order to deploy the business network on the Fabric network. The business network
archive file consists of model file (.cto), script file (.js), access control file (.acl) and query file
(.qry), etc. The model file describes either an asset (i.e., computer, car, etc.) or a participant (i.e.,
buyer or seller) or a transaction (i.e., transferring asset from one participant to another). The script
file defines the transaction logics for the assets. The access control file stores the access control
rules for assets, participants, and transactions. The query file stores queries.
The present work also requires the definition of these files from business network archive.
There are three types of participants defined by Composer in the present work: Professor, Student
as well as Researcher and Fellow. A base class People is defined and then these three types of
participants inherit from the base class. Figure 4-4 shows the model definition for participant
(People), asset (Document), transaction (TradeDoc), event (TradeNotification) as well as
transaction logic (tradeDocs).
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Figure 4-4. Code snippets (top to bottom): model definition for participant (People), asset
(Document), transaction (TradeDoc), event (TradeNotification) as well as transaction logic
(tradeDocs).
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As discussed earlier, three types of participants on the Fabric network are: Professor, Student,
as well as Researcher and Fellow while the main asset is Document (Figure 4-4) which is the
resource to be shared on the network. Being a resource-sharing blockchain network, it is of
paramount importance to provide secured and efficient access control to the assets on the network.
To this end, the Composer comes with access control rules (in .acl file). The present work uses an
access control list together with the built-in Composer access control rules to execute access
control logics.

Figure 4-5. Access control code snippets for the Hyperledger Fabric network (defined through
the Hyperledger Composer).
The Figure 4-5 shows the access control rules defined through the Hyperledger Composer,
which dictates the operations a single user can have with respect to different assets. This is an
access control execution at the distributed ledger level. In the present work, the access control in
the Hyperledger Composer contains only basic rules with more complicated ones hosted on
Node.js server which benefits the overall system performance. The access control rules on Node.js
server make use of access control list to provide more fine-grained control over resource-sharing.
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Figure 4-6. Access control code snippets for the Node.js server handling Put request.
The Figure 4-6 shows the handler function for Put request with access control code snippets
for the Node.js server (some duplicate code purposely shown to demonstrate logics). This specific
access control “imitates” how the operating systems (Window or Linux) use access control list to
manage access permission to system resources such as files. For each Document (see asset
Document in Figure 4-4) residing on the present Researcher Network, the network keeps lists of
access permissions for read, write, and download. When a user requests to access a Document (for
example, a Put request to update the Document information as shown in Figure 4-6), the Node.js
server first checks if the user has the write permission to the document and if so then it forwards
the request to the Fabric network to update the Document information. In case the Fabric network
successfully completes the requests, the Node.js server then updates the corresponding information
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on its database. In case the Fabric network fails to complete the request, the Node.js server will
not update any information on its database. In other words, the whole process is “atomic”: either
both updated or none updated. Therefore, the data on Fabric network and Node.js server are always
synchronized. The above discussion relates to the requests which update the information on the
Document on the researcher network. For read request, which does not update the Document
information, the Researcher Network deals with that in a different approach. When there is a read
request sent from an end-user to the system, the Node.js server first checks if the Document
requested to be accessed has that specific user on its read control list and if so it will directly return
the document information without reporting to the Fabric network. This way the whole Researcher
Network could deal with read requests more efficiently considering that there is no need to
synchronize the data between Node.js server and Fabric network for read operations (only access
permission check needed). The read request is the most frequently used request type (or at least
among the most frequently used) so this design could greatly enhance the system efficiency in case
of high number of user requests (see Chapter 5 for details from tests).
According to the discussion on the access control design in the present work, the access control
information for a specific Document is mainly stored within its Document object (Figure 4-4 asset
Document) with Fabric network and Node.js server maintaining/synchronizing two identical
copies of Document. If a user just requests for the Document information, then the Node.js server
returns the corresponding information once it confirms the requesting user has the permission to
that specific Document. While if the user requests to update the Document information, then the
Fabric network and Node.js server update/synchronize the Document information in an “atomic”
manner given that the requesting user has the write permission to the Document. The access control
information, in the present work, is completely built into each Document object instead of using
one large access control file taking care of access control information for all Documents. The
benefits of doing this is two-fold: 1. The access control comes in the form of small access control
entities within each Document object so that the access control process is more secure and more
efficient considering that each Document access control information is totally isolated/separated
from others’ and comes with other document information within the same Document object; 2. It
can provide flexible and highly fine-grained access control mechanism based on the access control
requirements and it is also convenient to modify the said mechanism. Overall, the access control
mechanism used in the present Researcher Network has proved to be feasible, secured, efficient as
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well as compatible with distributed system. The Chapter 6 further gives the quantitative evaluation
of the whole system performance, where the read/write requests will be tested/evaluated
thoroughly.
4.3 Front-End Interface
The Researcher Network can not interact with end-users without a well-designed user interface
(or Front-end). In the present work, the user interface is mainly designed for the web environment
taking into consideration of different web browsers (i.e., Chrome, Firefox, etc.) as well as
operating systems (i.e., Windows, Linux, Android, and IOS).

Figure 4-7. Researcher Network: home page main features.
The Figure 4-7 shows the design of the home page for Researcher Network, where users can
browse/update their projects, create new project, upload file for a specific project as well as
download files from existing projects.
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Figure 4-8. Researcher Network: access control set-up page.
The Figure 4-8 shows the page where users can set up access control for their projects. The
“Read Control User List” and “Write Control User List” dictate who can read/modify the contents
of the current project while the “Download Control User List” gives the user full permission from
reading/modifying project contents to downloading project files.

Figure 4-9(a). Researcher Network: view read-only project.
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Figure 4-9(b). Researcher Network: view project with read/write/download permissions.
Once the access control on a specific project has been set up, then other users either can access
this project with different levels of permissions or can not access the said project at any level
(Figure 4-9). For example, the read permission only allows a user to read the contents of a project
without being able to modify the contents or download the attached project files while the write
permission allows a user to read and modify the project contents without being able to download
the project files. With a download permission, users can not only read/modify the project contents
but also download the attached project files to which they have the permission to. It is noteworthy
to highlight that the project owner can fine-tune the download permission to allow only certain
file(s) to be accessed by specific user(s), which is achieved by the access control mechanism
discussed earlier in this chapter (sections 4.1 and 4.2). It is clearly seen that the proposed access
control mechanism (sections 4.1 and 4.2) is a fine-grained approach that can be used in real
application settings.
4.4 Summary
This chapter gives a detailed discussion over the system architecture focusing on the server-side
design, which has achieved research goals set in Chapter 2. For the goal A (Create a researcher
network based on distributed system instead of centralized one), the author has proposed a
researcher network build on a “Hybrid” architecture combining Hyperledger Fabric network and
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Node.js server. The said “Hybrid” architecture functions well in line with the design expectations.
Regarding the research goal B (Apply access control efficiently to the said researcher network for
resource sharing), the author creatively introduced access control entities into each asset object
through applying the access control list approach to the present asset data structure. This approach
makes an efficient, secure, and flexible access control mechanism for the Researcher Network. To
make the Researcher Network more efficient in performance as described in research goal C, the
author has designed Researcher Network to process the read request differently than other requests
so that the overall system performance is boosted. This will be further tested and evaluated in
Chapter 5.
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CHAPTER 5
PERFORMANCE EVALUATION AND DISCUSSION
5.1 Performance Evaluation Approaches
Following Chapter 4, this chapter evaluates the server-side system performance with discussions
regarding how the system architecture affects the performance. The performance evaluation
consists of two major parts: 1. load test for read request; 2. load test for write request. Normally,
the write request represents a transaction which changes the state in the blockchain network (Fabric
network in this work), for instance any value stored in the network. In a blockchain network,
a transaction is a state transition that changes data in the blockchain from one value to another.
Transactions are typically proposed by clients and then evaluated by the blockchain network
against a list of rules (“chaincode” in Hyperledger Fabric and “smart contract” in many other
blockchains). The network will commit the transaction if it is valid, which makes the state change
in the network. A transaction may also fail in the validation process. When evaluating the
performance of a blockchain network, the measurement of valid transactions makes more sense.
Therefore,

the

total

number

of

invalid

transactions

should

be

subtracted

when

calculating throughput. Different from write request, the read request brings no change to the state
of the network. In the present work, the read request refers to the actions such as querying for data
or retrieving a transaction that is executed.
In read request test, the server API is called to read data for a specific resource while in the
write request test the specific server API is executed to persist updated data to blockchain database
for a specific resource. The Apache JMeter 5.0 is installed on Windows 10 operating system to
test the performance of blockchain server which has been deployed to both local Ubuntu virtual
OS and Google cloud virtual Linux OS. The key metrics to be tested are “Read Latency”, “Read
Throughput”, “Write Latency” and “Write Throughput”. The following are the corresponding
definitions.
𝑅𝑒𝑎𝑑 𝐿𝑎𝑡𝑒𝑛𝑐𝑦 = 𝑇𝑟𝑒𝑐𝑒𝑖𝑣𝑒 − 𝑇𝑠𝑢𝑏𝑚𝑖𝑡

(5-1)

where 𝑇𝑟𝑒𝑐𝑒𝑖𝑣𝑒 is the time when response from server begins to arrive while 𝑇𝑠𝑢𝑏𝑚𝑖𝑡 denotes the
time when read request is sent.
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𝑅𝑒𝑎𝑑 𝑇ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 = 𝑁𝑟𝑠𝑢𝑐𝑐𝑒𝑠𝑠 /𝑇𝑡𝑜𝑡𝑎𝑙

(5-2)

where 𝑁𝑟𝑠𝑢𝑐𝑐𝑒𝑠𝑠 represents the number of successful read requests going through the server while
𝑇𝑡𝑜𝑡𝑎𝑙 the total time consumed in the response. Unit is number/second (or transactions per second,
tps).
𝑊𝑟𝑖𝑡𝑒 𝐿𝑎𝑡𝑒𝑛𝑐𝑦 = 𝑇𝑟𝑒𝑐𝑒𝑖𝑣𝑒 − 𝑇𝑠𝑢𝑏𝑚𝑖𝑡

(5-3)

where 𝑇𝑟𝑒𝑐𝑒𝑖𝑣𝑒 is the time when response from server begins to arrive while 𝑇𝑠𝑢𝑏𝑚𝑖𝑡 denotes the
time when write request is sent.
𝑊𝑟𝑖𝑡𝑒 𝑇ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 = 𝑁𝑤𝑠𝑢𝑐𝑐𝑒𝑠𝑠 /𝑇𝑡𝑜𝑡𝑎𝑙

(5-4)

where 𝑁𝑤𝑠𝑢𝑐𝑐𝑒𝑠𝑠 designates the number of successful write requests going through the server while
𝑇𝑡𝑜𝑡𝑎𝑙 is the total time consumed in response. Unit is number/second (or transactions per second,
tps).
Both read and write requests are tested on local Ubuntu virtual OS and Google cloud virtual
Linux OS, which compare the server performance under different network conditions: local
Ubuntu virtual OS represents ideal conditions where there is no network bottleneck while the cloud
environment mimics the real-world condition with consideration of network latency. In order to
guarantee that all test results are comparable for the same test environment (either local Ubuntu
virtual OS or Google cloud virtual Linux OS), the blockchain docker containers, either deployed
locally or in the cloud, are removed completely and rebuilt again right before each set of tests. In
addition, only test-related programs/processes are allowed to run during the test to minimize the
CPU usage by unrelated processes and to guarantee all tests start and run at the system conditions
that are as close as possible, both locally and in the cloud. During each set of tests, JMeter sends
HTTP requests (read or write) with predefined parameters to the server and then records the results.
During the discussion in Chapter 4, the architecture of Researcher Network has been explained
in detail which proves that the first research goal (as stated in Chapter 2: “Create a researcher
network based on distributed system instead of centralized one”) has been achieved. Following the
achieved goal, this network needs to have a reasonable latency while accessing the access control
files for resource sharing and management which will help achieve the second research goal
“Apply access control efficiently to the said researcher network for resource sharing”. It is known
28

that blockchain consensus mechanism execution might not be an efficient process. For instance,
permissionless blockchain such as Ethereum relies on Proof-of-Work (PoW) based consensus
which is highly resource-consuming and thus inefficient [8]. The permissioned blockchains, on
the other hand, run a blockchain among a set of known, identified participants. A permissioned
blockchain provides a way to secure the interactions among a group of entities that have a common
goal but do not fully trust each other, such as businesses that exchange funds, goods, or information
[28]. By relying on the identities of the peers, a permissioned blockchain can use traditional
Byzantine-fault tolerant (BFT) consensus [28], which is more efficient than PoW. The
Hyperledger Fabric used in the present work employs the Kafka algorithm in its ordering and
validating processes to reach consensus, which is also a relative efficient consensus mechanism
[28]. With Fabric network being a platform reaching consensus more efficiently, in this work extra
efforts were made to further boost the blockchain network performance. A Node.js server was
deployed alongside the Fabric network to share some of the “heavy lifting”. The access control
files could be readily accessible through Node.js server which helps boost the performance in most
access control related scenarios (especially read request) on the server. However, when it comes
to creating or updating access control privileges, the update on access control file will be first
executed on Fabric network, after and only after consensus reached and ledger updated then the
corresponding access control update will be performed on Node.js server. It is noteworthy that the
above update on access control file is atomic: if Fabric network peer nodes can not reach consensus
or/and ledger for some reason can not be updated among all peer nodes, then the Node.js server
will ignore the update request without doing anything. This is important for keeping access control
information identical between Node.js and Fabric, which guarantees the operation on Node.js
server reflects the access control privileges on Fabric network.
The actual system in this work comes in a “Hybrid” approach combining Fabric network with
Node.js server. In order to test whether and to what extent the Node.js server could boost the access
control file operation efficiency, the load tests for read request are applied to Fabric network with
or without Node.js server where both average response latency and throughput are evaluated.
Differences will be shown in these test cases to highlight the role that Node.js server takes in
efficiently applying access control operations.
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The virtual OS specifications in tests, to which the whole system (Fabric network as well as
Node.js server) are deployed, are summarized in Table 5-1. As can be seen from Table 5-1, the
virtual OS specifications for local and cloud are technically close enough so that it should be safe
to say that the test results obtained from these two platforms are reasonably comparable.
Table 5-1. The virtual OS specifications.
Virtual OS
Ubuntu 16.04.1 LTS

Ubuntu 16.04.1@
Google Compute Engine

Specifications
Processor: Intel Core i5-7200U CPU @2.5 GHz 2.71 GHz
Memory: 13.4 GB
Machine type: n1-standard-1 (1 vCPU, 3.75 GB memory)
Processor: Intel Xeon E5 v3 vCPU @2.3 GHz 2.8 GHz
Zone: us-east1-b

5.2 Load Test for Read/Write Requests
The tests in this section are set to evaluate the efficiency of the system, Fabric network
with/without Node.js server, in retrieving/updating data through HTTP communications. The test
set-up is schematically illustrated in Figure 5-1.

Figure 5-1. The overall test set-up architecture.
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In the following system evaluation discussion within this chapter, the “whole network” refers
to “Fabric network deployed with Node.js server (either locally or on the cloud)”.
As shown in Figure 5-1, the Fabric network is deployed with multiple peer nodes (up to four
nodes with the node counts 1, 2, and 4 tested). In one case of scenario, the Node.js server is
deployed alongside the Fabric network while another case of scenario is also evaluated where there
is only Fabric network without the Node.js server deployment. This is to test the role that Node.js
takes in retrieving data as well as the efficiency of solely Fabric network in doing so. In either case,
the whole system is exposed through RESTful web service. It is also tested how the way of
deployment affects the system performance for instance average response latency and throughput:
the system is deployed either locally on an Ubuntu 16.04.1 virtual OS or to the Google cloud
virtual Linux OS. The JMeter software is installed on the local OS and sends predefined HTTP
request to Fabric network (with/without Node.js server) deployed either locally or on the cloud.
The read requests, in all figures, are sent without any delay unless otherwise stated in the figure.

Figure 5-2. Average read response latency for the Fabric network deployed locally.
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Figure 5-3. Average read throughput for the Fabric network deployed locally.

Figure 5-4. Average read response latency for the Fabric network deployed on the cloud.
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Figure 5-5. Average read throughput for the Fabric network deployed on the cloud.
Figure 5-2 shows the average read response latency for Fabric network deployed locally with
one, two, and four peer nodes. As concurrent number of requests is increased from 1 to 96, the
average response latency is increased from below 1000 ms to around 20000 ms with one-node and
four-node set-ups having fairly close measured latencies, which shows the trend of Fabric network
handling the requests with load increase. For Hyperledger Fabric, the read requests, which are
query transactions (as opposed to update transactions in write requests), do not employ the
consensus mechanism. However, there is still some noticeable difference in terms of response
latency when number of nodes is increased from one to four. Obviously, it adds to the overall
overhead of the network when adding peer nodes to the networks. The same trend could be found
for the Fabric network deployed on the cloud (Figure 5-4), where the response latency is increased
from below 1000 ms to close to 30000 ms. The internet latency, because of cloud deployment,
clearly has an impact on the Fabric network performance when Figures 5-2 and 5-4 are compared.
When looking at another important metric of server performance, average throughput, there
are also interesting findings. The Figures 5-3 and 5-5 give average throughput of the Fabric
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network deployed locally, and on the cloud, respectively. When deployed locally (Figure 5-3), the
one-node set-up does not reach saturation point until number of requests is increased to 80 while
the two-node and four-node set-ups reach saturation point earlier, at around 64 and 32, separately.
When deployed on the cloud (Figure 5-5), there are not very clear saturation points for all set-ups.
However, in both cases (local and cloud deployments), the average throughput shows a trend of
decrease as the number of nodes increases. The internet latency also plays a role here since the
average throughputs for local deployment are higher than its cloud deployment counter parts. For
both local and cloud deployments, the Fabric network shows clear scalability.
The above findings from read request tests agree well with some of those from Nasir et. al [10],
where they found applying query function (similar to read request in the present work) to
Hyperledger fabric network results in increased response latencies and decreased transaction
throughput when increasing number of peers. Nasir’s work is evaluated using Hyperledger Caliper
which is a tool for measuring blockchain performance.
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Figure 5-6. Average read response latency for the Fabric network with one node.

Figure 5-7. Average read throughput for the Fabric network with one node.
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Figure 5-8. Average read response latency for the Fabric network with two nodes.

Figure 5-9. Average read throughput for the Fabric network with two nodes.
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Figure 5-10. Average read response latency for the Fabric network with four nodes.

Figure 5-11. Average read throughput for the Fabric network with four nodes.
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The Figures 5-6 to 5-11 compare the read request performance data for local and cloud
deployments. For read request applied to Fabric network only, it is interesting to see that the
average response latencies for local and cloud deployments are fairly close for all one, two and
four node comparisons while the local deployment is always noticeably higher than their cloud
counterparts in terms of average throughput. The average throughput is determined by Equation
5-2. In case of local deployment, normally it has higher number of successful read requests (low
to no network latency) and lower total time consumed compared with cloud deployed one.
Therefore, these two factors have “magnified” the differences in average throughput between local
and cloud deployments (as opposed to the differences in average response latency for the two). It
could also see, from the Figures 5-2 to 5-11, that the Fabric network has reasonably decent
scalability with read requests load increasing.

Figure 5-12. Average read response latency for the whole network deployed locally and on the
cloud.
Figure 5-12 shows the average response latency for both locally and cloud deployed systems.
With Node.js server deployed alongside the Fabric network, it is the Node.js that takes the read
request and sends back the response. As discussed in section 5.1 in this chapter, the system is
designed especially in this way to boost the performance in handling read requests, where the
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Node.js server takes the responsibility leaving Fabric network more resource to deal with more
resource-intensive state-changing write request. The system deployed locally has much less
response latency compared with cloud deployed one especially when the number of requests is
less than 64. Without significant internet latency, it is understandable that the local system, when
compared with the cloud based one, is more efficient in handling read requests. Clearly the average
read response latency for the whole network is much lower than that of Fabric network.

Figure 5-13. Average read throughput for the whole network deployed locally and on the cloud.
In parallel with the Figure 5-12 in the same test, the average throughput data are presented in
Figure 5-13. Similar to latency data, the locally deployed system shows higher throughput when
the number of requests is less than 64. It is also noted that the local system reaches a saturation
point when it comes to end-to-end throughput as the number of requests approached 32. On the
other hand, the cloud-based system dose not show clear sign of saturation until number of requests
climbs up to 96. The peak throughput for local system occurs at ca. 120 tps at around 32 requests
mark which is probably attributable to the fact that the low internet latency in local system helps
unleash the full potential of the system. While for cloud deployed system, the peak performance
might not be able to come that early due to internet latency and therefore it does not show clear
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sign of saturation within the test range even though it is clearly showing the sign of leveling off.
Clearly the way in which the system is deployed has a role to play in terms of impact on
performance: the average read throughput for the whole network is much higher than that of Fabric
network. With Node.js server in place, the whole network shows decent scalability dealing with
read requests both locally and on the cloud.
The above discussion on Figures 5-2 to 5-13 is related to the system performance dealing with
read requests. In the following part of this chapter, the system performance for dealing with write
requests will be discussed in detail.
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Figure 5-14. Average write response latency for the whole network deployed locally.

Figure 5-15. Average write throughput for the whole network deployed locally.
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Figure 5-16. Average write response latency for the whole network deployed on the cloud.

Figure 5-17. Average write throughput for the whole network deployed on the cloud.
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The Figures 5-14 to 5-17 illustrate the performance of the whole network dealing with write
requests. It could be clearly seen that, for write requests, the number of nodes does have a strong
impact on the system performance for both locally and cloud deployed cases. The average response
latency is increased from a few seconds (one-node setup) to around 40 seconds (four-node setup)
for local deployment while the same metrics go from ca. 2 to 10 seconds (one-node setup) to
around 40 seconds (four-node setup) for cloud deployment. It is also observed that the internet
latency seems to have more impact on write request than that on read request, which is reasonable
considering that the write request needs all the participating nodes to reach consensus to update
the ledger and this process is time-consuming. The average throughput for the locally deployed
saturates/peaks from 0.5 to 2.2 tps (one and four node setup) while that for the cloud deployed
saturates/peaks from 0.2 to 1.5 tps (one and four node setup). The system, for either locally or
cloud deployed one, does show scalability even though that is dependent on the number of nodes
with higher number of nodes give rise to slightly lower throughput. When the number of requests
is above 64 (or above 16 for cloud deployed), the four-node setup system starts to have a
considerable number of failed transactions, so the average throughput data are not shown for those
ranges for the four-node whole network.
It seems that the increased number of nodes does not help in enhancing the average throughput.
However, the strength of blockchain technology normally lies in increasing data transparency,
security, etc. but not in transaction efficiency. Actually, the consensus mechanism makes the
blockchain database updates much less efficient than its traditional centralized counterpart. In this
work, the increased number of nodes will add to the data security considering that each node
represents a participating entity on the network but that is at the cost of efficiency, for example the
average throughput in this work. This behavior in dealing with write requests is partly in line with
the findings from Nasir et. al [10] where they find transaction throughput is slightly decreased with
increase of peer numbers. As mentioned previously in this thesis, Nasir et. al [10] uses Hyperledger
Caliber to do the performance evaluation while the Fabric network is exposed through RESTful
Web Service for the evaluation in this work.
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Figure 5-18. Average write response latency for the whole network with one node.

Figure 5-19. Average write throughput for the whole network with one node.
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Figure 5-20. Average write response latency for the whole network with two nodes.

Figure 5-21. Average write throughput for the whole network with two nodes.
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Figure 5-22. Average write response latency for the whole network with four nodes.

Figure 5-23. Average write throughput for the whole network with four nodes.
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The Figures 5-18 to 5-23 compare the write request performance data for the whole network.
For a valid write request, the Node.js server first passes the request to the Fabric network which
tries to update the world state of ledger after processing the transaction through consensus
mechanism. In case the leger on the Fabric network succeeds in updating its state, it informs the
Node.js server with this change; Node.js server then updates its database exactly according to the
transaction executed in the Fabric network. In case the ledger fails on processing the transaction
due to any reason (i.e., network failing to reach consensus, etc.), the Node.js server will not update
its database. As shown in the data (Figures 5-18 to 5-23), for one-node network, the local and
cloud deployments have showed similar response latencies and throughputs while those
measurements start to show noticeable differences between local and cloud deployments when
number of nodes is increased to two and four.
Compared with read request, the write request takes much longer time to process due to lengthy
consensus mechanism among all nodes and correspondingly the time needed is increased with
increasing number of nodes. Therefore, the network with four nodes shows the largest discrepancy
between local and cloud deployment data. The whole network, with one or two nodes, is scalable
when number of requests is within 32 while the four-node network shows scalability with load
increase until 16 requests.
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Figure 5-24. Average write response latency for the whole network (330 ms delay).

Figure 5-25. Average write throughput for the whole network (330 ms delay).
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Figure 5-26. Average write response latency for the whole network (1000 ms delay).

Figure 5-27. Average write throughput for the whole network (1000 ms delay).
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Figure 5-28. Average write response latency for the whole network (3300 ms delay).

Figure 5-29. Average write throughput for the whole network (3300 ms delay).
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Figures 5-24 to 5-29 evaluate the cloud-deployed whole network performance handling write
requests with delays, which mimic the real-world scenarios where not all requests come at the
same time. Four-node network is not tested for 330 ms and 1000 ms delays since it is found in the
tests that those delays does not make significant difference in response latency and throughput
when compared with their non-delayed counterparts. Both one-node and two-node networks show
decreased response latency and decreased throughput with delays increasing from 330 ms to 1000
ms (Figures 5-24 to 5-27). The added delays in the write requests helps reducing the response
latency since the requests are fired at timed intervals instead of all at once so that the network has
enough time to deal with each of them. However, the average throughput is also reduced for both
one and two-node networks which is attributable to the fact that the added delay times also
“stretches” total write request duration to a much longer one. With 1000 ms delays, the one-node
network response latency almost keeps steady at around 200 ms while that of two-node network
keeps increasing with number of requests increases, which suggests 1000 ms delay was enough
for one-node network, but not two-node, to give timely response.
When delay time is increased to 3300 ms (Figures 5-28 and 5-29), the four-node network could
handle number of requests at a level of as high as 96. Without delay, the cloud deployed four-node
network normally has large number of failed transaction when number of requests is over 16
(Figures 5-22 and 5-23). At such high delay level (3300 ms), the two-node network could also give
steady timely response (Figure 5-28), indicating that this time interval is enough for two-node
network to handle the write request. The four-node network also yields almost steady throughput
between 0.1 to 0.15 tps as number of requests is increased.
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Figure 5-30. Average write response latency for the whole network (one-node).

Figure 5-31. Average write throughput for the whole network (one-node).
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Figure 5-32. Average write response latency for the whole network (two-node).

Figure 5-33. Average write throughput for the whole network (two-node).
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Figure 5-34. Average write response latency for the whole network (four-node).

Figure 5-35. Average write throughput for the whole network (four-node).
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When comparing response latencies and throughputs for whole networks with different number
of nodes (Figures 5-30 to 5-35), the one-node network is most sensitive to the delays introduced
while the four-node network is the most insensitive. The higher the number of nodes a network
has, the more time it takes to go through the consensus mechanism to update its ledger and
therefore the longer delay in the requests it needs to make sure the delay helps with reducing the
response latency. Under the test conditions mimicking the real-world situation in this work, the
one, two and four-node networks could all handle write requests with steady timely response
latencies as well as throughputs, suggesting again that the Fabric network is scalable within certain
load levels depending on the number of nodes residing on the network.
To sum up, this chapter has focused on the performance evaluation of the Fabric network
with/without the Node.js server under different load conditions. The presence of Node.js server
substantially speeds up the whole network performance dealing with read requests while for the
write requests it synchronizes with the world state of the Fabric network ledger in an atomic
manner. The Fabric network with Node.js server also shows reasonably decent scalability as the
load increases. The high number of nodes might not necessarily help with increasing the overall
scalability of the system, but it does help increase the data transparency, security etc. The
performance evaluation in this chapter has proved that all three research goals set in Chapter 2
have been successfully met.
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CHAPTER 6
CONCLUSIONS AND FUTURE WORK
This chapter draws conclusions and gives suggestions for the future work in the related areas.
6.1 Conclusions
The blockchain technology has been gaining ever-increasing momentum in recent years. The
benefits associated with this technology, such as traceability, immutability, and information
security etc., have made blockchain a promising player in numerous application scenarios (see
Chapter 1). This work has studied the feasibility of applying this technology to creating a
researcher network for resource-sharing in which there has been little to no work reported so far.
To this end, the author has proposed three research goals:
A. Create a researcher network based on distributed system instead of centralized one.
B. Apply access control efficiently to the said researcher network for resource sharing.
C. Test and improve the system performance of the said researcher network; summarize system
performance results for future research in the similar direction.
Toward the above research goals, in this work, the author has successfully achieved the
following:
➢ The author has creatively built the said researcher network based on blockchain technology
which consists of a hybrid back-end server as well as a client-facing web-based front-end.
➢ In order to guarantee data trust in resource sharing, an access control list mechanism has been
designed and integrated into each resource object with highly efficient accessibility. The access
control mechanism as well as the resource sharing is implemented by a hybrid server where a
Node.js server is deployed alongside Fabric network to improve the system performance
especially in case of heavy read requests.
➢ Extensive load tests have been implemented on the said hybrid blockchain network (see
Chapter 5) where the overall blockchain network shows decent horizontal scalability especially
when handling read requests. Moreover, within the hybrid blockchain network, the Fabric
network and Node.js server have proved to be able to synchronize data in any situation in an
atomic manner under the test environment in this work.
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The overall performance evaluation of the whole blockchain backend deployed on local and
cloud environments indicates that all three research goals have been successfully achieved in this
work and it is feasible to introduce blockchain technology into scientific community to guarantee
data trust in resource sharing.

6.2 Future Work
This work has successfully demonstrated that the blockchain technology can be used to build
resource sharing system for research applications. However, there is still room for improvement
in terms of future work in this research, which is listed as the following:
First, the present work has studied in detail the system performance with number of nodes
increased up to four. All four nodes are deployed either on one physical or one virtual computing
machine (a single computer or compute engine). The future work can investigate the situation
where each node is deployed on a different physical or virtual machine to study how system scales
horizontally or vertically. In addition, the relationship between number of nodes and network
performance should be different than that from the present work when deploying each node to a
different machine considering that each additional node brings additional computing power to the
network. With the addition of Node.js server, the whole network performance will be further
enhanced. This route will bring interesting findings.
Second, the consensus algorithm is another factor that can be investigated. The consensus
algorithm determines how the participating nodes on the blockchain network come to an agreement
and therefore it should have a strong impact on the network performance. It should be of great
importance to gain more in-depth understanding of the algorithm-performance relationship.
Third, this work has deployed Node.js server alongside the Fabric network to effectively
enhance the overall system performance. However, the addition of another running server (Node.js)
adds to the system overhead which might not be ideal for the computing machine with limited
resources. Therefore, it might be necessary to study how to enhance the network performance
without adding too much overhead to the system resources.
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Fourth, if possible, it will be worth studying the situation where the Researcher Network
designed in this work is applied to real-world scenario with a certain number of actual users. The
settings can be a group of people routinely using the network for research purpose.
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