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Abstract 
 

 

New advances in the Internet of Things (IoT) have raised lots of concerns regarding the reliability 

and security of devices within such environments since any vulnerability in the functionality of 

actuators or leak of data in IoT networks can have severe consequences. One reason for such 

cybersecurity threats in IoT devices is neglecting security issues during manufacturing due to 

required costs or expertise.  However, IoT systems' progress and growth would not be stable 

without the development of security standards and rectification of its relevant privacy issues. 

Moreover, we should mention that the security issues in IoT environments are much more 

challenging compared to the security issues in the Internet. This is because of the inherent 

characteristics that come with the IoT, i.e., hardware resource constraints or conducting various 

physical actions over the Internet network through a wide range of devices. 

Visual sensors serve as a critical component of the Internet of Things (IoT). There is an 

ever-increasing demand for broad applications and higher resolutions of videos and cameras in 

smart homes and smart cities, such as in security cameras. To utilize this large volume of video 

data generated from networks of visual sensors for various machine vision applications, it needs 

to be compressed and securely transmitted over the Internet.  H.266/VVC, as the new compression 

standard that brings the highest compression rate for visual data. To provide security along with 

high compression, a selective encryption method for hiding information of videos is presented for 

this new compression standard. Selective encryption methods can lower the computation overhead 

of the encryption while keeping the video bitstream format which is useful when the video goes 

into untrusted blocks such as transcoding or watermarking. Syntax elements that represent 

considerable information are selected for the encryption, i.e., luma Intra Prediction Modes (IPMs), 

Motion Vector Difference (MVD), and residual signs., then the results of the proposed method are 

investigated in terms of visual security and bit rate change. Our experiments show that the 

encrypted videos provide higher visual security compared to other similar works in previous 

standards, and integration of the presented encryption scheme into the VVC encoder has little 

impact on the bit rate efficiency (results in 2%  to 3% bit rate increase). The results indicate that 
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this method can serve as a suitable video encryption scheme in the latest video compression 

standard for most applications. Moreover, the advantages of such methods are further highlighted 

when considering the UHD videos, such as for 8k or 16k resolutions in Augmented Reality (AR) 

and Virtual Reality (VR) applications.  
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Chapter 1 

 

Introduction 
 

1.1 Internet of Things 

Internet of Things (IoT) is a network of many objects such as sensors, actuators, wearable devices, 

cameras, and home appliances that are communicating with each other to share information or 

perform physical actions. It was in 1999 that the term IoT was coined by Kevin Ashton, who was 

at the time working on Radio Frequency Identification (RFID). IoT can also be considered an 

interdisciplinary subject since it is a very broad area and connects to several other fields such as 

computer networks, wireless technologies, Artificial Intelligence (AI), embedded devices, data 

analytics, etc.  

 In the coming years, such an interconnected network of objects will become very helpful 

as a key technology in the world. The purpose of IoT would be to connect a variety of end nodes 

and devices to the Internet in order to exchange data and to help many tasks become automated. 

IoT can make a wide range of tasks become automated and more intelligent. It brings the founding 

structure for the development of a new and more efficient generation of transportation systems, 

autonomous vehicles, agriculture automation, video surveillance, and smart cities. Currently, we 

are at the beginning of the IoT era and new advances in this field will bring many opportunities 

along with many challenges. There are abundant problems and challenges ahead of this technology 

that needs to be properly addressed prior to its ubiquitous utilization. For example, sometimes the 

IoT nodes need to act very fast such as in autonomous vehicles when the processing should be 

performed at the node and can not be transmitted to the cloud. Thus, edge computing was 

introduced to solve such issues. Another challenging problem in IoT is the lack of standards. 

Moreover, the maintenance, reliability, and firmware updates of the objects in the IoT 

environments are among other factors that require further attention.  

The things used in IoT systems can contain a wide range of devices and can cover a variety 

of applications, among which we can mention visual sensors. Internet of Video Things (IoVT) is 
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an essential part of IoT and is defined as the internetworking of visual sensors [1]. Cameras 

generate versatile and richer data; with the advances in machine vision and artificial intelligence, 

cameras are becoming a favorite component in IoT systems. For example, automated retail stores 

such as Amazon Go are employing cameras and sensors instead of cashiers and workers for giving 

services to the shoppers. Other broad areas where IoVT can be applied to are home security, video 

surveillance, and smart city. On the other hand, the video data is huge, and its transmission, storage, 

processing, and security need further attention.         

1.2 Privacy and Security in IoT  

With the increasing number of IoT devices in the market, it is important to make sure about the 

privacy and reliability of the functioning of devices and data transmission. The importance of 

security in IoT devices becomes more obvious when we look at the variety of similar devices that 

people are using in their homes for day-to-day tasks. For example, lack of data privacy in smart 

lights can alone expose people’s homes to a higher risk of robbery since, by analysis of such data, 

an adversary can find out what hours the targeted house is empty. Maintaining security in IoT 

would be more complicated compared to the Internet since IoT is connecting many physical 

actions with the Internet using a wide range of devices; thus, considering all the necessary aspects 

Table 1-1 Overview of various vulnerabilities in IoT. 

Layer possible vulnerabilities for RFID possible vulnerabilities for WNS 

Application Layer 

 

Buffer overflow, Injection Injection, buffer overflows, 

unauthorized tag reading, tag 

modification 

Network/Transport Sinkhole, unfairness, false routing, hello 

and session flooding, eavesdropping. 

Tag attacks: Cloning, spoofing 

Reader attacks: Impersonation, 

eavesdropping 

Network protocol attacks 

Physical/Link Jammers, replay attacks, Sybil, selective 

forwarding, synchronization attack. 

Passive interference, active, 

jamming of temporarily disabling, 

the device, Sybil, destruction of 

RFID readers, replay attacks 

Multi layer attack Side channel attack, replay attacks, 

traffic analysis, crypto attack 

Side channel attack, replay 

attacks, traffic analysis, crypto 

attack 
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might not be very easy. Also, many IoT devices are considered resource-constrained devices and 

might not necessarily have the required processing power, battery, or RAM to perform the 

cryptography algorithms because of their resource limitations. Some of the important 

vulnerabilities in IoT environments as was mentioned in [2], [3] are 1) insufficient authentication 

or authorization, such as lack of high- and low-level access controls, 2) insecure network services, 

such as exposure against Denial of Service (DOS) attacks 3) lack of transport encryption/integrity 

verification (usually no encryption is used in transmission of information), 4) insecure software 

and firmware, such as lack of management systems for updating the software of devices, and 5) 

poor physical security, such as removable memories and access to the firmware via ports. As the 

IoT market is relatively new, such issues have not been addressed so far. Moreover, because there 

are many companies and manufacturers involved in designing and producing IoT devices, the high 

priority concern so far was to release cheaper and more competitive products. Thus, many security 

issues are still not considered carefully.  Also, a summary of attacks over different layers in IoT 

gathered from [4] is shown in Table 1-1.  

Compared to other IoT sensors and devices, ubiquitous application of visual sensors will 

lead to more challenges since the storage, computation, transmission, and privacy of large volumes 

of videos would require significant considerations[1].  Considering the growing demand for IoVT 

 

Figure 1-1 Bandwidth demand for future connected homes (Mbps). 
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and video streaming, the amount of video data on the Internet is rapidly increasing. In [5], It is 

predicted that by 2030, 13 billion cameras will be around the world from which a huge amount of 

data will be generated. Cisco predicts that in 2022, 82% of IP traffic will be consumed by video 

content [6]. Another report indicates a significant demand for video content in future smart homes 

[7]; Figure 1-1 shows the estimated bandwidth requirement from the results of this report 

(applications sorted based on their predicted appearance time in future, the upper it is the earlier 

appearance time would be). With the upcoming video technologies and the demand for higher 

bandwidth, it is necessary to provide efficient solutions for privacy, storage, and transmission of 

video data. The encryption of video data is important since the volume of video data can sometimes 

become large enough that makes the regular encryption process relatively slow. Also, since the 

video data is compressed using various codecs, we should also take into account the compressed 

format of video bit streams. H.266/VVC as the new compression standard is employed as the 

compression algorithm upon which the encryption block will be added to. 

 

1.3 Thesis Objectives 

With the upcoming video technologies and the demand for higher bandwidth, it is necessary to 

provide efficient solutions for privacy, storage, and transmission of video data. There are two 

general methods to encrypt a video prior to transmission, naive encryption and selective 

encryption. Naive encryption is defined where the whole video bitstream is encrypted. Using a 

secure encryption algorithm, this type of video encryption would completely hide any information 

within the video. On the contrary, selective encryption is when only some of video elements are 

being encrypted. Figure 1-2 shows an overview of a simplified IoT environment with visual 

sensors. The connections between cameras and edge server can be either wired or wireless. If the 

cameras are equipped with powerful processors, they can perform the encoding and encryption. 

Otherwise, the data can be sent to the edge server with a secure wire link and then the video can 

be transcoded and encrypted. Depending on the application and different scenarios, some of the 

computations, such as encryption and compression, can be processed at the edge. Then, the video 

data can be transmitted to the cloud for other processing, such as machine vision applications and 

storage. So, while a video is being compressed at the edge, for end-to-end encryption of video data 

some of the most important elements of the encoder can be encrypted to hide valuable information, 
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then the encrypted video can be transmitted to the cloud servers. Naive encryption is defined where 

the whole video bitstream is encrypted. Using a secure encryption algorithm, this type of video 

encryption would completely hide any information within the video. On the contrary, selective 

encryption is when only some video elements are being encrypted. Figure 1-2 shows an overview 

of a simplified IoT environment with visual sensors. Depending on the application and different 

scenarios, some of the computations, such as encryption and compression, can be processed at the 

edge. Then, the video data can be transmitted to the cloud for other processing, such as machine 

vision applications and storage. So, while a video is being compressed at the edge, some of the 

most important elements of the encoder can be encrypted to hide the information of the video, then 

the encrypted video can be transmitted to the cloud servers.  

Naive encryption is preferred in applications where complete confidentiality of videos is 

the top priority since it hides all the video information. Selective encryption can lower computation 

complexity and also is a suitable choice for situations where the video stream is going into other 

untrusted blocks (for applications such as transcoding, watermarking, and cutting) while being 

transmitted through the network [8]. This is due to the fact that, unlike naive encryption, videos 

encrypted by selective encryption approaches are decodable and can be treated like a normal video 

stream [9]. These features would make Selective Encryption (SE) a suitable choice for Digital 

Right Management (DRM) services as well [10]. Such selective encryption algorithms can provide 

a sufficient protection level with relatively small computation cost and delay. The level of output 

visual deterioration in SE algorithm is completely dependent on the number and type of syntax 

 

Figure 1-2 IoT environment with visual sensors. 

 

 

 

 

   e  omp       s  l  e so s  e  o      lo    omp     



6 
 

elements that are selected for the encryption. Thus, to hide video information using these methods, 

the most important elements of the encoder that carry significant information of the video such as 

Motion Vector Differences (MVD), MVD signs, and Intra Prediction Modes (IPM) are usually 

encrypted. The encryption of syntax elements in the encoder should not cause the decoder to 

behave strangely, or in other words, the encryption should not change the format compliancy of 

the video bitstream so that it can be decoded by the receiver with no problem. Thus, for the 

selection of syntax elements in the selective encryption methods, format compliance of encoder 

and decoder is of high importance. This paper proposes a selective encryption algorithm for the 

H.266/VVC which is the latest video compression standard. This next generation of compression 

standard provides up to 50% more compression rate than the H.265/HEVC [11], thus it can play 

an important role to reduce the bandwidth consumption or storage requirement of video contents.  

To provide security along with high compression, a selective encryption method for hiding 

information of videos is presented for the H.266/VVC standard. Syntax elements that represent 

considerable information are selected for the encryption, i.e., luma Intra Prediction Modes (IPMs), 

Motion Vector Difference (MVD), and residual signs., then the results of the proposed method are 

investigated in terms of visual security and bit rate change. We also investigated the performance 

of several Authenticated Encrypted with Associated Data (AEAD) lightweight cryptography 

algorithms and compare them to currently common algorithms. These lightweight cryptography 

algorithms can lower the computation complexity and for example they can be used in resource 

constrained sensors. 

 A summary of the objectives of this thesis are as follows: 

1- To provide an overview of security issues in IoT environments and to discuss some of the 

solutions. 

2- To analyse some of promising lightweight symmetric cryptography algorithms that can be 

used in resource-constrained devices such as sensors. 

3- Discussing the applications and challenges of the Internet of Video Things (IoVT) and why 

they need more considerations. 

4- Discussing some of the new technologies in the H.266/VVC and comparing its 

performance with other popular video compression algorithms. 
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5- Proposing a selective encryption algorithm for the H.266/VVC standard and comparing the 

results with other similar works in previous standards. 

1.4 Thesis Organization 

The structure of the thesis is as follows: 

Chapter 2 discusses the future of video applications in smart homes and smart cities. Also, 

the importance of visual sensors and corresponding challenges regarding their implementation are 

discussed. 

Chapter 3 contains a comparative performance measurement of 35 lightweight 

Authenticated Encryption with Associated Data (AEAD) cryptography algorithms for the IoT 

sensors nodes.  

Chapter 4 is about the video compression algorithms. It provides a brief overview of the 

techniques and new tools in the H.266/VVC and its performance compared to other video codecs 

such as AV1, VP9, and HEVC.  

In Chapter 5, a selective encryption method for H.266/VVC is presented. The methodology 

is presented, and experimental results are examined based on the visual security, bit rate change, 

and encryption space.  

Finally, Chapter 6 contains the conclusions and suggestions for future works. 
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Chapter 2 

 

Visual Sensors in IoT 

 
 

2.1 Introduction 

Internet of things connects many devices and objects, among which we can mention visual sensors 

(cameras). Cameras provide us with richer information that is crucial in many applications. This 

internetworking of cameras are mostly referred to as IoVT. In this field, there are other challenges 

such as transmission, analyzing, and storage of video data that are becoming more and more 

important. New advances in the internet networks and IoT has made the ubiquitous application of 

networks of cameras more possible. This network of visual sensors can be utilized in areas such 

as security surveillance, smart city applications, smart vehicles, and transportation. There are also 

many other applications for various industrial applications. Continuous generation of video data 

and their transmission needs significant networking capabilities. In [5], It is predicted that by 2030, 

13 billion cameras will be around the world from which a huge amount of data will be generated. 

With the popularity and progress of machine learning and deep learning methods in computer 

vision problems, analyzing videos will become much easier, and it can help in the automation of 

many tasks such as in autonomous driving vehicles. For high accuracy, many of these applications 

will demand higher definitions of videos in the future.  So, it is necessary to prepare for 

transmission, storage, and processing of abundant video data. Most of the video data are 

transmitted to the cloud for processing. Many homes nowadays use multiple security cameras, and 

people have real-time access to the cameras from the internet. Cisco predicts that in 2022, 82% of 

IP traffic will be consumed by video content [6]. It is also predicted that in 2030 the video data 

traffic over the internet will be around 1 ZB per year [5]. Chen indicates the followings as the 

challenges in the IoVT systems [1]: 

1) Energy efficiency, processing, storage, and networking issues in the embedded devices. 
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2) Reliable high bandwidth networks with capabilities to handle the timely transmission of large 

volumes of visual data. 

3) Integrating compression algorithms with data analytics or even encryption for more efficient 

computations. 

4) Maintaining privacy and security of visual data is crucial in both the cloud and edge. 

5) Standardized systems and networks for IoT environments to handle the coordination of data 

among IoVT data owners. 

2.2 Future IoVT Applicatoins 

2.2.1 Autonomous Vehicles and Traffic Monitoring 

Most of the autonomous vehicles use multiple cameras to gather information about the surrounding 

environment for the computers to make driving decisions. There are, in general, two types of visual 

cameras that can be employed for these purposes. First, we have the cameras inside and around 

the vehicle itself that are used to make real-time decisions about cars' direction, speed, and other 

objects. The second type of camera is the ones that are installed on roads and at intersections. 

These visual sensors used in roads and intersections can provide further traffic intelligence for 

autonomous vehicles and for real-time maps to have online information about accidents, weather, 

and other information about traffic and cars. One of the challenges in this area is how to connect 

side road cameras with autonomous vehicles so that the combined data can give more intelligence 

regarding the environment, which would help the AI in autonomous vehicles to make better 

decisions. Even the autonomous cars themselves can use their own cameras to help another 

 eh  le’s pe  ep  o , which is called perception [12]. 

2.2.2 Medical and Healthcare Applications 

One of the major applications of IoT has always been for healthcare-relevant devices, which was 

discussed at the beginning of IoT emergence. Devices that continuously gather data from users 

and patients can help to provide better diagnoses for the consumers. The data can be accessible for 

a doctor on a real-time basis for medical advice, and diagnosis or even simply the device can itself 

report health metrics and advice to the user based on their algorithms.  For example, there are 
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currently many non-invasive glucose measurement devices in the market that continuously reports 

back to the patients of their glucose level and can alarm them when the glucose level is very high. 

Visual sensors also can be used for the health tracking and mo   o     o  people’s         es. Fo  

example, with recent innovative ideas in IoT devices, there are mirrors that teach the users how to 

exercise, and with built-in cameras, the device can get feedbacks about health metrics and if the 

person is doing the exercise right. It also can remotely connect people together for group activities. 

Another application can be the use of a network of cameras in hospitals and senior citizen houses 

so that it can analyze the videos, and in case of an emergency, it can contact other people who can 

help. The challenging point about these applications that require continuous monitoring is the 

security and privacy of videos. Because these types of data are sensitive information, relevant 

considerations and procedures must be taken into account to prevent vulnerabilities. 

2.2.3 Industrial Applications and Automatization  

IoT can be a very promising solution for many industrial applications, from mining to agriculture 

to different factories. Since years ago, cameras have been employed for product line inspection in 

manufacturing processes. With the integration of IoT in industrial applications, the accuracy, 

efficiency, and safety in the factories are expected to be improved [13]. Moreover, IoVT with the 

help of machine vision, can help to make various product lines become completely automated. 

Such processes require secure, reliable, and real-time communications to effectively aid the 

automation. Other applications in industrial environments also include detection of suspicious 

activities and security purposes [14]. In agriculture, robots and drones can be used in the early 

future to automate the harvesting,      os s o  pl   s’   se ses, and spraying. Moreover, IoVT can 

provide affordable automation solutions for retail stores as well. There is no need for cashiers in 

future stores where cameras have already checked out what shoppers have picked. For example, 

Amazon Go stores are already using such technologies. 

2.2.4 Video Surveillance 

Many people are already using security cameras in their homes. Governments and different places 

also implement their own network of security cameras. Most of the data generated from these 

cameras are locally processed and analyzed. However, with IoVT, a network of security cameras 

can bring many interesting applications into the real world. Using machine vision, the data can be 
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used for the detection of smoke, fire, robbery, etc. In advanced situations, some countries are 

implementing security cameras for face detection. Such applications are highly useful for a variety 

of applications; however, they also impose lots of challenges as well. Privacy and security of 

generated data, accurate analysis of videos with AI, for what purposes the data can be used for, 

and who should have access to such data are among the issues and challenges of wide video 

surveillance applications. 

2.3 Technical Challenges in IoVT 

Artificial Intelligence (AI) will be a part of almost any future technology. AI requires an abundant 

amount of data for learning, and future IoT/IoVT environments can provide this data for the next 

generation of AI models. This large volume of rich visual data provides the opportunity for various 

analytics [15]. Transmission of usual IoT data to the internet would not impose significant 

challenges. However, video data generated from IoVT networks can become extremely large and 

its processing and transmission would require lots of processing power and networks capable of 

moving this large amount of data. With the rapid growth in the number of security cameras, 

especially for video surveillance in cities and industrial applications, there is a need to 

automatically detect the activities and behaviors in the videos. Because spending time watching 

recorded or real-time videos in order to know about events can be extremely inefficient. Moreover, 

with smart implementations, parts of data can be processed at the edge, so that to only send the 

necessary information is sent over the internet in order to prevent taking unnecessary internet 

bandwidth. This will bring other questions and challenges regarding the kinds of computations that 

need to be performed at the edge, the structure of the network, and new standards. Thus, proper 

implementation of edge processing in the future IoVT systems can have a significant effect on the 

bandwidth consumption, energy efficiency, and security of videos (as the processing gets closer to 

the end-user, the fewer security concerns will be imposed).  Moreover, there are applications that 

are affected by the delay and can not be only addressed by cloud computing. All these issues are 

promoting the distributed edge computing instead of centralized cloud computing approaches [16]. 

 In IoVT systems, each application might require different video pixel resolution and 

different framerates. Since the IoVT videos are not mostly for entertainment and the videos are 

generated for machine vision applications, the end goal is no longer high quality for human eyes. 

Thus, the quality of the video should be compared based on the features and syntaxes needed for 
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the specific machine vision application. Hereby, the compression algorithms also can change, and 

new compression methods need to be proposed and be optimized for specific machine 

communications [17]. Also, in a network of adjacent cameras, there are lots of abundant 

information, which would make their transmission and processing inefficient. Instead, it can be 

better to first remove the redundancies between video data and then do other computations. The 

main value of IoVT comes when aggregating the information from all visual sensors together. To 

do so, at least some portion of data from each node needs to be transmitted to the cloud. Such 

transmission of large volumes of video data might not get to its real potential without high-

performance pervasive networking that has its own challenges such as application-specific 

protocol management, caching, and hardware radio components [1].  
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Chapter 3 

 

Lightweight Cryptography Algorithms for IoT Sensor 

Nodes 
 

Some parts of this chapter are published in [3]. I was responsible for conducting the experiments 

and codes along with writing. 

3.1 Introduction 

Edge nodes in IoT systems are constantly exchanging data with each other. Now, with the 

advancement of IoT applications, the security and privacy aspects of data and functionalities are 

becoming more and more important. There are many IoT devices that do not use proper encryption 

or authentication [2] which can lead to eavesdropping attacks. In healthcare and medical areas, 

there are many resource-constrained devices such as peacemakers with small RAM and processing 

power resources [18]. The risk of data leaks or malfunctioning of IoT devices will have 

unimaginable consequences for the manufacturing companies and users. Also, it is worth pointing 

out that rectifying security issues in IoT environments is more challenging compared to the Internet 

since IoT connects the physical actions (through actuators and other devices) with the Internet 

through a wide range of devices. Thus, recently there has been lots of works to propose secure 

communications and standards in IoT nodes. On one hand, since IoT devices are mostly designed 

for efficiency and their competitive price, security and reliability issues have not been the top 

priority. Moreover, because of the lower computation power and resource constraints in IoT 

devices, previously standardized cryptography algorithms such as Advanced Encryption Standard 

(AES) and RSA might not be a good choice for such devices. Also, not to mention that energy 

consumption is also another important factor since many IoT devices work with batteries. Thus, 

in such environments, there is a need for cryptography algorithms that require smaller resources 

for the operation which are called Lightweight Cryptography (LWC) algorithms. These 

cryptography algorithms are designed to provide authentication and encryption in computers with 

higher Random Access Memory (RAM) and CPU resources such as Personal Computers (PCs), 



14 
 

smartphones, and servers. In [19], a more comprehensive discussion of LWC algorithms and their 

importance in different layers of IoT systems is presented. To compare cryptography 

implementations, we can either compare characteristics in terms of software or hardware 

performance. For hardware-oriented purposes, comparison can be conducted based on the required 

gate area, energy consumption, number of logic blocks, or gate equivalents. For software 

implementations, the performance can be determined by considering RAM, Read-Only Memory 

(ROM), and CPU usage [20], [21]. Moreover, latency, power consumption, and throughput are 

other important factors. Since the rate of data transmission in resource-constrained devices is 

relatively low, throughput is not of high priority for LWC algorithms [21].  

 No standardized encryption or authentication algorithm is yet decided for IoT devices. 

However, since 2015 there have been lots of efforts from NIST to find suitable LWC solutions. In 

this chapter, we attempt to analyze the performance of 35 Authenticated Encryption with 

Associated Data (AEAD) cryptography algorithms when implemented at the network layers of 

IoT edge nodes. Among the 35 chosen algorithms, 32 were selected from the second round of 

lightweight cryptography standardization process of the National Institute of Standards and 

Technology (NIST) as shown in Table 3-1. The table contains the category of the cryptography 

algorithms and also identifies what version of the algorithm was used for the tests. The three other 

algorithms are AES with CCM, GCM, and OCB modes of operation. These AEAD algorithms 

take plain text, key, nonce, and associated data as inputs. The associated data is not encrypted, but 

its authenticity can be verified. In terms of security, in general, AEAD algorithms should guarantee 

security as long as the nonce is unique for each encryption with the same key [21]. To compare 

performance of these algorithms, their RAM requirement, CPU usage, and execution time are 

measured using three different IoT devices. The selected IoT nodes are Raspberry Pi 3, Raspberry 

Pi Zero W, and iMX233. The results are useful for designing lightweight cryptography algorithms 

suitable for resource constrained IoT devices.  
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Table 3-1 Selected cryptography algorithms. 

No. Algorithm name Category Ref 

1 ACE (aceae128v1) Permutation [47] 

2 ASCON (ascon128v1) Permutation [48] 

3 COMET (comet128aesv1) Block Cipher [49] 

4 DryGASCON (drygascon128) Permutation [50] 

5 Elephant (elephant160v1) Permutation [51] 

6 ESTATE (sestatetweaes128v1) Tweakable Block Cipher [52] 

7 ForkAE (saefforkskinnyb128t256n120v1) Tweakable Block Cipher [53] 

8 GIFT-COFB (giftcofb128v1) Block Cipher [54] 

9 Gimli (gimli24v1) Permutation [55] 

10 Grain-128AEAD (grain128aead) Stream Cipher [56] 

11 HYENA (hyenav1) Block Cipher [57] 

12 ISAP (isapa128av20) Permutation [58] 

13 KNOT (knot128v1) Permutation [59] 

14 LOTUS and LOCUS (twegift64locusaeadv1) Tweakable Block Cipher [60] 

15 mixFeed (mixfeed) Block Cipher [61] 

16 ORANGE (orangezestv1) Permutation [62] 

17 Oribatida (oribatida192v12) Permutation [63] 

18 PHOTON-Beetle (photonbeetleaead128rate128v1) Permutation [64] 

19 Pyjamask (pyjamask128aeadv1) Block Cipher [65] 

20 Romulus (romulusm1v12) Tweakable Block Cipher [66] 

21 SAEAES (saeaes128a64t128v1) Block Cipher [67] 

22 Saturnin (saturninctrcascadev2) Block Cipher [68] 

23 SKINNY (skinnyaeadtk29664v1) Tweakable Block Cipher [69] 

24 SPARKLE (schwaemm128128v1) Block Cipher [70] 

25 SPIX (spix128v1) Permutation [71] 

26 SpoC (spoc128sliscplight256v1) Permutation [72] 

27 Spook (spook128mu384v1) Tweakable Block Cipher [73] 

28 Subterranean (subterraneanv1) Permutation [74] 

29 SUNDAE-GIFT (sundaegift128v1) Block Cipher [75] 

30 TinyJambu (tinyjambu128) Block Cipher [76] 

31 WAGE (wageae128v1) Permutation [77] 

32 Xoodyak (xoodyakv1) Permutation [78] 
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3.2 Methodology 

For the first step, the hardware platforms should be configured to minimize background 

processing. Raspbian was selected for the Raspberry Pi 3B (RPI-3B) and Raspberry Pi Zero W 

(RPI-ZW), and Debian for the iMX233 board. More information regarding the selected hardware 

platforms and our test procedures are shown in Table 3-2. Since all the codes are in C language, 

we use the gcc with no optimization or sanitization in order to compile the codes. The monitoring 

software is in python and runs on a separate device to prevent extra processing on the device under 

test. The monitoring software stores the CPU, RAM usage, and execution time while the tests are 

executing. For the power measurement, we use a separate device with its own automation software, 

which runs independently from other devices. An overview of the testing platform is shown in 

Figure 3-1 where the measurement unit, digital wattmeter, and PC (which controls both the IoT 

platform and the measurement units) 

 are specified. The IoT platform at any test can be one of RPI-3B, RPI-ZW, or iMX233. 

 

 
 

Universal Asynchronous Receiver-Transmitter (UART) communication was used for the Secure 

Shell (SSH) connection. The devices are also powered with 5 V and 3 A adaptor which passes 

through the DFROBO power measurement unit. This wattmeter is capable of voltage resolution of 

4 mV and its relative error is less than ±0.2%. The data will be stored and its processing will be 

 

Figure 3-1Illustration of experimental setup. 
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done after the tests. The experiment process is as follows: 1) the PC sends a request to the 

measurement unit to start sampling the voltage and current; 2) the PC sends another request to the 

target hardware to run the automation program written in python; 3) the python program executes 

the algorithm and gets its Process Identification (PID); 4) the automation program monitors the 

CPU and RAM usage for the known PID; 5) at the end of the algorithm, the automation program 

sends back the halt message to the PC; 6) the PC requests the measurement unit to stop the 

sampling and kill all related processes, and 7) finally, all data are stored on the PC for post-

processing. Moreover, the sampling time for CPU, RAM usage, and power is set to 10 ms. 

 

Table 3-2 AEAD algorithm performance measurement matrices. 

 

 

Hardware 

Environment 

Used Platform Core Similar Architecture 

1. RPI-3B (1.2GHz),  

1GB SDRAM) [22] 

ARM 

A53,  

Quad 

core 

Pine A64, 

Rock64 (RK3328) 

2. RPI-ZW (1GHz), 

512MB SDRAM)  [23] 

ARM 

1176,  

Single 

core 

iMX35, iMX31 

3. iMX233 (454MHz), 

64 MB SDRAM) [24] 

ARM 

926, 

Single 

core 

Arduino DUE 

(AT91SAM),  

LPC3220/40/50, 

OMAP 1 

 

Parameter 

measured 

1. CPU utilization  

2. Maximum RAM requirement  

3. Processing time  

4. Total energy consumption  

5. Transmission time 

 

Procedure 

1. Variable hardware environment  

2. Variable data size  

3. LoRa wireless transmission 

 

3.3 Results 

The data collection procedure is divided into four phases: 1) reference measurement, 2) test case 

1 (different hardware platforms), 3) test case 2 (different message sizes), and 4) test case 3 (IoT 

sensor node application). In test case 1, all 32 AEAD algorithms are executed using the same 

benchmark to measure their performance in terms of execution time, CPU load, RAM usage, and 

energy requirement. For each algorithm, 1082 executions with different combinations of the 

message and associated data size (from 0 to 32 bytes) are performed. In test case 2, the execution 
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time and RAM requirement are measured using three different message sizes (100 B, 1KB, and 10 

KB) to evaluate the effect of message size and memory management. Test case 3 is performed on 

an IoT sensor node with a LoRa wireless module. In this experiment, five AEAD algorithms are 

used to encrypt the sensor data (30 bytes) before transmitting, using the LoRa interface. The main 

objective of this experiment is to measure the contribution of the AEAD algorithms in terms of 

time and energy usage while transmitting sensor data over the LoRa interface. At first, power 

measurement is started by determining the base power consumption of each platform (average 

power consumption for the OS and automation software without running the AEAD algorithms). 

Then each test for each embedded device is conducted as explained in the following parts.  

3.4 Tests with Different Hardware Platforms 

For the final data collection, all the AEAD codes were used as received from the NIST without any 

optimization. From previously common authenticated encryption algorithms, we selected GCM 

[25], OCB [26], and CCM [27] modes of operation. Unlike OCB, GCM and CCM are both patent-

free algorithms. For these algorithms, we used the OpenSSL library with AES as the block 

encryption. The RPI-3B, RPI-ZW, and iMX233 were employed as the platforms under test and the 

same structured test for each algorithm was used, in which encryption and decryption were 

performed 1082 times for different combinations of message and associated data sizes (from 0 to 32 

bytes). Then, the overall execution time, RAM, and energy consumption were reported. After post-

processing of the acquired data, it was found that some of the algorithms showed a relatively similar 

processing time. Figure 3-2 sho s  he  l o   hms’  o  l exe    o    me o   h ee     e e   h      e 

platforms arranged from the fastest to the slowest algorithm with the non-LWC algorithms (GCM, 

OCB, and CCM) at the beginning. It is worth mentioning that six of the last seven algorithms with 

the highest execution time are permutation-based ciphers. Among the seven algorithms with the 

lowest execution time, four of them are block cipher-based, two are permutation-based, and one is 

tweakable block cipher-based. In Figure 3-3, the maximum RAM usage for the LWC algorithms and 

three non-LWC algorithms are shown. All the algorithms use the lowest amount of RAM while 

executed in the RPI-3B and the highest while executed in the RPI-ZW. According to the results, the 

LWC algorithms use 308 KB to 368 KB of RAM in the RPI-3B. For the IMX board, they use 424 

KB to 500 KB RAM, which is slightly higher than the RPI-3B. However, all the LWC algorithms 

use much more RAM in the RPI-ZW, which is above 968 KB and up to 1180 KB. SPARKLE is 
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found to be the lowest RAM-consuming LWC algorithm for all three hardware platforms. The 

Oribatida, ASCON, and Grain-128AEAD are the highest RAM-consuming algorithms in the RPI-

3B, IMX, and RPI-ZW platforms, respectively. However, GCM, OCB, and CCM required almost 

2.5 times RAM compared to the LWC algorithms for all three platforms. Therefore, these algorithms 

may not be suitable for IoT sensor nodes.   

Figure 3-4 shows the CPU utilization for the LWC and three AES algorithms. Although there 

are some variations for different algorithms, most of them were in a specific range, depending on the 

employed hardware platform. The iMX233 shows the lowest CPU utilization ranging from 61% to 

64.9%, and the RPI-ZW shows between 70.9% to 78.7%. The RPI-3B shows the maximum among 

the three, which is from 79.9% to 94.9%. The iMX233 is a single-core processor and has the lowest 

speed. It was able to dedicate lower CPU resources to execute the algorithms while performing the 

other tasks of the OS itself along with the data display. At the same time, the RPI-3B having a quad-

core CPU, was able to dedicate one of the cores for the AEAD algorithms and had the fastest 

processing time by utilizing almost 95% of the CPU. Among the LWC algorithms, Saturnin occupied 

the lowest and Elephant occupied the highest CPU utilization in IMX. Whereas ASCON got the 

lowest and SpoC got the highest CPU utilization in the RPI-ZW; SAEAES utilized the least and 

Romulus utilized the most CPU in the RPI-3B platform. All three non-LWC algorithms utilized the 

CPU less than some of the LWC algorithms, like Subterranean in all three hardware platforms. The 

same experiment was performed on a PC with a corei7 intel and 8 GB of RAM, and execution time 

was found to be faster compared to the RPI-3B. However, the relative performance results among 

the algorithms remained almost the same.  

The energy consumption also depended on the execution time as shown in Figure 3-6. 

Among the three hardware platforms, the RPI-ZW always demonstrated the lowest energy 

consumption for almost all the LWC and AES algorithms. The IMX showed the highest energy 

consumption for all the LWC algorithms; however, the three AES algorithms consumed less energy 

compared to the consumption for the RPI-3B platform. All the LWC algorithms followed a similar 

sequence in terms of energy consumption for all three hardware platforms. Figure 3-6 shows that 

almost two-thirds of the LWC algorithms consume less than one Joule in the IMX. One-third of them 

consume as low as 500 mJ for the same hardware platform. Among the ten high-energy consuming 

LWC algorithms, Grain-128, Elephant, and Oribatida consume more than 5 J in the IMX platform. 

Among the LWC algorithms, TinyJambu is the lowest energy-consuming algorithm in the IMX and 
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RPI-3B, whereas SPARKLE consumes the lowest in the RPI-ZW board.  All three non-LWC 

algorithms consume the loswest energy in the RPI-ZW when comparing all the LWC algorithms. 

Among the hardware platforms, the energy consumption was highest for all the algorithms when 

using the iMX233 board, but we chose this platform as the most preferred option for the IoT end-

node due to its low power consumption during both the AEAD execution and other tasks. It shows 

that the iMX233 has the lowest power consumption of 260 mW; on the other hand, the RPI-ZW and 

RPI-3B consume 420 mW and 2200 mW of power, respectively. It also shows the power 

consumption during the execution of the AEAD algorithms. 

3.5 Performance over Different Message Lenghts 

In the next phase, experiments were designed to examine the dependency of execution time and 

RAM requirement versus message size; 100 bytes, 1 KB, and 10 KB message sizes were used. Here, 

we used the iMX233 platform since the goal of this experiment is to convey only the effect of the 

message size on the LWC algorithms. We repeated the encryption and decryption of the messages 

ten times and measured the execution time and RAM usage for each one. Then, to derive a single 

time iteration, the execution time was divided by a factor of ten. For better accuracy, we repeated 

this process several times for each algorithm and then reported the average as the execution time 

Figure 3-5 shows the algorithms arranged according to their execution time for single encryption 

and decryption of a 10 KB message (with non-LWC algorithms at the beginning). By comparing the 

execution times to the ones in Figure 3-2, there were some changes in the order of algorithms 

compared to test case 1. These variations may be due to the differences in test cases 1 and 2 

(differences in message sizes and repetition times). Comparing the performance of all 32 algorithms 

in terms of message size, we found increasing execution time with the increase of text input length. 

Table 3-3 shows the RAM requirement for three different message sizes. It can be seen that the RAM 

requirement for algorithms is almost the same for input messages shorter than 1 KB but increases 

from 5% to 12% for a message size increase of 10 times. The only exception was found for the 

Grain-128 algorithm, which showed an increase of 29%. 
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(a) (b) 

 

Figure 3-2 AEAD execution time on three different hardware platforms (arranged from low to 

high execution time, and keeping non-LWC algorithms at the beginning). 

 

Figure 3-3 AEAD maximum RAM requirement (same sequence as previous figure). 

 

Figure 3-4 AEAD CPU utilization in three different hardware platforms (same sequence as 

previous figure). 
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Figure 3-5 AEAD algorithm comparison for three different text lengths on iMX233 hardware 

platform in terms of processing time, arranged from fastest to slowest algorithm according to the 

10 KB message size with non-LWC algorithms at the left (same sequence as previous figure). 

 

 

Figure 3-6 Energy consumption of the AEAD algorithms. 
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Table 3-3 Memory usage versus message size. 

 

Algorithm 

RAM usage (KB) 

Data Message Size 

0.1 KB 1 KB 10 KB 

ACE 336 336 352 

ASCON 348 348 372 

COMET 344 344 400 

DryGASCON 288 288 312 

Elephant 324 324 344 

ESTATE 288 288 312 

ForkAE 292 292 324 

GIFT-COFB 288 288 308 

Gimli 284 284 312 

Grain-128AEAD 340 348 448 

HYENA 288 288 312 

ISAP 288 288 312 

KNOT 288 288 324 

LOTUS-LOCUS 288 288 312 

mixFeed 292 292 316 

ORANGE 288 288 308 

Oribatida 372 372 396 

PHOTON-Beetle 288 288 308 

Pyjamask 288 288 312 

Romulus 296 296 312 

SAEAES 290 290 320 
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Algorithm 

RAM usage (KB) 

Data Message Size 

0.1 KB 1 KB 10 KB 

Saturnin 288 288 312 

SKINNY 280 280 292 

SPARKLE 288 288 312 

SPIX 336 336 352 

SpoC 336 336 352 

Spook 288 288 312 

Subterranean 292 292 312 

SUNDAE-GIFT 336 336 352 

TinyJambu 284 284 308 

WAGE 340 340 356 

Xoodyak 288 288 312 

 

3.6 Summary 

In this chapter a comparative performance analysis of 35 AEAD algorithms was presented. Among 

the 35 chosen algorithms, 32 were selected from the second round of lightweight cryptography 

standardization process of the National Institute of Standards and Technology (NIST). The three 

other algorithms are AES with CCM, GCM, and OCB modes of operation. These AEAD 

algorithms take plain text, key, nonce, and associated data as inputs. To compare performance of 

these algorithms, their RAM requirement, CPU usage, and execution time are measured using 

three different IoT devices. The selected IoT platforms that the tests were performed on are 

Raspberry Pi 3, Raspberry Pi Zero W, and iMX233. The results are useful for designing and 

employing lightweight cryptography algorithms suitable for resource constraint IoT devices such 

as sensor nodes. 
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Chapter 4 

 

Versatile Video Coding (VVC/H.266) 

 
4.1 Introduction 

Video compression techniques allow us to lower the size of videos without losing quality, i.e., 

same video quality with a lower bitrate. Video codecs can be lossy or lossless. In lossy encoding 

algorithms, some of the information is completely lost through the process, but in lossless, the 

output is completely reversible without losing any information. Almost all of the current videos 

we see or send over different platforms use compression to lower the bandwidth for transmission 

and storage. Depending on the video compression algorithm, the compression ratio is different. 

For example, in Advanced Video Coding (AVC) technology, or H.264, the raw video is 20 to 200 

times larger compared to the compressed video. H.264/AVC was released in 2003 and still is 

considered a popular compression standard because of its simplicity. H.265/HEVC is the next 

standard that was released in 2013, which has 50% more compression efficiency over H.264/AVC 

(of course with more computation cost). Other famous compression algorithms are AV1 and VP9, 

which both are considered as royalty-free codecs,  unlike H.264/AVC or H.265/HEVC. For 

example, whenever watching a video on Youtube, if the video is 4k, it is compressed with AV1, 

and for other resolutions, VP9 is used. AV1 and VP9 have been more suitable options for the 

industry because of the complexity of licensing and price in H.265/HEVC and H.264/AVC 

standards. However, with the increasing demand for higher resolution videos and a variety of video 

applications, 90 percent of internet traffic will be videos content; thus, there is a need for better 

video compression algorithms.  

 Raw videos contain a lot of redundant information and simply using the raw video data for 

transmission and storage is not efficient, especially when we take into account the large volume of 

video data. Compression algorithms allow us to save bits require for a video without losing quality. 

This happens by removing the extra bits used for spatial redundancy and temporal redundancy 

with various techniques and algorithms.  Spatial redundancy represents the redundancies within 
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the same frame, like the background pixels of a frame that all have the same color. For such 

information, we do not need to repeatedly store the pixels’ RGB values; instead, for example, we 

can store the RGB value and indicate the regions that have that color, which would reduce the 

number of bits. Temporal redundancy refers to redundant storage bits for the same region or objects 

within different frames. In video frames, since all the frames are connected, a lot of information is 

the same among adjacent frames with just a little movement and change. Thus, it is more efficient 

to only store the vector values that tell what objects or regions are moved from the previous (next) 

frame to the current frame. Video compression standards use hybrid video encoders and decoders 

that are a combination of transform coding and predictive coding. A simplified version of a hybrid 

encoder for video compression can be seen in  

Figure 5-2 (please note that the selective encryption block is not a part of hybrid encoders 

and is only used for video encryption). The compression process starts with dividing video frames 

into Group of Pictures (GOP), e.g., IBBB. This helps to find relations between upcoming and 

previous frames in order to find their relations with the current frame. Depending on the video 

compression technology and requirements, various structures can be used. Figure 4-1 shows an 

example GOP and its Picture of Count Order (POC) and decoding order. Not to mention that the 

suitable structure of GOP is important for high output quality and high compression at the same 

time. 

 

           

 

Figure 4-1 A sample GOP structure and the corresponding decoding order. 
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Next, the space of RGB is transferred to YCbCr space. The reason is that in this space, the 

information in luminance channel is much more important for human eyes, on the contrary to the 

RGB space that all the channels carry the same amount of information. Thus, YCbCr space allows 

employing different subsampling rates for chrominance and luminance channels which will help 

compression with a higher rate. Many other images and video compression algorithms also use the 

same YCbCr space. Then each frame is divided into smaller blocks, and the process of motion 

estimation and motion compensation is performed. After computing motion vectors, the residual 

coefficients in each subblock are calculated with the estimated motion compensations. Then, the 

residual coefficients go through the transformation, like integer Discrete Cosine Transform (DCT), 

and the outputs are quantized based on values that are optimized for humans’ vision. Then after 

scanning or the element (e.g., using zigzag scanning), the bitstream goes into entropy coding.  

The decoding is almost similar but in reverse order. A simplified decoder side of hybrid 

codecs is shown in Figure 4-2.  At the decoder side, the input would be the video bitstreams of the 

encoded video. After entropy decoding, the bit stream needs to go into the inverse of quantization 

and retransformation operations to get to the reconstructed parameters and coefficients. Then 

similar to the encoder side, the actual parameters are found by adding the intra or inter prediction 

values to the residual coefficients. After filtering, the output decoded video would be ready.  

 

 

 

Figure 4-2 Diagram of a simplified hybrid decoder. 
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4.2 Versatile Video Coding (H.266/VVC) 

Since 2015, there have been many efforts and activities to develop a new compression standard.  

It was until 2020 that the Joint Video Exploration Team (JVET) of the ITU and ISO/IEC Moving 

Pictures Expert Group (MPEG) announced the finalization of the H.266/VVC (otherwise known 

as ISO/IEC 23090-3). This new compression standard provides up to 50% more compression rate 

compared to the H.265/HEVC standard and supports video resolutions from 4K to 16K in addition 

to 360-degree videos. The official reference software of H.266/VVC standard is VVC Test Model 

(VTM) [28]. However, recently a faster and more optimized software named VVenC was released 

[29]. The new standard is, in fact, very similar to the HEVC since it is still a hybrid video codec. 

However, H.266/VVC is powered with many new coding tools along with lots of improvements 

and refinements over the previously implemented technologies. In terms of performance, Laude et 

al. [30] conducted a comprehensive performance comparison of VTM, AV1, HM (HEVC 

software), x264, and x265 video coding software. Their results show that, on average, VTM gives 

5% better BD-rate performance compared to AV1. For the 4K videos, VTM outperforms AV1 

with a 20% gain. However, the VTM encoding time is around two to three times of AV1 depending 

on the tested video sequences. However, we should mention that since the H.266/VVC is 

announced very recently, there will be more optimizations over its features and implementations 

in the near future. H.266/VVC is a hybrid codec and very similar to previous standards, thus, we 

only discuss some of the new features and optimizations of the H.266/VVC over H.265/HEVC 

that will affect the process of selective encryption. 

4.2.1 Tiles, Slices, and Partitioning 

During the process of compression, similar to H.265/HEVC, each frame is first split into smaller 

units which are named Coding Tree Units (CTUs). The size of each CTU in the H.265/HEVC 

standard is 64x64 pixels, but in the H.266/VVC its dimension is increased to 128x128 pixels. Then, 

a sequence of CTUs is grouped together in rectangular shapes to form tiles. Also, in VVC two 

modes of slicing are considered, rectangular slice mode and raster scan slice mode. After dividing 

frames into CTUs, each CTU is further divided into Coding Units (CUs). In the H.265/HEVC, 

during prediction and transformation, CUs will also be respectively divided into smaller Prediction 

Units (PUs) and Transformation Units (TUs). However, the concept of separating CU, TU, and 

PU are no longer in use (except for CUs with a larger size than the maximum transform length). 
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In fact, VVC uses CUs as the basic processing units. Also, in VVC, two modes of slicing are 

considered, rectangular slice mode and raster scan slice mode. Figure 4-3 (a) is an image with 

rectangular slice partitioning where it is divided into 24 tiles and nine rectangular slices. Figure 

4-3 (b) is an example of roster scan slice partitioning where the image is divided into three roster 

scan slices. Moreover, for the purpose of splitting CTUs, two types of hierarchical trees are used: 

Quadtree (QT) and Multi-Type Tree (MTT). First, CTUs are divided with a quaternary tree then, 

if needed, the leaf nodes are further partitioned with a multi-type tree. Figure 4-4 shows the QT 

and MTT splitting along with an example of a sample partitioned frame in VVC. multi-type 

splitting types are shows in). As a result, the VVC encoder has a wide range of rectangle blocks 

and shapes for a CTU to split into, which would bring higher compression (as well as higher 

computation cost). Also, the tiles, slices, and subpictures are separated in the bitstream, which is 

suitable for parallel processing in the encoder and decoder. This technique would also be helpful 

in the 360-degree videos since it allows the receiver to only decode the regions of the video that 

the user is seeing. 

 

 
(a) 

 
(b) 

Figure 4-3 (a) and (b) show two different partitionings [46]. 
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Coding tree splitting in VVC has the capability to assign different block tree structures to 

chroma and luma components. In one Coding Tree Unit (CTU) of P and B frames, the luma and 

chroma Coding Tree Blocks (CTBs) are the same structure, unlike in I frames where the structure 

for chroma and luma might be different. Thus, the partitioning of luma and chroma CTBs can have 

different coding tree structures. When the number of intra blocks increases in the compression 

algorithm, the computation cost in both the encoder and the decoder increases. This is due to the 

fact that there are smaller surrounding units as neighbors, and the processing to find the 

dependencies between them would become more computationally expensive. During decoding and 

encoding procedures, the intra prediction is done in sequential manner because it requires the 

reconstructed modes from thee up and left neighboring blocks.  

 

 

 
(a) 

        
(b) 

 
(c) 

 
(d) 

Figure 4-4 (a) shows a sample block partitioning in VVC. (b) is quadtree splitting. (c) is 

vertical and horizontal binary multi-type tree. (d) is vertical and horizontal ternary multi-type 

tree. 
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4.2.2 Intra Prediction 

For Intra prediction, there are 67 Intra modes in the H.266/VVC which makes the prediction more 

accurate compared to H.265/HEVC standard, which has 35 modes. Two of the 67 modes are planar 

and DC modes. The rest belong to the angular predictions. The new directional modes not in HEVC 

are depicted as red dotted arrows in Figure 4-5, and the planar and DC modes remain the same. In 

the new coding standard, the intra prediction is similar to H.265/HEVC. Depending on the upper 

and left blocks of the current coding block, a list of Most Probable Modes (MPMs) with size of 

six will be constructed. Then, if the current prediction mode is one of MPM elements, the encoder 

binarizes its index using truncated unary coding, otherwise index of the remaining 61 modes will 

be binarized.  In the H.265/HEVC, the prediction direction angles were between 45 degrees to -

135. However, in the H.266/VVC, because of the employed non-rectangular blocks, the wide-

angle intra prediction modes are introduced. For this purpose, no other new modes are used, i.e., 

the total prediction modes are still 67. So, the wide-angle prediction directions are assigned using 

the regular modes and are further remapped to specify the wider modes. 

 

 

0: Planar
1: DC

 

Figure 4-5 Intra prediction modes [31]. 
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 Cross Component Linear Model (CCLM) is another new intra prediction tool in the 

H.266/VVC. CCLM reduces the redundancy and reconstructs the chroma samples based on the 

reconstructed luma prediction modes of the current coding unit. The chroma intra prediction uses 

8 modes. The modes maintain three cross-component linear model modes and five regular intra 

modes. Chroma mode coding is directly influenced by the luma prediction mode of the 

corresponding blocks (since multiple luma blocks might have one corresponding chroma block). 

Table 4-1 shows the binary strings of each intra chroma mode. 

 

Table 4-1 Unified binarization table for chroma prediction mode. 

Value of 

intra_chroma_pred_mode 
Bin string 

4 00 

0 0100 

1 0101 

2 0110 

3 0111 

5 10 

6 110 

7 111 

 

 One other new feature is Matrix Weighted Intra Prediction (MIP). For predicting a 

rectangular unit of width W and height H, MIP takes the above and left surrounding line. In case 

the calculated components are unavailable, regular intra prediction methods are used for the 

prediction of samples. MIP consists of three steps, as shows in Figure 4-6. 
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4.2.3 Inter Prediction 

In H.266/VVC the inter prediction is performed by parameters such as indices of reference 

pictures, reference picture list indices, index of reference picture list, motion vectors, and other 

information. If the skip mode flag is turned on for a coding unit, only a prediction unit is assigned 

to the coding unit and no index of reference picture or motion vectors are used. Also, if the merge 

mode is used for inter prediction, the motion parameters of the coding unit are calculated using 

neighboring coding units (with spatial and temporal candidates and other implemented methods). 

This is called implicit transmission. The other method is explicit, where the information of motion 

vectors and reference pictures list and other needed parameters are used for each coding unit. A 

merge mode is a new tool compared to H.265/HEVC. Moreover, the Merge mode with Motion 

Vector Differences (MMVD) is also a newly introduced feature in H.266/VVC. In MMVD the 

merge mode is again refined by the MVD components. After the regular merge flag, the MMVD 

flag is sent in order to determine if the merge mode with motion vector differences is used. Other 

components include a merge candidate flag and two indices to determine the motion and indication 

of the motion vector.  

For increasing the accuracy of motion vector merge mode, Bilateral Matching (BM) is 

introduced which is a new tool of H.266/VVC decoder. This is called the Decoder side Motion 

 

 

Figure 4-6 Matrix weighted intra prediction [31]. 

 

sdsdf 
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Vector Refinement (DMVR), Figure 4-7 shows an overview of DMVR. The BM is used to 

measure the distortion between two candidate blocks.  For Inter Prediction, VVC has several other 

new tools. One of the interesting new features is affine motion compensation. In previous codecs 

like H.265/HEVC, the movement of objects are only in 2D dimensional directions. However, in 

real videos, we barely see only planar motions, and movements of objects between video frames 

might accompany rotation or scale (zooming in or out). Thus, affine motion compensation is 

introduced to represent these more complex motions. There are a couple of other newly introduced 

tools for inter prediction, among which we can mention Merge Mode with MVD (MMVD), 

Symmetric MVD Coding, Adaptive Motion Vector Resolution (AMVR), etc. For more 

information and details of these features readers can refer to VTM algorithm descriptions [31].  

 

4.3 Summary 

This chapter presented the basic description of hybrid video codecs and how they work. It discusses 

the major steps in video compression algorithms, then the performance of several popular video 

codecs such as AV1, H.266/VVC, and H.265HEVC are presented. The rest of the chapter is about 

some of the major new features of H.266/VVC and new enhancements compared to the 

H.265/HEVC that will be important for Chapter 5, which is about selective encryption of syntax 

elements in the H.266/VVC compression algorithm. 

 

Figure 4-7 Decoder side motion vector refinement [31]. 
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Chapter 5 

 

Selective Encryption in H.266/VVC 

 
 

5.1 Related Works on Video Encryption 

Among the related literature, there are a variety of proposed methods that discuss how to securely 

hide video content information. The encryption process can be performed after video encoding 

where we encrypt some or all of the encoded bitstream, it can be integrated inside the compression 

algorithm (selective encryption), or the encryption can be performed by scrambling the pixels with 

chaos-based algorithms. Thus, the performance and characteristics of these methods essentially 

depend on the domain we apply the encryption to [9]. In [32], for the encryption of MPEG-1 

bitstreams, it is proposed to encrypt the complete bitstream or important parts such as headers 

depending on the desired security level. Since this is considered naive encryption, the format 

compliance will not be maintained. Muhammad et al. [33] present a method for encryption of 

visual data in IoT systems. They use probabilistic algorithms to detect frames with a required level 

of abnormality, then the pixels of these keyframes are encrypted using chaotic maps and 

Pseudorandom Number Generators (PRNGs). A sample of one frame in both original and 

encrypted format when implementing Muhammad et al. [33] scheme is shown in Figure 5-1. Based 

 

  
(a) (b) 

Figure 5-1 Original and encrypted frame when using chaos-based image/video encryption. 
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on our experiments, we observed that depending on the number of encrypted frames, chaotic 

encryption algorithms can become quite expensive in terms of computation cost because of the 

processes used for the scrambling of pixels. Also, in another paper, Preishuber et al. show some 

other problems with chaos-based encryption algorithms [34].  

Yang et al. [35], propose discrete sine and cosine transforms for the purpose of video 

encryption in the H.264/AVC. In [36], residual component, intra and inter prediction modes, and 

MVD components are used for the encryption in H.264/AVC standard. Wallendael et al.[37] 

investigated the encryption of syntax elements in the HEVC encoder, such as MVD values, delta 

QP, and residual components. They also discussed the effect of encryption on the encoder bit rate 

and visual scrambling of output frames. In [9], the authors presented an SE algorithm for The 

Context-Aware Binary Arithmetic Coding (CABAC) in the H.264/AVC and H.265/HEVC 

standards. They consider encryption of a wider range of elements in the aforementioned standards, 

including Luma IPM components. The presented experimental results of their work show the 

impact of selective encryption on the encoder bit rate and visual distortion of video frames. 

Thiyagarajan et al. [38] proposed a more efficient SE algorithm for the Internet of multimedia 

things. They used a method to estimate the energy level of frames, then based on that energy level, 

the algorithm decides what syntax elements of the H.265/HEVC standard be used for the 

encryption. Although it should be noted that the estimation of texture and motion energy levels in 

each frame is adding extra overhead, thus the real efficiency of the proposed system will get lower. 

Obviously, because their method is not encrypting all of the syntax elements in the encryption 

process, the reported metrics used to compare the visual distortion indicate the visual deterioration 

to be lower compared to other methods. Xu [39], proposes a similar encryption approach using 

MVD, IPM, and Quantized Transform Coefficient (QTC) elements along with a method for data 

embedding using QTC values in the H.265/HEVC standard. Authors of [40] tried to encrypt almost 

all of the important syntax elements of the H.265/HEVC standard and presented their work as a 

tunable approach. Also, another scrambling method is used to further distort the edges since 

regular SE algorithms might not completely hide edge regions; off course, this added scrambling 

process will increase the computation complexity of the proposed method. The a  ho s’ results 

also indicate that the bitrate increase would be between 2% to 10% depending  on whether TU 

coefficients are scrambled or not.  Moreover, in Table 5-1, a summary of some of related works 

on selective encryption are provided. In this paper, we are addressing the selective encryption in 
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the H.266/VVC to see how the new improvements in this new compression algorithm affects the 

SE methods. Since no other work is available for SE algorithms on H.266/VVC, we will be 

comparing the results with previous similar works where authors were using previous compression 

standards. 

 

5.2 Methodology 

5.2.1 Configuration, Software, and Test Video Sequences 

A wide range of video sequences, from low resolution to 4K videos with different frame rates and 

bit depths, are selected for our tests in order to investigate the results of the proposed SE algorithm 

(selected test videos are shown in Table 5-2). The software for H.266/VVC is VTM [28]; currently, 

its latest version is 10.2. There is another software for VVC coding named VVenC [29], which is 

actually much faster compared to VTM. We can look at VTM as the complete software with all of 

the tools and options, while VVenC provides a faster implementation of H.266/VVC. However, 

Table 5-1 Some of related works for video encryption. 

Video 

Encryptin 

Scheme 

Compression 

Standard 

Cipher Elements Used for Encryption Bitrate 

Increase 

Format 

Compliancy 

[9] H.264/AVC - 

H.265/HEVC  

AES-

CTR 

Luma IPM, MVD sign and values, 

MV reference idx, Merge idx, 

MVP idx, Residual sign and 

values, SAO filter 

Yes Yes 

[32] MPEG-1 DES-

CBC 

Headers, DCT coefficients, or 

whole bitstream (based on security 

levels)  

No No 

[33] N/A PRNG Pixels No Yes 

[37] H.265/HEVC AES MVD sign and values, Residual 

sign and values, delta QP, 

reference pic idx, Merge idx, MVP 

idx, SAO parameter  

Yes Yes 

[38] H.265/HEVC AES-

CTR 

Luma and chroma IPM, QTC, 

MVD signs and values 

Yes Yes 

[39] H.265/HEVC RC4 QTC, MVD sign and values, IPM 

luma 

Yes Yes 

[40] H.265/HEVC AES-

CTR 

Chroma and Luma IPM, Residual 

Sign and values, MVD sign and 

values, Merge Idx, MVP idx, 

Reference frame idx, SAO 

parameter 

Yes Yes 
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unfortunately, the VVenC only has the encoder, and the decoder side is not available yet. Thus, 

for our simplicity during the tests, we used the VVenC for the encoding and VTM for decoding 

video streams. We have used the randomaccess_faster configuration of the VVenC software, 

which has GOPsize of 32 and  intraPeriod of 32. In this case, there will be one I frame with 31 

following B frames. The base Quantization Parameter (QP) is also selected to vary from values 8, 

24, and 32 depending on the performed tests. The level value which determines the tire that the 

encoded bitstream compiles to is chosen from Table 5-3 and Table 5-4 of [41] for each 

corresponding test video. Its value is dependent to video resolution (luma height and width) and 

frame rate of the video under test.  In Figure 5-2, we can see diagram of the VTM software with a 

selective encryption block added prior to the CABAC.  

 

 

 

 

Figure 5-2 Block diagram of VTM software with the selective encryption block added before 

CABAC. 
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Table 5-2 Video sequences used for experiments. 

Video Resolution Frame Rate Bit depth 

Mobile 352x288 24 8 

BasketballPass 416x240 50 8 

BQMall 832x480 60 8 

Johnny 1280x720 60 8 

FourPeople 1280x720 60 8 

BasketballDrive 1920x1080 50 8 

PeopleOnStreet 2560x1600 30 8 

Traffic 2560x1600 30 8 

RaceNight 3840x2160 50 10 

HoneyBee 3840x2160 120 10 
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Table 5-3 Maximum frame rate for main level in VTM. level 1.0 to 4.1. 

Level:       1.0 2.0 2.1 3.0 3.1 4.0 4.1 

Max luma picture 

size (samples):       36 864 122 880 245 760 552 960 983 040 2 228 224 2 228 224 

Max luma sample 

rate (samples/sec)       552 960 3 686 400 7 372 800 16 588 800 33 177 600 66 846 720 133 693 440 

Format nickname 

Luma 

width 

Luma 

height 

Luma 

picture size        

SQCIF 128 96 16 384  33.7 225.0 450.0 960.0 960.0 960.0 960.0 

QCIF 176 144 36 864  15.0 100.0 200.0 450.0 900.0 960.0 960.0 

QVGA 320 240 81 920  - 45.0 90.0 202.5 405.0 816.0 960.0 

525 SIF 352 240 98 304  - 37.5 75.0 168.7 337.5 680.0 960.0 

CIF 352 288 122 880  - 30.0 60.0 135.0 270.0 544.0 960.0 

525 HHR 352 480 196 608  - - 37.5 84.3 168.7 340.0 680.0 

625 HHR 352 576 221 184  - - 33.3 75.0 150.0 302.2 604.4 

Q720p 640 360 245 760 - - 30.0 67.5 135.0 272.0 544.0 

VGA 640 480 327 680  - - - 50.6 101.2 204.0 408.0 

525 4SIF 704 480 360 448  - - - 46.0 92.0 185.4 370.9 

525 SD 720 480 393 216  - - - 42.1 84.3 170.0 340.0 

4CIF 704 576 405 504  - - - 40.9 81.8 164.8 329.6 

625 SD 720 576 442 368  - - - 37.5 75.0 151.1 302.2 

480p (16:9) 864 480 458 752  - - - 36.1 72.3 145.7 291.4 

SVGA 800 600 532 480  - - - 31.1 62.3 125.5 251.0 

QHD 960 540 552 960  - - - 30.0 60.0 120.8 241.7 

XGA 1 024 768 786 432  - - - - 42.1 85.0 170.0 

720p HD 1 280 720 983 040  - - - - 33.7 68.0 136.0 

4VGA 1 280 960 1 228 800  - - - - - 54.4 108.8 

SXGA 1 280 1 024 1 310 720  - - - - - 51.0 102.0 

525 16SIF 1 408 960 1 351 680  - - - - - 49.4 98.9 

16CIF 1 408 1 152 1 622 016  - - - - - 41.2 82.4 

4SVGA 1 600 1 200 1 945 600  - - - - - 34.3 68.7 

1080 HD 1 920 1 080 2 088 960  - - - - - 32.0 64.0 

2K×1K 2 048 1 024 2 097 152  - - - - - 31.8 63.7 

2K×1080 2 048 1 080 2 228 224  - - - - - 30.0 60.0 

4XGA 2 048 1 536 3 145 728  - - - - - - - 

16VGA 2 560 1 920 4 915 200  - - - - - - - 

3616×1536 (2.35:1) 3 616 1 536 5 603 328  - - - - - - - 

3672×1536 (2.39:1) 3 680 1 536 5 701 632  - - - - - - - 

3840×2160 (4*HD) 3 840 2 160 8 355 840 - - - - - - - 

4K×2K 4 096 2 048 8 388 608  - - - - - - - 

4096×2160 4 096 2 160 8 912 896  - - - - - - - 

4096×2304 (16:9) 4 096 2 304 9 437 184  - - - - - - - 

7680×4320 7 680 4 320 33 423 360  - - - - - - - 

8192×4096 8 192 4 096 33 554 432 - - - - - - - 

8192×4320 8 192 4 320 35 651 584 - - - - - - - 
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Table 5-4 Maximum frame rate for main level in VTM. level 5.0 to 6.2. 

Level:       5.0 5.1 5.2 6.0 6.1 6.2 

Max luma picture size 

(samples):    8 912 896 8 912 896 8 912 896 35 651 584 35 651 584 35 651 584 

Max luma sample rate 

(samples/sec)    267 386 880 534 773 760 

1 069 547 52

0 

1 069 547 52

0 

2 139 095 04

0 

4 278 190 08

0 

Format nickname Luma width 

Luma 

height 

Luma 

picture size       

SQCIF 128 96 16 384 960.0 960.0 960.0 960.0 960.0 960.0 

QCIF 176 144 36 864 960.0 960.0 960.0 960.0 960.0 960.0 

QVGA 320 240 81 920 960.0 960.0 960.0 960.0 960.0 960.0 

525 SIF 352 240 98 304 960.0 960.0 960.0 960.0 960.0 960.0 

CIF 352 288 122 880 960.0 960.0 960.0 960.0 960.0 960.0 

525 HHR 352 480 196 608 960.0 960.0 960.0 960.0 960.0 960.0 

625 HHR 352 576 221 184 960.0 960.0 960.0 960.0 960.0 960.0 

Q720p 640 360 245 760 960.0 960.0 960.0 960.0 960.0 960.0 

VGA 640 480 327 680 816.0 960.0 960.0 960.0 960.0 960.0 

525 4SIF 704 480 360 448 741.8 960.0 960.0 960.0 960.0 960.0 

525 SD 720 480 393 216 680.0 960.0 960.0 960.0 960.0 960.0 

4CIF 704 576 405 504 659.3 960.0 960.0 960.0 960.0 960.0 

625 SD 720 576 442 368 604.4 960.0 960.0 960.0 960.0 960.0 

480p (16:9) 864 480 458 752 582.8 960.0 960.0 960.0 960.0 960.0 

SVGA 800 600 532 480 502.1 960.0 960.0 960.0 960.0 960.0 

QHD 960 540 552 960 483.5 960.0 960.0 960.0 960.0 960.0 

XGA 1 024 768 786 432 340.0 680.0 960.0 960.0 960.0 960.0 

720p HD 1 280 720 983 040 272.0 544.0 960.0 960.0 960.0 960.0 

4VGA 1 280 960 1 228 800 217.6 435.2 870.4 870.4 960.0 960.0 

SXGA 1 280 1 024 1 310 720 204.0 408.0 816.0 816.0 960.0 960.0 

525 16SIF 1 408 960 1 351 680 197.8 395.6 791.2 791.2 960.0 960.0 

16CIF 1 408 1 152 1 622 016 164.8 329.6 659.3 659.3 960.0 960.0 

4SVGA 1 600 1 200 1 945 600 137.4 274.8 549.7 549.7 960.0 960.0 

1080 HD 1 920 1 080 2 088 960 128.0 256.0 512.0 512.0 960.0 960.0 

2K×1K 2 048 1 024 2 097 152 127.5 255.0 510.0 510.0 960.0 960.0 

2K×1080 2 048 1 080 2 228 224 120.0 240.0 480.0 480.0 960.0 960.0 

4XGA 2 048 1 536 3 145 728 85.0 170.0 340.0 340.0 680.0 960.0 

16VGA 2 560 1 920 4 915 200 54.4 108.8 217.6 217.6 435.2 870.4 

3616×1536 (2.35:1) 3 616 1 536 5 603 328 47.7 95.4 190.8 190.8 381.7 763.5 

3672×1536 (2.39:1) 3 680 1 536 5 701 632 46.8 93.7 187.5 187.5 375.1 750.3 

3840×2160 (4*HD) 3 840 2 160 8 355 840 32.0 64.0 128.0 128.0 256.0 512.0 

4K×2K 4 096 2 048 8 388 608 31.8 63.7 127.5 127.5 255.0 510.0 

4096×2160 4 096 2 160 8 912 896 30.0 60.0 120.0 120.0 240.0 480.0 

4096×2304 (16:9) 4 096 2 304 9 437 184 - - - 113.3 226.6 453.3 

4096×3072 4 096 3 072 12 582 912 - - - 85.0 170.0 340.0 

7680×4320 7 680 4 320 33 423 360 - - - 32.0 64.0 128.0 

8192×4096 8 192 4 096 33 554 432 - - - 31.8 63.7 127.5 

8192×4320 8 192 4 320 35 651 584 - - - 30.0 60.0 120.0 
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5.2.2 Encryption of Syntax Elements 

The encryption is applied prior to the binarization of syntax elements (as shown in Figure 5-3). 

There are many non-binary syntax elements that are required to be binarized prior to encoding, 

such as MVD values, residual values, etc. Thus, binarization can be seen as a preprocessing step 

that maps each value to a stream of zeros and ones. In hybrid codecs, the binarization coding of 

each syntax element might be different is selected in a way to ensure s    x eleme  s’ s    ble 

probability distribution and efficient implementation. Some of the binarization methods are Fixed 

Length (FL), k-th other Exp-Golomb (EGK), k-th order Truncated Rice (TRK), and unary coding. 

Also, Table 5-5 from [42] shows examples of different binarization codings.  

 

With unary coding binarization, a symbol n is binarized with n zeros (or ones) and a single one 

(zero) at the end. Truncated binary coding is similar to unary coding, but the maximum value of n 

does not have the final single one or zero bin. Golomb codes are composed of prefix and suffix 

binary streams, where prefix is a unary coding of quotient q and suffix is the remaining r which is 

truncated binary coded. Rice coding is a subset of Golomb coding where m is the power of two. 

Rice coding is suitable in computers since the multiplication and division of two can be performed 

more efficiently with shift operations. k-th order Exp-Golomb coding is a robust and near-optimal 

 

Table 5-5 Examples of different binarizations used in video codings with n=8. 

N Unary Truncated 

Unary 

Truncated 

Rice 

(K=1) 

Exp-

Golomb 

(K=0) 

Fixed 

Length 

0 0 0 00 1 000 

1 10 10 01 010 001 

2 110 110 100 011 010 

3 1110 1110 101 00100 011 

4 11110 11110 1100 00101 100 

5 111110 111110 1101 00110 101 

6 1111110 1111110 1110 00111 110 

7 11111110 1111111 1111 0001000 111 
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coding which is suitable for geometrically distributed syntax elements with varying or unknown 

distribution parameters [42]. Similar to HEVC, Context-Aware Binary Arithmetic Coding 

(CABAC) in VVC has two regular and bypass modes for encoding. In bypass mode, all symbols 

are considered as equiprobable for the encoding.  

 

For Regular mode, a probability model is determined using the context of elements and the 

encoding is performed based on this probability model. Thus, encryption of syntax elements 

encoded with bypass mode would be more suitable since it does not affect the probability model, 

which would lower the encoding efficiency. For the encryption of elements that are encoded in 

regular mode, we should also make sure that their probability model is also changed accordingly. 

In the proposed method, the key syntax elements that are considered for the encryption in the 

 

Figure 5-3 Context Aware Binary Arithmetic Coding (CABAC) and selective encryption. 
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H.266/VVC algorithm are luma IPM value, horizontal and vertical values/signs of motion vectors, 

and signs of residual values. The reason for the selection of these elements is that they have a very 

high effect on the final frame disturbance and also when considering all of them together for the 

encryption it yields an steady highly distorted output over all types of frames (e.g., I and B). For 

the encryption process, a binary stream needs to be generated using an encryption algorithm, and 

then the XOR operation is made between the stream and syntax elements. For this purpose, it is 

recommended to use the Advanced Encryption Standard (AES) in CTR mode of operation for 

encryption and decryption. The x and y position values of each unit can be used for the 

Initialization Vector (IV) of the encryption algorithm (e.g., AES-CTR), which will maintain the 

security of the key during the encryption of all syntax elements. Since some of the syntax elements 

have a specific range (e.g., luma most probable modes are from 0 to 5), the XOR operation should 

be performed carefully so that the final value is not outside of the available range of the 

corresponding syntax element. Without such considerations, because of the format compliancy of 

the video bitstream, the decoder might face some problems. Thus, we choose a desirable number 

of last bits in the binary stream generated from the AES-CTR, and then we do the XOR operation 

if its value after XOR is not beyond the range of available values. For the encryption of luma IPM 

modes, the encoder either encodes the index of Most Probable Mode (MPM) (predicted from the 

neighboring units) or it encodes the index of 61 remaining modes for the binarization (when the 

mode is not among the MPM modes). Encoding of the MPM uses bypass mode and requires five 

bits since it uses truncated unary coding for binarization. For the remaining IPM modes, the six 

bits fixed-length coding is used, and encoding is done in bypass mode. Thus, the encryption is 

applied to luma modes according to the selected mode for the luma intra prediction and their 

respective binarization. For the format compliance, when MPM modes are being used, the 

encrypted syntax should not be greater than 5. Also, when the prediction mode is not among the 

MPM modes, the encrypted remaining IPM model has a maximum range of 61 because six MPM 

modes are removed from all 67 available luma modes. Motion vectors constitute of coefficients 

and corresponding signs for horizontal and vertical directions.  The absolute values are encoded 

using two flags in regular mode, (abs_mvd_greater_0 and abs_mvd_greater_1) and 

abs_mvd_minus_2 which is bypass coded with golomb-rice binarization. We only have chosen to 

encrypt the abs_mvd_minus_2 and corresponding signs since they are encoded in bypass mode. 
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Another syntax element selected for encryption is signPattern which represents signs of residual 

coefficients and is encoded in bypass mode. 

5.3 Results 

5.3.1 Visual Security 

The encryption of selected syntax elements results in highly distorted videos which indicates that 

the details and information of videos are securely hidden. Figure 5-4 shows the visual disturbance 

caused by the encryption of each syntax element. Based on these sample frames, we observe the 
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Figure 5-4 Visual results of experimental tests. First column shows the original frames, 

second column is when residual components are encrypted, third column is when MVD 

values and signs are encrypted, forth column is when luma modes are encrypted, and fifth 

column is when all the mentioned syntaxes are encrypted. 

 

 

SD 



46 
 

importance of luma IPM modes in the H.266/VVC videos since their encryption causes most of 

the deterioration in the output video (as can be seen in column four of Figure 5-4). After luma 

modes, MVD modes are the next key syntax elements that their encryption is causing the highest 

deterioration in final videos (column three Figure 5-4). However, residual signs have a smaller 

impact on the output video, as can be seen from column two of Figure 5-4. The quantitative 

performance of the videos are compared using PSNR, SSIM [43], and VMAF [44], [45]. SSIM 

 
(a) 

 
(b) 

 
(c) 

 
(d) 

 
(e) 

 

Figure 5-5 Visual results of experimental tests. (a) shows the original 3840x2160 frame of a 

moving bee with stationary background, (b) is when residual components are encrypted, (c) is 

when MVD values and signs are encrypted, (d) is when luma modes are encrypted, and (e) is 

when all the mentioned syntaxes are encrypted. 

 

 

SD 
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shows the structural similarity index which compares the processed images (the encrypted video 

frames for our application) and the original images (when the video is encoded with VVC but is 

not encrypted). To measure the performance of an encryption algorithm, the lower the SSIM the 

better the performance of the algorithm would be. PSNR is another metric that is not very good 

for our application; however, because of its popularity we have employed this metric as well. 

Video Multimedia Assessment Fusion (VMAF) is a relatively new metric used for video quality 

measurement, which is developed by Netflix. The VMAF returns a score between 0 to 100, and a 

higher score shows more resemblance between the two given original and processed videos. In 

Table 5-6, the performance results from the mentioned metrics are provided for selected test videos 

while using the encryption. We can see that the SSIM values for encrypted videos are much lower 

compared to the original values. The PSNR values also confirm the effect of encryption on visual 

deterioration of encrypted videos. In some cases, we observe mediocre PSNR scores even though 

the SSIM is very low and video quality is mostly disturbed. This shows the fact that PSNR might 

not be a very good metric here. Also, the reason that the VMAF scores for some original videos 

are not as high as it should be (close to 100) is that we have not used the 4K models. VMAF is, in 

fact, a metric that is trained with resolutions up to 1080p, as a result, we see mediocre scores for 

some of the original videos. However, these scores can still be used as a comparative metric 

between videos. The reported values in the Table 5-6 are achieved from the average of the first 64 

frames in the selected test videos, however, In Figure 5-6, we can see the SSIM, PSNR, and VMAF 

results for each of the first 64 frames. When only encrypting the MVD elements (signs and values 

for horizontal and vertical directions), the I frames would not have enough visual disturbance (e.g., 

frame 32 in Figure 5-6).  However, Encryption of Luma components results in a steady, highly 

deteriorated output for all frames. Moreover, because the residual signs are not highly important 

in hiding video information, only encrypting them will not yield acceptable disturbance in the 

encrypted videos. Because our work is the first one that looks at selective encryption in the 

H.266/VVC, we only compare the results with other similar methods that are used in H.265/HEVC 

and H.264/AVC compression standards. 

In Table 5-7, we see a comparison with some of the other recent papers for SE algorithms 

in H.265/HEVC. From this comparison, we see the higher disturbance that is caused in the VVC 

encoded videos by presented selective encryption algorithms. In most of the cases, we notice the 

performance of selective encryption to be higher compared with state of the art works in HEVC 
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standard. In [40], authors select almost all of the key syntax elements for the encryption in the 

H.265/HEVC video encoder, but here, we are encrypting only some of the key syntax elements. If 

wider range of elements were considered in our scheme for the selective encryption, the 

quantitative results should even become better. Also, we should mention that the computation cost 

depends on how many syntax elements and how many units are selected for the encryption. The 

ideal case would be when the video disturbance is high, i.e., high security of video, while the 

computation cost remains low. 
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Table 5-6 Performance of the scheme in terms of SSIM, PSNR and VMAF for each video 

sequence. 

 

Video 

Sequence 

 

QP 

Original Encrypted 

SSIM PSNR VMAF SSIM PSNR VMAF 

 

 

Mobile 

8 0.997 49.81 99.959 0.078 9.235 6.642 

24 0.98 35.78 99.234 0.075 8.819 6.190 

40 0.876 26.25 75.375 0.072 9.027 6.068 

 

BasketballPass 

8 0.995 50.52 99.339 0.362 13.21 2.877 

24 0.972 40.48 94.397 0.419 15.01 2.254 

40 0.834 30.51 52.556 0.43 10.17 2.2 

 

 

BQMall 

8 0.999 49.88 99.959 0.201 10.62 5.015 

24 0.989 38.47 98.745 0.216 10.81 5.457 

40 0.912 29.39 66.379 0.227 9.8 6.445 

 

 

Johnny 

8 0.998 50.12 98.248 0.397 8.596 0 

24 0.992 42.34 95.258 0.476 9.510 0 

40 0.976 36.47 79.389 0.557 11.74 0 

 

 

FourPeople 

8 0.999 50.09 98.339 0.227 8.75 0 

24 0.995 42.22 94.905 0.234 9.07 0 

40 0.974 34.71 75.771 0.266 9.93 0.005 

 

 

BasketballDrive 

8 0.999 50.18 99.958 0.292 12.95 1.342 

24 0.994 38.81 99.875 0.321 12.06 1.618 

40 0.949 33.08 65.037 0.340 11.39 1.826 

 

PeopleOnStreet 

8 0.999 50.25 99.959 0.085 9.90 6.658 

24 0.998 38.86 99.864 0.096 10.02 7.033 

40 0.977 29.48 62.668 0.099 9.79 6.973 

 

 

Traffic 

8 0.999 49.85 99.959 0.11 10.09 3.899 

24 0.998 40.65 95.48 0.126 9.28 3.815 

40 0.982 32.69 67.681 0.135 9.16 3.638 

 

RaceNight 

8 0.999 50.35 99.956 0.314 10.57 0 

24 0.997 37.37 96.456 0.355 7.54 0 

40 0.983 34.60 69.107 0.531 14.97 0 

 

HoneyBee 

8 0.999 50.26 97.536 0.212 10.14 8.888 

24 0.997 39.17 83.673 0.241 12.41 6.354 

40 0.991 37.67 65.464 0.259 9.72 6.445 
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Table 5-7 Comparison of experimental results with other proposed selective encryption 

algorithms. 

 

Video Sequence 

 

QP 

SSIM PSNR 

Boyadjis 

(for 

HEVC) 

[9] 

State of the art 

(for HEVC) 

[40] – Enc 

Presented 

Scheme 

(for VVC) 

Boyadjis 

(for 

HEVC) [9] 

State of the 

art  

(for HEVC) 

[40] - Enc 

Presented 

Scheme 

(for VVC) 

 

Mobile 

8 0.070 0.058 0.078 10.81 10.89 9.23 

24 0.077 0.076 0.075 10.64 10.53 8.82 

40 0.110 0.097 0.072 11.46 10.59 9.03 

 

BasketballPass 

8 0.320 0.260 0.362 15.21 14.89 15.21 

24 0.408 0.372 0.419 15.48 15.40 15.51 

40 0.457 0.459 0.43 16.39 16.94 14.17 

 

BQMall 

8 0.238 0.215 0.201 13.96 14.56 10.62 

24 0.301 0.282 0.216 14.32 14.54 10.81 

40 0.332 0.312 0.227 14.82 14.40 9.8 

 

Johnny 

8 0.468 0.449 0.397 13.38 13.87 8.60 

24 0.569 0.552 0.476 13.77 13.68 9.51 

40 0.592 0.580 0.557 13.41 13.40 11.746 

 

FourPeople 

8 0.325 0.295 0.227 12.76 13.13 8.75 

24 0.402 0.381 0.234 13.61 13.55 9.07 

40 0.420 0.389 0.266 13.07 12.83 9.93 

 

BasketballDrive 

8 0.492 0.496 0.321 14.65 15.21 12.955 

24 0.545 0.509 0.321 14.72 15.00 12.068 

40 0.582 0.560 0.340 15.49 15.26 11.391 

 

PeopleOnStreet 

8 0.250 0.232 0.085 12.93 13.12 9.90 

24 0.294 0.262 0.096 13.23 13.10 10.018 

40 0.332 0.312 0.099 13.09 13.23 9.79 

 

Traffic 

8 0.260 0.240 0.11 12.31 12.53 10.09 

24 0.348 0.328 0.126 12.81 12.70 9.28 

40 0.372 0.361 0.135 13.52 13.34 9.16 
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       (a) 

 

 
       (b) 

 

 
      (c) 

Figure 5-6 Visual quality results after encrypting selected syntax elements for first 64 frames 

in BasketballDrive video sequence. 
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       (a) 

 

 
       (b) 

 

 
      (c) 

Figure 5-7 Visual quality results after encrypting selected syntax elements for first 64 

frames in PeopleOnStreet video sequence. 
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(a) (b) 

  
(c) (d) 

  
(e) (f) 

  
(g) (h) 

Figure 5-8 Highlighted edges in some of video test sequences after and before performing 

video encryption. Images in first column are the original frames and the second column 

contains the corresponding encrypted frames. 
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Edges of regions in the encrypted video frames play an important factor for the visual 

security of encrypted video using selective encryption methods. If the selective encryption scheme 

is not good enough edges of the encrypted videos might leak some information about the objects 

in frames. Figure 5-8 shows several of the sample frames in both original (row one) and encrypted 

forms (row two). We can observe that an adversary cannot get any important information by 

considering the edges in the encrypted video. To validate the security of edges in the proposed 

method, we have considered the Edge Differential Ratio (EDR) as was employed in [8]. The EDR 

is defined as: 

   =
∑ | P( ,   )   P̅( ,  )|M

 , = 

∑ | P( ,   )+P̅( ,  )|M
 , = 

          .   

Where 𝑀 is the number of edge pixels, P(m,n) is the value of edge pixel in the original video 

frame, and �̅�(𝑚, 𝑛) is the value of edge pixel in the encrypted video. In Table 5-8, the average of 

EDR values for first 64 frames are listed for different QP values. Reported values confirm that the 

similarity of edges in encrypted and original frames are very small (low EDR indicate high edge 

similarity between given images). Note that this metric is completely dependent on the 

implemented edge detection algorithm. Also, from table V, we see that for QP=40, EDR values in 

 

Table 5-8 Average EDR scores of encrypted and original frames. 

 

Video Sequence 

EDR 

QP = 8 QP = 24 QP = 40 

Org. Enc. Org. Enc. Org. Enc. 

Mobile 0.035 0.952 0.135 0.98 0.353 0.992 

BasketballPass 0.108 0.91 
0.255 

0.928 0.433 0.968 

BQMall 0.082 0.911 
0.266 

0.944 0.531 0.968 

Johnny 0.239 0.911 
0.357 

0.964 0.449 0.967 

FourPeople 0.194 0.931 
0.35 

0.946 0.535 0.938 

BasketballDrive 0.141 0.781 
0.296 

0.985 0.452 0.986 

PeopleOnStreet 0.192 0.946 0.316 0.98 0.557 0.991 

Traffic 0.195 0.957 0.396 0.987 0.444 0.983 
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original values are relatively high, however, it does not indicate that the two compared videos are 

very different. This is due to the fact that while using large QP values, many of the edges strength 

will change, which results in a higher EDR value. 

5.3.2 Bit Rate Change 

Because SE methods are integrated into the compression algorithms, many of the coefficients and 

values will be changed, resulting in a different probability model for the syntax elements. For 

example higher MVD values have lower probability of, however after encrypting the syntax 

elements the distribution of components will change which results in a uniform probability 

distribution. This will increase the bit rate encoding (lowering the encoding efficiency). The 

number of encrypted elements and selected syntax elements directly affect the bit rate change. In 

Table 5-9, the bit rate change is reported for different video bitstreams and is compared with other 

important related works. The results show that the bit rate increase remains around the same value 

as was reported for other works in H.265/HEVC. However, the presented scheme for the 

H.266/VVC results in more visual deterioration.  

 

 

Table 5-9 Bit rate change of our method compared to other works. 

 

 

Video Sequence 

Bit Rate Increase  

Boyadjis (for 

HEVC) [9] 

State of the art (for HEVC) [40] 

– Enc 

Presented 

Scheme (for 

VVC) 

Mobile 0.0177 0.0244 0.0143 

BasketballPass 0.0263 0.0430 0.0266 

BQMall 0.0216 0.0320 0.0204 

Johnny 0.0200 0.0345 0.0204 

FourPeople 0.0246 0.0348 0.022 

BasketballDrive 0.0119 0.0290 0.0179 

PeopleOnStreet 0.0151 0.0292 0.0313 

Traffic 0.0164 0.0249 0.0174 
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5.3.3 Encryption Space 

 

The available encryption space is an important factor in selective encryption algorithms since it 

determines the number of encrypted syntax elements. Encryption space should be large enough to 

make the brute force process difficult for an adversary who wants to find the keys used for the 

encryption. Through a brute force attack every possible values for each syntax element can be 

analyzed so that most of regions in the reconstructed image are recovered. The encryption space  

is also important since it is showing the components of the bitstream that we can encrypt without 

violating the format compliance rule.  Table 5-10 shows the encryption space used in our method 

compared with two other methods proposed for HEVC. It can be seen that depending on the video 

sequence and assigned QP value, the number of syntax elements in the presented method is 10 to 

20 times larger compared to selective encryption methods in previous standards. This is probably 

one of the reasons that selective encryption in H.266/VCC provides higher visual security (as we 

discussed earlier). Moreover, from Table 5-10, we notice a sharp change in encryption space as 

QP values change. The higher QP value results in higher compression and lower output quality, 

which causes to have fewer syntax elements to be encrypted (as more coefficients become zero). 

 

5.4 Summary 

a selective encryption method for videos encoded with H.266/VVC standard is presented. 

Key syntax elements of the encoder, such as MVD values and signs, IPM modes, and residual 

signs that carry important information, are selected for the encryption process. Then, the 

integrating of the presented selective encryption algorithm to the encoder is discussed both in terms 

of encoder performance (i.e., bitrate change), and visual security of the output video (i.e., SSIM, 

PSNR, VMAF). The results show that such methods can be a suitable solution while maintaining 

the privacy of videos for most of the applications. The importance of selective encryption 

algorithms is even more noticeable when dealing with videos that require large bandwidth like 

4K/8K and 360-degree videos.  
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Table 5-10 Comparison of encryption space for one I and three B frames. 

 

Video 

Sequence 

 

QP 

Selective Encryption Algorithms 

Boyadjis (for 

HEVC) [9] 

State of the art (for 

HEVC) [40] – Enc 

Presented 

Scheme (for 

VVC) 

 

Mobile 

8 408280 420276 2970442 

24 91249 98087 1075159 

40 15129 16234 285866 

 

BasketballPass 

 

8 156381 162952 1747539 

24 25586 27982 525422 

40 2694 3207 69143 

 

BQMall 

 

8 1335708  1369545 12605551 

24 123706 133542 1887324 

40 15913 17993 341932 

 

Johnny 

8 1529922  1576207 16440069 

24 67579 72493 1502727 

40 9478 10669 188802 

 

FourPeople 

 

8 1581943 1639071 15812535 

24 109661 115938 1947921 

40 19176 20552 371282 

 

BasketballDrive 

8 5747621  5842386 74431080 

24 248473 268004 6289156 

40 25455 30993 428516 

 

PeopleOnStreet 

8 1.05x107 1.08x107 111624820 

24 1144257  1276675 19361562 

40 136658 169194 2799887 

 

Traffic 

8 9217222  9523708 100424218 

24 782504 844394 14478533 

40 103101 110918 1957091 
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Chapter 6 

 

Conclusions and Suggestions for Future Works 
 

6.1 Conclusion 

Considering the growth of IoT, the importance of security and privacy issues is becoming more 

and more crucial. As the IoT market is relatively new, such issues have not been addressed so far. 

Moreover, because there are many companies and manufacturers involved in designing and 

producing IoT devices, the high priority concern so far was to release cheaper and more 

competitive products. Thus, many security issues are still not considered carefully. In this thesis, 

some of the security issues in the IoT environments were investigated, such as the need for 

lightweight cryptography algorithms and special considerations for encryption of video data. On 

one hand, since IoT devices are mostly designed for efficiency and their competitive price, security 

and reliability issues have not been the top priority. Moreover, because of the lower computation 

power and resource constraints in IoT devices, previously standardized cryptography algorithms 

such as Advanced Encryption Standard (AES) and RSA might not be a good choice for such 

devices. Also, not to mention that energy consumption is also another important factor since many 

IoT devices work with batteries. Thus in such environments, there is a need for cryptography 

algorithms that require smaller resources for the operation, which are called Lightweight 

Cryptography (LWC) algorithms. In Chapter 3, we compare 32 LWC algorithms and talk about 

their performance compared to previous common cryptography algorithms. Among the 35 chosen 

algorithms, 32 were selected from the second round of lightweight cryptography standardization 

process of the National Institute of Standards and Technology (NIST). The three other algorithms 

are AES with CCM, GCM, and OCB modes of operation. To compare the performance of these 

algorithms, their RAM requirement, CPU usage, and execution time are measured using three 

different IoT devices. The selected IoT nodes are Raspberry Pi 3, Raspberry Pi Zero W, and 

iMX233.  
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The second part of the thesis is mostly discussing video data compression and encryption. 

In Chapter 4, an overview of hybrid coding compression algorithms is provided. Also, this chapter 

talks about some of the new features and new changes in the H.266/VVC compared to previous 

compression standards. Currently, around 80% of IP traffic is video data. With the future 

applications of security cameras, smart homes, and AR/VR streaming, new schemes and 

considerations are necessary for the storage, compression, security, and analysis of video data. The 

necessity of UHD videos for AR/VR streaming and smart home/city applications are becoming 

more critical, and one of the available solutions is to employ video compression algorithms with 

high compression efficiency such as VVC. However, it comes with higher computation costs. With 

the future video technologies in smart cities and the employment of high-resolution videos, there 

is a need for works to address the security of videos. In Chapter 5, a selective encryption method 

for videos encoded with H.266/VVC standard is presented. Key syntax elements of the encoder, 

such as MVD values and signs, IPM modes, and residual signs that carry important information, 

are selected for the encryption process. Then, the integrating of the presented selective encryption 

algorithm to the encoder is discussed both in terms of encoder performance (i.e., bitrate change), 

and visual security of the output video (i.e., SSIM, PSNR, VMAF). The results show that such 

methods can be a suitable solution while maintaining the privacy of videos for most of the 

applications. The importance of selective encryption algorithms is even more noticeable when 

dealing with videos that require large bandwidth like 4K/8K and 360-degree videos.  

 

6.2 Future Works 

The presented scheme has several advantages although for improvement of this work and better 

implementations, there are following suggestions: 

1- Experiments about the applicability of other syntax elements in the H.266/VVC for 

selective encryption. 

2- Search for more efficient methods where encryption of syntax elements is only applied to 

a portion of CU units to reduce the computation cost while yielding the highest visual 

security.  
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3- Develop more dynamic methods where the encryption level is adjusted based on a 

particular application and information within frames. 

4- More efficient integration of encryption algorithms into the compression algorithm, where 

if possible, the whole bit stream of considered syntax elements are encrypted at once. 

Currently, the encryption is applied repeatedly for small variables. 
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