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ABSTRACT 

The objective of a power system is to provide electricity to its customers as 

economically as possible with an acceptable level of reliability while safeguarding the 

environment. Power system reliability has well-established quantitative metrics, regulatory 

standards, compliance incentives and jurisdictions of responsibilities. The increase in 

occurrence of extreme events like hurricane/tornadoes, floods, wildfires, storms, cyber-attacks 

etc. which are not considered in routine reliability evaluation has raised concern over the 

potential economic losses due to prolonged and large-scale power outages, and the overall 

sustainability and adaptability of power systems. This concern has motivated the utility 

planners, operators, and policy makers to acknowledge the importance of system resiliency 

against such events. However, power system resiliency evaluation is comparatively new, and 

lacks widely accepted standards, assessment methods and metrics. The thesis presents 

comparative review and analysis of power system resilience models, methodologies, and 

metrics in present literature and utility applications. It presents studies on two very different 

types of extreme events, (i) man-made and (ii) natural disaster, and analyzes their impacts on 

the resiliency of a distribution system. It draws conclusions on assessing and improving power 

system resiliency based on the impact of the extreme event, response from the distribution 

system, and effectiveness of the mitigating measures to tackle the extreme event.   

The advancement in technologies has seen an increasing integration of cyber and 

physical layer of the distribution system. The distribution system operators avails from the 

symbiotic relation of the cyber-physical layer, but the interdependency has also been its 

Achilles heel. The evolving infrastructure is being exposed to increase in cyber-attacks. It is of 

paramount importance to address the aforementioned issue by developing holistic approaches 

to comprehensibly upgrade the distribution system preventing huge financial loss and societal 

repercussions. The thesis models a type of cyber-attack using false data injection and evaluates 

its impact on the distribution system. It does so by developing a resilience assessment 

methodology accompanied by quantitative metrics. It also performs reliability evaluation to 

present the underlying principle and differences between reliability and resiliency. The thesis 

also introduces new indices to demonstrate the effectiveness of a bad-data detection strategy 

against such cyber-attacks. 

Extreme events like hurricane/tornadoes, floods, wildfires, storm, cyber-attack etc. are 

responsible for catastrophic damage to critical infrastructure and huge financial loss. Power 
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distribution system is an important critical infrastructure driving the socio-economic growth of 

the country. High winds are one of the most common form of extreme events that are 

responsible for outages due to failure of poles, equipment damage etc. The thesis models 

effective extreme wind events with the help of fragility curves, and presents an analysis of their 

impacts on the distribution system. It also presents infrastructural and operational resiliency 

enhancement strategies and quantifies the effectiveness of the strategy with the metrics 

developed. It also demonstrates the dependency of resiliency of distribution system on the 

structural strength of transmission lines and presents measures to ensure the independency of 

the distribution system. The thesis presents effective resilience assessment methodology that 

can be valuable for distribution system utility planners, and operators to plan and ensure a 

resilient distribution system. 
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CHAPTER 1: INTRODUCTION 

1.1. Power System Reliability 

Power systems serve the function of delivering electrical energy to consumers, as 

economically as possible, with an acceptable degree of reliability. The electricity generated at 

generation system is transported to the consumers through the transmission and distribution 

system facilities. Any random failures observed in this process can translate to huge financial 

loss and societal discomfort. These issues raise concerns over the reliability of the system and 

its quantification. The quantification of the degree of reliability has been majorly deterministic. 

However, deterministic quantification is not able to capture the inherent stochastic nature of 

the power system. Probabilistic quantification of the degree of reliability can incorporate 

stochastic behavior and uncertainties in quantitative reliability. Probabilistic power system 

reliability also provides useful information in system planning and operation to maintain the 

desired level of supply reliability at an acceptable cost. 

A subdivision of power system reliability is shown in Figure 1.1. Adequacy[1] is the 

study of the existence of sufficient facilities within the system to satisfy the consumer load 

demand. Security[1]on the other hand is the study of the ability of the system to respond to 

disturbances that arises within the system. 

 

Figure 1.1 Domains of power system reliability 



2 

1.1.1. Functional Zones and Hierarchical Levels 

A power system comprises of generation, transmission and distribution systems and is 

complex in nature. The evaluation of power system as a complete unit can be computationally 

burdensome. The power system is divided to hierarchical levels [2] using the three functional 

zones as shown in Figure 1.2. The first level or HL I is used to study the generation resources 

and the ability to satisfy the system demand. The second level or HL II is used to study 

composite generation and transmission system, and its ability to deliver energy to supply 

points. The third level (HL III) is used to address the power system, i.e. generation, 

transmission, and distribution as a complete unit. Predictive HL III reliability study is not done, 

but past performance reliability is carried out at HL III. Commonly carried out reliability 

studies based on the functional zones are (i) HL I reliability study, (ii) HL II reliability study, 

and (iii) Distribution system reliability study. 

 

Figure 1.2 Hierarchical levels in power system reliability 

There are two main approaches to assess the reliability of a power system. They are 

done by using analytical and simulation methods [1]. In analytical techniques, the system is 

represented by a mathematical model, and the reliability indices are evaluated from this model 

using direct numerical solutions. Unfortunately, assumptions made to simplify the problem in 

this case can cause the solutions to lose its significance when solving complex systems. 

Simulation methods on the other hand estimate the reliability indices by simulating the actual 

process and random behavior of the system. The method theoretically considers all aspects and 

contingencies inherent in the planning, design, and operation of a power system. Monte-Carlo 

Simulation are one of the best techniques used for reliability assessment based on simulation. 
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The simulation can be either random or sequential depending on the type of study 

required. The random simulation chooses the intervals at random, whereas the sequential 

simulates the intervals in chronological order. The research work presented in this thesis 

utilizes both sequential and random Monte-Carlo simulation. 

1.1.2. Reliability Assessment of Distribution Systems 

The reliability of distribution system can be assessed at both load point and system 

level. This is done evaluating three fundamental reliability indices. They are failure 

frequency(λ), average outage duration(r), and the outage probability or unavailability(U). 

These indices can be used to obtain additional customer oriented and load points indices in 

order to quantify the reliability of a distribution system. The system average interruption 

frequency index (SAIDI), system average interruption duration index (SAIDI), and the 

expected energy not supplied (EENS) are some of the commonly used system indices which 

can be obtained using (1.1)-(1.3)[1],[3]. 

𝑆𝐴𝐼𝐹𝐼 =
∑ 𝜆𝑖𝑁𝑖

∑ 𝑁𝑖
          (1.1) 

𝑆𝐴𝐼𝐷𝐼 =
∑ 𝑈𝑖𝑁𝑖

∑ 𝑁𝑖
         (1.2) 

𝐸𝐸𝑁𝑆 = ∑ 𝐿𝑎,𝑖𝑈𝑖         (1.3) 

Where, 𝜆𝑖 , 𝑈𝑖, 𝐿𝑎,𝑖, and 𝑁𝑖  in (1.1)-(1.3) denote the failure frequency, annual outage 

time, load connected, and the number of customers of load point 𝑖, respectively. These indices 

can either be calculated using predictive reliability assessment, or from past performance 

assessment using outage data reported by the utilities.   

Distribution systems are generally a part of a vertically integrated power system that 

connects the customers to the bulk power system [2]. The privatization and deregulation of 

power industries has transformed the market into a competitive design. As the objectives of the 

distribution system owners changed from “obligation to serve” to “maximize profits”, initial 

transformation provided little incentives to maintain the reliability of power supply acceptable 

to the customers. Many jurisdictions have started to implement different forms of performance 

based regulation (PBR) to safeguard the customers from high outage costs. 

A reward/penalty structure (RPS) is also often incorporated in the PBR. It is based on 

the reliability performance of the distribution system. Figure 1.3 shows a general representation 

of RPS, where a selected set of reliability indices for the system are compared against pre-
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specified criterion values. Table 1.1 shows the threshold values for the SAIFI and SAIDI 

indices for some major US utilities [4]. The DSO is rewarded if the reliability index is less than 

the threshold. Likewise, the DSO is penalized if the reliability index is more than the threshold 

[5]. There is no reward or penalty in the dead zone. The policy makers set the dead zone, 

penalty criteria, reward criteria, and the threshold considering the mix of customers served, 

geography, DSO’s performance etc. 

 

Figure 1.3 General reward/penalty structure 

RPS is based on historical values. The mean values of SAIDI or SAIFI is taken and half 

standard deviation is left on both sides for reward and penalty zones. Some of the standard 

SAIDI, and SAIFI used in practice is shown in Table 1.1.   

Table 1.1 Performance based regulation based on distribution reliability indices 

Performance Measure/Utility Standard 

SAIDI Minutes 

Boston Edison 108.8 

Commonwealth Electric 115.0 

Energy Gulf States 158.0 

Pacific Gas & Electric 145.0 

PublicService Company of Colorado 79.0 

San Diego Gas & Electric 52.0 

Southern California Edison 55.0 

SAIFI Number of Interruptions 

Boston Edison 1.040 
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Central Maine Power 2.000 

Commonwealth Electric 1.484 

Energy Gulf States 2.600 

Maine Public Service.Company 3.100 

Pacific Gas & Electric 1.480 

San Diego Gas & Electric 0.900 

 

The reliability of the supply of a distribution system to its customers plays an important 

role in steering the development of the region. It is also responsible for the socio-economic 

development of the society. Thus, the reliability concerns of the customers are taken into 

consideration in utility planning and operation. The PBR is a widely implemented mechanism 

that incentives investment in distribution systems to maintain acceptable reliability. These 

mechanisms, however, do not penalize DSOs for outages caused by “act of God” events, such 

as extreme weather, that can have devastating impacts on supply reliability. These events are 

therefore not considered in routine distribution system reliability studies or in data reporting 

procedures for RPS compliance. The following subsections describe the impact of these 

extreme events on distribution systems and the need for the  systems to be resilient against such 

events. 

1.2. Impact of Extreme Events on a Power System 

Extreme events like hurricane/tornadoes, floods, wildfires etc. are dependent on the 

geographical peculiarities of the location. These events are responsible for catastrophic damage 

to critical infrastructures and huge financial losses. Power system is one of the most vulnerable 

critical infrastructure [6] that has constantly experienced failures due to the frequent occurrence 

of extreme events. Eight extreme-events related outages have been reported in the United States 

each with financial losses exceeding one billion U.S. dollars [7]. Thailand experienced an 

outage in 2013 that lasted for 10 hours and affected 8 million people due to a lightning strike 

[8]. A severe thunderstorm took place in Sri Lanka that resulted in a power outage, which 

affected 10 million people and lasted for 16 hours [8]. Table 1.2 is a summary of some of the 

impacts on distribution system due to climate change.  

Table 1.2 Summary of impact on distribution system due to extreme event 

Extreme Event Distribution System 
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Extreme wind Equipment damage (poles), changes to 

vegetation management 

Severe floods Risk of equipment damage 

Wildfires Prolonged system outages, equipment 

damages, changes to vegetation management 

Hurricanes Equipment damage, changes to vegetation 

management, cascading failures 

Earthquake Risk of quipment damage, prolonged system 

outages 

 

The increasing climate change aggravates natural disasters. The occurrence of a 

particular type of disaster is dependent on the geographical peculiarities of the location. It is 

also dependent on the seasons. Most of all the earthquakes, and volcanoes occur along the 

Pacific Ocean’s outer edges [9]. The United States has more tornadoes than the rest of the 

world combined. Landslides are more prone in the springs, whereas wildfire are common in 

the middle of summer and early fall. 

Unlike natural disasters, distribution system are also affected by man-made extreme 

events. The integration of cyber-layer to the distribution system has introduced many 

interdependencies that are often exploited for personal gain of the perpetuators. The increased 

interaction of the cyber-physical layers of distributions system without proper risk evaluation 

of the vulnerabilities has resulted in the increasing occurrence of cyber-attacks. Ukraine 

observed such cyber-attack that affected 230 million people and led to an outage of 6 hours [8]. 

As the distribution system is moving to a more integrated cyber-physical system, distribution 

system planners and operators must be aware of both kinds of extreme events, and the resources 

available to them to tackle the events. 

1.2.1. Extreme Winds in Power Systems 

The National Weather Service of the USA defines extreme wind to be wind gusts higher 

than 58 mph[10]. Extreme wind of this ferocity and higher can rip apart houses, knock down 

poles, damage structures and cause threat to life in the vicinity of the event. Distribution 

systems consist of poles made of wood, steel and concrete carrying overhead lines connecting 

to hundreds of consumers. The damage to a distribution system can be catastrophic if a high 
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intensity extreme wind occurs. The outages due to natural disasters as shown in Figure 1.4 

represents outages due to extreme winds. The extreme winds knock down poles disconnecting 

large number of users. The operators on the other hand are at tremendous amount of pressure 

due to the limited resource available to resume power supply to their customer. 

 

 

Figure 1.4 Frequency of outages due to extreme wind in the USA from 2000 to 2015 

Distribution system reliability performance is usually measured by SAIFI, SAIDI and 

EENS. The IEEE Std. 1366 [11] described these indices and the type of interruptions that are 

reported to obtain them. However, utilities do not report outages due to extreme events, and 

therefore, the impact of extreme events are excluded from the reported reliability indices. 

Figure 1.7 represents one such comparison of the SAIDI index with and without considering 

the impact of the extreme windstorm that occurred in Eastern Canada in the year 1998 [12]. It 

can be seen that there was a ten-fold increase in the annual index due to power outages from 

the windstorm that resulted in huge economic losses. Although this impact is excluded in 

annual reliability reporting, the importance of assessing and improving the resiliency of the 

system to minimize the losses should not be ignored. 
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Figure 1.5 The SAIDI index from Annual CEA Report 

Extreme winds are directly responsible for equipment damage, and losses to customers 

due to power outages, there are however other indirect damages as well. It should be noted that 

there are different categories of electricity consumers, such as industrial loads, commercial 

loads etc., which drive the region’s economy. Prolonged deficit in electricity they receive 

creates ripples in the economy, whose effects can be seen in the form of price-rise of products 

or services consumer use, supply deficit of product or services consumer use etc. Both direct 

and indirect costs associated with an outage due to extreme wind are of concern to utility 

planners, which is why it is important to envision a reliable and resilient distribution grid to 

ensure a continuous supply of electricity that can prepare, absorb, adapt and recover from an 

extreme event. 

1.2.2. Increasing Concern for Cyber-Attacks 

The performance of modern society heavily relies on the strength of critical 

infrastructures in the region. Distribution system is an indispensable infrastructure that is 

responsible for supplying reliable electricity to variety of consumers. Distribution systems all 

around the globe are gradually transforming into smart-grids, with rapid growth in 

implementation of advanced sensors, intelligent automation, communication networks and 

information technologies. The integration of such smart technology with the existing 

distribution system infrastructure is a symbiotic relationship whose benefits are reaped by the 

utility operators [13]. The integration of cyber and physical layer provides a microscopic 

spectacle to observe the delivery of electricity.  
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Unfortunately, its strength can also be its Achilles Heel. A cyber-physical system 

introduces numerous access points that are vulnerable to malicious attacks with disastrous 

repercussions. The access point exploitation can be done through relays, dial-up models, RS-

232 or Ethernet. The electronic security perimeter (ESP) generally has a firewall, but 

sometimes the inter-ESP link maybe wireless or may use leased bandwidth from a third party 

and can therefore be at risk of penetration. Malware too can be introduced through universal 

serial bus (USB), or infected software patches. It is also possible that a compromised computer 

could establish communication with outside attackers. After penetrating the network, the attack 

can be carried out in numerous ways. There are generally four overarching types of attack that 

all kinds of cyber-attack fall under [14]. They are reconnaissance, denial of service (DoS), 

command injection attacks, and measurement injection attacks. Reconnaissance is done before 

penetration to identify the weak points in the network. DoS and Command Injection Attacks 

both attack the commands, where DoS breaks the communication links whereas the latter 

masks the command with false information. Measurement Injection Attacks are also one of the 

most common form of attacks. The attacks that sends false or modified data by successful 

penetration of sensors are called are measurement injection attacks. False Data Injection 

Attacks (FDIA) are a form of this attack which is also explored in this thesis. 

The transition of the distribution system to a smarter network has raised concerned over 

the occurrence and impact of aforementioned issues on the distribution system. These concerns 

accompanied by recent outages due to suspicious activities call for a resilient grid that can 

ensure the security of the network. The possible damage cyber-attack causes, and preventive 

measures against such extreme events are also explored in the thesis.  

1.3. Power System Resiliency against Extreme Events 

1.3.1. Resiliency and its Essence in Natural Science 

The earliest definition of resiliency [15] dates back to 1970 by C.S. Holling where he 

defined resilience to be ‘the measure of the ability of these systems to absorb changes of state 

variables, driving variables, and parameters, and still persist.’ He discussed about resiliency 

and tied it with stability interpreting them as yin and yang of the ecological systems  

Human psychology defines resiliency as the positive adaptation to adversity [16]. A 

human being is referred as resilient depending on the individual’s ability to cope with stress, 

and adversity. The definition of resiliency in infrastructural engineering is defined as the ability 
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to withstand acceptable degradation parameters and to recover within an acceptable time and 

costs [17]. The definitions may vary across different disciplines but the overarching essence 

has always been observed in different fields of natural science. Resiliency is the property that 

defines the ability of the system to prepare, absorb, and recover from any external event.  

1.3.2. Power System Resiliency 

Power system resiliency is the ability of a system to prepare, absorb, adapt and recover 

from extreme events. As global warming is rising, the increasing occurrence of natural extreme 

events has surprised and raised concerns over the resiliency of power system [18]. Each outage 

that a utility faces translates to huge financial loss, and societal discomfort [16]. Figure 1.6 

shows the number of outages observed due to hurricane/tornadoes, floods, high winds, and 

cyber-attack between 2000-2015 [19].  

 

 

Figure 1.6 Number of blackouts observed from 2000 to 2015 

The increasing outage is of concern to many utility planners and operators. These 

outages are not only responsible for financial losses, but are also responsible for the degradation 

of the distribution system infrastructure. Figure 1.7 shows the power outages causes from 1965 

to 2012 [20]. The data suggests the importance of evaluating the resiliency of power systems 

against natural disasters, cyber-attacks, vandalism and other causes not routinely incorporated 

in annual reliability assessments. 
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Figure 1.7 Power outage causes reported between 1965 to 2012 

The increasing occurrence of cyber-attacks has raised concerns over the 

interdependency of the cyber and physical layer of the distribution system. In 2000, the 

Supervisory Control and Data Acquisition (SCADA) system of the sewage control system in 

Australia[21] was compromised. A cyber-attack penetrated a computer network at a nuclear 

plant in U.S[21]. Iran’s nuclear fuel facility was attacked by a Stuxnet worm in 2010 [21] As 

stated earlier, the occurrence of these kind of extreme events and their mitigation strategies are 

not generally incorporated in routine reliability studies during the planning phase of utilities. 

The utilities lack a unifying framework to assess the resiliency of their systems against extreme 

events, and to decide appropriate investment strategies to withstand or mitigate their impacts 

in order to minimize the losses from such events.  

1.4. Research Motivation and Objectives 

Increase in outages of the distribution system due to increase in occurrence of natural 

and man-made extreme events like hurricane/tornadoes, flood, wildfire, landslides, storms, 

high winds, cyber-attack has raised public concerns as they result in significant economic 

losses to a society. Historical reports show that 80% of power outages experienced by 

customers are originated from the distribution system [22]. The performance of distribution 

system in extreme events has raised concern for the utility planners and operators. Moreover, 
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the degradation of equipment during extreme events has raised question over the strength, and 

adaptability of the distribution system 

Routine reliability evaluations ensure outages are minimized but do not incorporate the 

occurrence of extreme events. There are market mechanisms in place to ensure utilities invest 

in minimizing outages but they cannot hold utilities accountable for outages caused by extreme 

events as these are external variables that do not reflect the performance of the utility. It is also 

too costly to invest with the objective to withstand such extreme events. The statistics show 

that these events have very low probabilities, which is also the reason it has gathered less 

attention from utilities in the past. However, the aftermath of extreme events on distribution 

system suggests that the distribution system is in need of comprehensive assessment 

frameworks, upgrade of policies, and deployment of necessary strategies to address the 

operating reliability of the system during extreme events. 

The need for the operating reliability of the system that is catered for extreme events, 

and quantifies the adaptability of the distribution system has birthed resiliency. However, being 

in its infancy, resiliency has ambiguous approaches, and definitions. The unequivocal need for 

resilient distribution system has diverged into different streams, and brought confusion among 

utility planners and operators [18]. Many utility planners and operators are aware of the risk 

unprecedented extreme events have on the existing distribution system but do not have the 

necessary means, framework, policies and resource in place to tackle the extreme events. 

Resiliency has spurred research interests among plethora of researchers in power 

systems. This has brought awareness among academia and industries in the field. However, 

being in its infancy, resiliency studies face ambiguous approaches, and interpretations. The 

unequivocal need for resilient distribution system has diverged into different streams, and 

brought confusion among utility planners and operators Error! Reference source not found.. 

Many utility planners and operators are aware of the risk of unprecedented extreme events on 

the existing distribution systems but do not have the necessary means, framework, policies and 

resource in place to properly assess, quantify and utilize the results to make appropriate 

decisions.  Each extreme events like cyber-attack, hurricane/tornadoes, floods, wildfires are 

different, and has different consequences on the distribution system. The extreme event 

affecting a particular jurisdiction is also dependent on the geographical peculiarities, and the 

demographics of the place. Extreme winds are one of the most common form of natural 

disasters affecting North American regions. Moreover, as the world is transitioning into smart 

grid, the occurrence of cyber-attacks has considerably increased and raised concerns among 

power utilities and operators. Resiliency against these extreme events are important for 
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sustaining economic development and minimizing societal losses, but a gap can be felt as no 

common framework exits with quantitative indices that can be useful to utilities to make 

balanced investment decisions to achieve a reliable and resilient distribution system. 

The thesis aims to provide a clear and concrete definition of resiliency, and discuss the 

challenges and opportunities of reliability and resiliency based on recognized research articles 

and reports. The thesis aims to develop a framework for resiliency assessment, quantify the 

impact on the distribution system, and provide strategies for resiliency enhancement, 

considering two different types of extreme events i.e. cyber-attack and extreme winds. The 

models are developed with the aim to provide a unifying framework that encompasses all of 

the properties of resiliency, along with guidelines for achieving a resilient distribution system. 

The specific objectives of the research work are summarized below: 

• Development of clear and concise differences between reliability and resiliency, and its 

studies in the distribution system 

• Development of a novel methodology to model cyber-attacks for analysis based on 

state-estimation 

• Development of distribution system resiliency assessment model to assess the impact 

of FDIA, a type of cyber-attack with the help of expected EENS for cyber-attack 

• Development of novel resilience evaluation framework including probabilistic extreme 

event model, resilience enhancement model, and resilience assessment model in 

presence of infrastructural and operational strategies, for a distribution system facing 

extreme wind 

1.5. Thesis Organization 

This manuscript-style thesis is organized into five chapters. All the chapters, except the 

first and the last, are papers submitted to technical publication. This section briefly describes 

the different chapters within the organization of this thesis.  

Chapter 1 provides an overview of power system reliability and resiliency. It introduces 

power system, and the reliability studies done in power system. It discusses about the 

increasing modernization of the grid, and the reliability concern associated with it. It also 

presents studies to prove the increasing occurrence of extreme events on the distribution 

system. The chapter then moves ahead to show the present day distribution system, and its 

inability to face the extreme events. It then discusses about resiliency, and the importance of 

resiliency in the distribution system to protect the grid from natural and man-made extreme 
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events. The motivation for the research work and the objectives set in the thesis are also 

presented in Chapter 1. 

Chapter 2 is extracted from the paper titled “Power System Reliability and Resilience: 

A Comparative Analysis of Challenges and Opportunities”. This paper has been presented in 

International Conference on Electric-Vehicle, Smart-Grid and Information Technology, ICESI 

2020. This paper presents the foundation of reliability studies and some of the reliability 

practices until date. It presents the foundation of resiliency by establishing various literatures 

done to bring resiliency in distribution system. It then talks about the confusion between 

reliability and resiliency, presenting works done that claims resiliency studies but is more on 

the side of reliability, and vice versa. The paper then ends with a clear distinction between 

reliability and resiliency, and the need for resiliency in power systems.  

Chapter 3 is a paper titled “Reliability and Resiliency Implications of Cyber-Attacks in 

Distribution Systems” submitted to the IEEE Transactions on Smart Grid. The paper starts by 

discussing the increasing modernization of the distribution system. The paper presents a 

comprehensive study of the impact of a cyber-attack on the reliability and resiliency of a 

distribution system. It presents a unique method to formulate cyber-attacks, and provide 

methodologies to quantify their impacts. It also includes an infrastructural resiliency 

enhancement strategy by implementing a bad-data detection strategy to identify the behavioral 

changes in the system. The study observes the response of the system on both the cases and 

draws definitive conclusions on the need of resiliency in modernizing distribution system. 

Chapter 4 is a paper titled “Distribution system resiliency enhancement strategies 

against extreme wind”. The paper starts by discussing the present condition of the distribution 

system. It then moves ahead to discuss the increasing occurrence of extreme wind, and its 

impact on the distribution system. The paper develops an efficient framework to model the 

impact of extreme wind on the distribution system, and quantifies the resiliency in the system 

with the proposed indices. The paper discusses infrastructural and operational resilience 

strategies, and elaborates the impact of these strategies in the system facing extreme wind. The 

paper also discusses the use of DERs in improving the resilience of the system. 

Finally, Chapter 5 presents the summary and conclusions of the thesis. 
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CHAPTER 2: POWER SYSTEM RELIABILITY AND RESILIENCE: 

A COMPARATIVE ANALYSIS OF CHALLENGES AND 

OPPORTUNITIES 

2.1. Abstract 

Power system reliability is a well-defined subject of study in engineering practice with 

established quantitative metrics, regulatory standards, compliance incentives and jurisdiction 

of responsibilities. Growing concerns over severe power outages due to catastrophic events 

such as hurricanes, floods, ice storms, earthquakes, geomagnetic disturbances, cyber-physical 

attacks, which are not considered in routine reliability evaluation have motivated power utilities 

and policymakers, and regulators to acknowledge the importance of system resilience against 

such events.  In contrast to reliability study, power system resilience is a relatively new area of 

study lacking widely accepted standards, assessment methods or metrics. This paper presents 

comparative reviews and analysis of power system resilience models, methodologies, and 

metrics being currently proposed and discussed in available literature and utility applications. 

2.2. Introduction 

The objective of a power system has conventionally been to provide electricity to its 

customers as economically as possible with an acceptable level of continuity and quality [1]. 

With the growing concerns on the adverse environmental impacts of electricity generation, the 

environmental sustainability is also recognized as an important objective. Power outages are 

inevitable, and can result in significant adverse economic and social impacts to the end users 

as well as to the utility supplying the power. Therefore, regulatory authorities must ensure that 

power utilities continuously make adequate investment in their systems to provide reasonable 

assurance of supply reliability to their customers such that the overall societal cost is 

minimized. Such investment decision requires routine reliability assessment during system 

planning and operation. Power system reliability is a well-defined subject of study in 
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engineering practice with established quantitative metrics, regulatory standards, compliance 

incentives and jurisdiction of responsibilities.  

Reliability studies, in general, do not consider the effects of very low probability events 

such as hurricanes, floods, ice storms, earthquakes. The accountability of such “Act of God” 

events are ignored in many other applications as well.  Such events, however, cause severe 

power outages resulting in huge financial and societal losses, and are recognized as high impact 

low probability (HILP) events. For example, Hurricane Sandy in 2012 caused severe power 

outages for millions of people in the US north-eastern states.  In 2011, 4 million customers 

suffered power outage for more than seven days due to an earthquake in Japan. A snowstorm 

in southern China in 2008 left 14.6 million customers without power. These statistics show that 

the extreme weather events are occurring more frequently. Moreover, within the envisioned 

framework of smart-grid, future power systems are expected to function as cyber-physical 

dependent systems deploying increased automation and smart technologies that utilize 

information from widely distributed and complexly interlinked components and sub-systems. 

These power systems will be vulnerable to malfunction of such interlinked components or 

processes, which can occur due to random hardware/software failures, and also from malicious 

cyber-attacks. These can also lead to widespread power outages. There is no consensus on 

whether these events should be included in reliability assessment, and regulatory requirements. 

But no one would disagree that future power systems should not only be able to economically 

deliver reliable power supply to electricity consumers while meeting environmental 

commitments, but also be adequately resilient to withstand or recover from widespread outages 

caused by natural disasters, inherent inter-related malfunctions and potential malicious attacks. 

Resilience, in context of a power system, is a relatively new area of study lacking widely 

accepted standards, assessment methods or metrics. 

2.3. Power System Resiliency 

The increased interest in the resiliency of power systems against HILP events has 

spurred research and related investigative work within the power utilities and associated 

organizations. Such activities carried out through independent and collaborative approaches 

have led to somewhat fuzzy understanding of the term “resilience” and its utility in power 

system planning and operation. It is not surprising that different stakeholders of energy systems 

have their individual perspective of resiliency. Moreover, as the concept of resiliency has 

become the forefront for creating an adaptive, sustainable environment, various definitions has 
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emerged. Addressing the dynamic behavior of resilience that a system portrays, [2] defined 

resiliency as the measure of persistence of system and of their ability to absorb change and 

disturbance, and still maintain the same relationship between population and state variable. 

With the aim of addressing resiliency at an asset/facility level and regional/community level, 

resiliency is defined as the ability of an entity - asset, organization, community, region - to 

anticipate, resist, absorb, respond to, adapt to, and recover from a disturbance [3]. The 

Presidential Policy Directive 21 has defined resilience as, “The ability to prepare for and adapt 

to changing conditions and withstand and recover rapidly from disruptions. Resilience includes 

the ability to withstand and recover from deliberate attacks, accidents, or naturally occurring 

threats or incidents” [4]. The concept of resilience has been interpreted from different 

perspectives. There are, however, certain similarities in the definitions that have been used to 

describe power system resiliency. Some of the definitions are shown in Table 2.1 

Table 2.1. Power system resiliency definitions over the years  

Date Description Reference 

2011 Resilience is the capacity of an energy system to tolerate 

disturbance and to continue to deliver affordable energy 

services to consumers. A resilient energy system can 

speedily recover from shocks and can provide alternative 

means of satisfying energy service needs in the event of 

changed external circumstances. 

[5] 

2011 The resilience of a system to a class of unexpected 

extreme perturbations is defined as the ability of this 

system to  

(i) gracefully degrade its function by altering its structure 

in an agile way when it is subject to a set of perturbations 

of this class and  

(ii)quickly recover it once the perturbations ceased 

[6] 

2013 Robustness and recovery characteristics of utility 

infrastructure and operations, which avoid or minimize 

interruptions of service during an extraordinary and 

hazardous event 

[7] 

2016 Resilience is the system’s ability to endure disturbing 

events in two ways: by absorbing disturbances 

 [8] 
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Date Description Reference 

(“absorbing potential”) and by recovering from 

disturbances (“recovery potential”). 

Resilience implies that the system can absorb 

disturbances, adapt to the new parameters, and recover 

fast enough to mitigate the effects of the disturbing event. 

2016 Resiliency includes the ability to harden the power 

system 

against—and quickly recover from—HIGH-IMPACT, 

LOW-FREQUENCY events 

[9] 

2018 The ability to withstand and reduce the magnitude and/or 

duration of disruptive events, which includes the 

capability to anticipate, absorb, adapt to, and/or rapidly 

recover from such an event 

[10] 

 

The definition of power system resiliency over the years has metamorphosed into the 

attribute of a system that reflects its ability to withstand high-impact, low probability event, 

and recover from the consequent situation. Power system resilience is associated with the 

impact on the system whereas power system reliability is often catered for evaluating the 

impact on customers. Power system reliability and resiliency albeit being related to power 

outages differ in the causes that result in an outage. Power system resiliency is focused on 

creating a system that can remain functional on the occurrence of such event and recover 

rapidly to avoid further catastrophic repercussions on the power system and severe societal 

impacts on the customer. The fundamentals of both reliability and resiliency are concerned 

with planning and operation to minimize the overall societal cost. In an electrical market, there 

are well-established reliability reward/penalty measures and governing frameworks, such as 

those accepted by NERC in the North American jurisdictions. It can be argued if similar 

performance based incentive models should be established to stimulate investment in system 

resiliency. 

The proper functioning of modern society heavily relies on the electric grid. On the 

contrary, there are significant documented articles from [11, 12] that demonstrate an increasing 

rise of unprecedented events; both natural and man-made, to conclude that the present-day 

power systems are ill-prepared to adapt to the increased disruptions due to extreme events. 
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Changing climatic conditions are primarily associated with these outages but increasing 

technological complexity and interconnectedness have greatly exacerbated the severity of these 

outages [13]. Recent years has also seen significant advancement in sensors, automation, 

communication network, and information technologies. The integration of these technologies 

has introduced increasing interconnections and interdependencies between the cyber and 

physical components of the grid [8]. This has resulted in an increase in cyber intrusion access 

points [14]. Reference [8] discusses the in-depth ramifications of the technological 

interconnectedness in the electric grid.  The importance of resiliency in the coming years is 

reflected by the report from [15] where two major findings were observed through the data 

collected from various utilities in the NERC region. Extreme weather events were seen to be 

leading contributors in transmission and generation, followed by the increase in evolving cyber 

and physical threats.  

Reliability and resiliency are related characteristics of a power system, and the 

distinction between the two are often vague. However, there is limited reported work that 

intends to provide clarification with comparative analysis between reliability and resiliency. 

Power system reliability is an extensively researched and quantifiable subject matter. On the 

contrary, resiliency related research and applications are relatively immature, and lacks widely 

acceptable quantifiable framework to evaluate this behaviour. Nevertheless, the electric grid 

remains susceptible to the events possibly resulting in disastrous consequences. The 

development of a proper framework, policies that address these issues is imperative. In this 

regard, the paper presents a comparative analysis of reliability and resilience models and 

metrics and their practices aiming to clarify the similarities and distinctions between them. 

2.4. Reliability Practices 

Power system reliability is well-established and widely accepted practice by power 

system planners, operators, regulatory authorities, and policymakers. In general, power system 

reliability is subdivided into two basic aspects of system adequacy and system security. 

Adequacy refers to the existence of sufficient facilities within the system to satisfy customer 

load demand, whereas, system security relates to the ability of the system to respond to the 

disturbances arising within that system [16]. A large amount of research has been done focusing 

on the adequacy assessment of power system as it contributes to optimal investment decisions 

in energy recourses and infrastructure of the utilities [33]. Generally, adequacy assessment is 

categorized in terms of their application in the the different hierarchical levels (HL) of 
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generation, transmission and distribution facilities of the power system as shown in Figure 2.1 

[1]. The assessment of power system reliability has two approaches: deterministic and 

probabilistic. Deterministic approaches, such as the (N-1) criteria often result in widely 

inconsistent risks in comparable systems and scenarios [1]. System behaviour being stochastic 

in nature is more accurately assessed using probabilistic methods. 

 

Figure 2.1 Hierarchical Levels of Power System 

Table 2.2 describes the reliability evaluation tasks at various levels, and the quantitative 

metrics that are widely used by utilities [16, 17]. The loss of load expectation (LOLE) and the 

expected unused energy (EUE) are widely used probabilistic reliability indices at the HL I 

level. These indices are widely used in adequacy studies for generation planning. The LOLE 

is the expected number of days of load curtailment in a given period. The EUE is the expected 

energy that will not be supplied by the system due to load curtailment. The transmission-SAIFI 

(T-SAIFI), transmission-SAIDI (T-SAIDI), and delivery point unreliability index (DPUI) are 

some of the indices used to measure the adequacy of a bulk system. The T-SAIFI is the average 

frequency of power interruptions at the bulk load delivery point. The T-SAIDI is the expected 

number of hours of power outage at a delivery point of the bulk system. The DPUI reflects the 

overall bulk electricity system performance in terms of a composite index of unreliability 

expressed in system minutes in a year [18]. Reference [17] defines the reliability indices that 

are commonly used by the utilities for distribution system reliability evaluation. The system 

average interruption frequency index (SAIFI), system average interruption duration index 

(SAIDI), and the average service availability index (ASAI) are the commonly used sustained 

interruption indices for a distribution system. The SAIFI indicates how often the average 

customer experiences a sustained interruption over a predefined period [17]. The ASAI is the 

probability that a customer connected to the distribution system is interrupted. The SAIDI is 

the ASAI expressed in hours per year. In the North American jurisdictions, the NERC is 
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responsible for developing reliability standards to which all bulk-power system owners, 

operators, and users must comply. The NERC uses violation risk factor and violation severity 

level as defined in [15] to define penalty, and is responsible for taking necessary actions to 

ensure the necessary steps are taken by all of the participating bodies to maintain the reliability 

standard of a power system. 

Table 2.2. Reliability Evaluation and Indices 

Evaluation Description Indices Used 

HL I or Generation 

Adequacy 

Ability of the overall generating system 

to satisfy the system demand in a period 

under study 

LOLE, EUE 

HL II or Bulk System 

Reliability 

Ability of the system generation and 

transmission system to generate  and 

deliver the required power at the bulk 

load points 

T-SAIFI, T-SAIDI, 

DPUI, 

Distribution System 

Reliability 

Ability of the distribution system to 

satisfy the connected loads  

SAIFI, SAIDI, ASAI 

 

An accurate reliability evaluation requires relevant and reliable data of the system 

behaviour. Utilities maintain logbooks of various types of data associated with the system 

operation, specific performance, repair and maintenance. Many utilities are aware of data 

collection schemes for reliability evaluation, and participate in reliability data compilation and 

reporting activities, such as the equipment reliability information system (ERIS) of the 

Canadian Electricity Association (CEA). Power utilities in the United States participate in 

providing generation and transmission reliability data respectively through the Generating 

Availability Data System (GADS) and the Transmission Availability Data System (TADS) 

within their NERC jurisdictions. The NERC and CEA have well-established data collecting 

and reporting systems that annually publish and disseminate power system reliability data. 

2.5. Overlapping Area between Reliability and Resiliency 

Resilience studies are mainly scoped to assess the adverse effects of high-impact, low 

probability events, such as extreme weather events, on power systems. It should, however, be 

noted that past literature is available in reliability modelling of extreme weather events and the 

impact on system reliability. In fact, IEEE 346 standard categorizes weather conditions into 
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three types namely: normal weather, adverse weather, and major storm disaster [17] to provide 

guidelines in reliability assessment incorporating extreme weather events. Reference [19] uses 

a 2-state model where the weather alternates between normal and severe conditions and their 

failure rates are evaluated using the Markov process. Reference [20] explore the use of a 3-

state model and observe the change in the failure rate and repair time by subjecting the variables 

to a change in the percentage of failures that occurs in different weather conditions. Reference 

[21] highlight the effect of adverse weather conditions on transmission and distribution lines 

using consumer and load-oriented reliability indices and a 3-state weather model.  

In addition to the reliability research reported above, recent literature also includes work 

done on the resiliency of power systems in extreme weather conditions. Reference [22] 

introduces a closed-loop distribution system restoration tool. It discusses achieving resiliency 

as a closed-loop process where data obtained from the weather forecast, system fragility 

assessment, SCADA, etc. is interpreted through a probabilistic estimation function indicating 

damage of the grid that is fed in the framework. Reference [23] provides a quantitative 

framework for resiliency evaluation of distribution system against extreme events using 

parameters like the probability of the number of hazard events that occur annually, the severity 

of hazard event, duration of a hazard event, and its impacts on the grid. The resiliency is 

expressed in percentage and does not express the consequences of an event but rather focuses 

on possibilities of disruption and its modelling. Reference [24] shows how increased 

automation in a distribution system can improve its resiliency. Several switches are replaced 

by remote-controlled switches and an extreme event is simulated to support the argument 

projected by the paper. The difference in these systems is reflected through indices like SAIFI 

and SAIDI. These are however well established reliability indices, and their use in resiliency 

studies often creates ambiguity in their applications.  A large number of articles are available 

in published literature that overlap the domains of reliability versus resiliency studies, and 

make use of models and indices across these two domains. This creates not only confusion 

among researchers and industry personnel working in these areas, but also shows conceptual 

gaps in the contribution and utility of many such works. It can be argued that the lack of 

unifying regulations or articulated policies that distinguish between reliability and resiliency 

has misguided many researchers and utilities. 

The technological evolution of the electric grid over the years is transitioning into a 

cyber-integrated network. The access to an abundance of time-dependent information of 

system variables distributed over a wide area has benefited the utilities in numerous ways. 

However, a cyber-integrated network also introduces various access points that are vulnerable 
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to malicious attack with- disastrous repercussions. The largest blackout in Ukrainian power 

system due to cyber-attack was reported in the year 2015 [25]. One of the earliest known cyber-

attack dates back to 2010 where “Stuxnet worm” attacked the SCADA system of a nuclear 

power plant in Iran [26]. Exploring and resolving the nature of this problem requires a 

pragmatic approach. It is necessary to evaluate the reliability of the cyber-physical power 

system to minimize failures introduced by the increase in interconnectedness between the cyber 

and physical layers of the power system. Reference [28] proposes a vulnerability index to 

demonstrate the impact of an Aurora Attack. Reference [29] expresses reliability and 

availability to be the features that gives a measure of resiliency. The ambiguous approach to 

resiliency has produced various articles that demonstrate this confusion between reliability and 

resiliency. A coherent understanding in difference between assessing reliability and resiliency 

of low-probability, high-impact events is required. Therefore, it is imperative to develop 

policies and regulations that attempts to clearly distinguish between reliability and resiliency, 

and provides distinct guidelines for researchers and industry experts to work and produce useful 

outcomes in the respective domains.    

2.6. Resilience Trends 

The various definitions of resilience imply the need to understand the behaviour of the 

system before, during, and after an extreme detrimental event. Energy system planners, 

operators, and regulatory authorities have struggled to anticipate such events, and to make the 

power system more resilient to these events. It is not economically feasible to provide a 

comprehensive upgrade to the entire power system in order to make it completely disaster-

resistant [11]. Most power systems operate adhering to the (N-1) contingency complying with 

the established reliability guidelines. However, high-impact low-probability events have 

unanticipated repercussions in the electric grid resulting in an (N-X) contingency scenario [14]. 

Resiliency aims to address these issues, providing alternative means to the utilities to face such 

events. However, a comprehensive understanding of the behavior of the power system is 

required to come up with any conclusions to make the power system adequately resilient. So, 

it is imperative to recognize the stages that the grid goes through in the occurrence of an 

extreme event. The multi-phase resilience trapezoid model shown in Figure 2.2 [31] is used by 

many researchers to assess the resilience of power system in different stages of the event, and 

is also identified by the IEEE as a temporal resilience diagram [10]. 
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Figure 2.2 Multi-phase resilience trapezoid 

There has been an appreciable amount of research work to assess the resilience of power 

systems. These works are broadly categorized under qualitative and quantitative evaluation of 

the power system.  

2.6.1. Qualitative Resiliency Evaluation 

Majority of the work done in qualitative resiliency assessment of power system involve 

two basic tasks of analysing the system in light of the extreme event(s) and assessing its 

capabilities to withstand or recover from such events, before producing an evaluation 

framework [11]. The capabilities include strategies that complement the resilient behaviour of 

the system, such as infrastructure endurance, preparedness, and resources for mitigation, 

response, and recovery. Qualitative assessment of resiliency has been performed using different 

evaluation frameworks, some examples being a matrix-based scoring methodology, and a 

checklist for questionnaires. Some of these evaluation frameworks are discussed in this section.  

Reference [8] identifies resilience assessment to be a three-stage process where the 

system is first identified before carrying out a vulnerability analysis. The three stages are 

“before”, “during”, and “after” the extreme disturbance event in chronological order. After 

performing the vulnerability analysis of the system, the recovery and absorbing potential is 

assessed. Reference [13] propose a matrix-based evaluation approach for the resiliency of 

power system. It incorporates the tasks associated with the four stages of an extreme event 

identified by [33], namely plan/prepare, absorb, recover and adapt. The qualitative assessment 

methodologies can serve as useful references in the development of quantitative resiliency 

evaluation frameworks.   
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2.6.2. Quantitative Resiliency Evaluation 

A majority of quantitative evaluation of resiliency is event-specific and does not intend 

to cover all possible extreme events, or their impacts on the entire power system. Both the 

absolute and the relative metrics have been used to quantify system resilience. Reference [30] 

state that a resiliency metric should be a probabilistic assessment of the consequences to 

extreme events. Reference [31] developed a new resilience measurement index called ΦΛΕΠ 

(pronounced as “flep”) to capture the degradation of the power system in each of the three 

phases of an extreme windstorm event as shown in Figure 3. The Φ, and Λ is a measure of how 

fast and how low the resilience has dropped on the occurrence of an event. The Ε measures the 

extensity of the post-disturbance degraded state and the Π measures the promptness in 

recovering the network. Reference [27] used a simulation-based method to quantify resiliency 

and also identified the improvements using microgrids and DERs. Reference [32] quantified 

the resilience of a distribution network using three metrics namely the expected probability of 

interruption, expected outage duration and expected energy not served during the extreme 

event. Their resilience evaluation framework embedded a wind-induced extreme event 

generating model, damage assessment model and an optimal restoration model utilizing DER. 

Utilities face a difficult time dealing with unexpected power outages. Infrastructure 

reinforcements, such as strengthening the transmission poles and using underground cables, 

contribute to improve the resiliency but cannot always prevent unprecedented failures. There 

are critical load points that rely on a continuous supply of power. Utilities have explored 

alternatives like microgrid operation, utilization of distributed energy resources to maintain an 

uninterruptible supply of load. However, different deployment techniques for load restoration 

or the time required for restoration translates into different financial scenarios that the utilities 

have to look into. There are various literature in this particular area that contributes to 

quantitatively evaluating resiliency. Reference[11] discusses in-depth about the effectiveness 

of the proposed load restoration framework in creating a resilient grid.  

Resiliency enhancement strategies differ in their applications. In the occurrence of an 

extreme event, there are different strategies involved that focus on the operational and 

infrastructural aspects in restoring the power system to its normal state. Strategies involving 

reconnecting the consumer with electricity before the affected part being repaired generally 

play out in practical scenarios suggesting a clear distinction between infrastructural and 

operational resilience.  
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Operation resiliency is more concerned with the task at hand. This includes reducing 

the magnitude and frequency of outages and customers affected. Infrastructural resilience 

focuses on planning measures for infrastructure hardening. Table 2.3 and Table 2.4 show 

examples of key strategies and remedial measures that can be taken to improve operational 

resilience and infrastructural resilience respectively in a power system [34-36]. 

Table 2.3. Operational resilience strategies and measures 

Strategies Remedial Measures 

Maintaining supply to consumers  with 

alternate options 

  

Application of Microgrids and DER 

Installation of portable and mobile power 

generators 

Proper mobilization of on-site crews 
 

Minimizing adverse impacts during the the 

extreme event 

Optimizing load restoration, time-to-

restoration framework 

Accurate extreme event modelling 

Table 2.4 Infrastructural resilience strategies and measures 

Strategies Remedial Measures 

Increasing structural strength and 

robustness 

Equipment repair/maintenance  

Strengthening poles/towers  

Replacing overhead lines with underground 

cables 

Increasing resistivity of power system 

preserving individual component 

functionality 

Vegetation management 

Elevating substation to prevent floods 

2.7. Opportunities and Challenges 

Resiliency and reliability concepts in a power system have definitive distinctions 

despite having relevant fundamentals. Resiliency studies focus on all high-impact, low 

probability events that are normally excluded from reliability calculations [10]. During the 

resiliency assessment of a power system, the sequential impacts and the remedial measures to 

be taken during the transition between the states following an extreme event are particularly of 

interest [10]. Reference [30] proposed a decision-control architecture that would provide future 



29 

system states or trajectories differentiating itself from reliability metrics. The assessment is 

done for events that are highly uncertain in nature and result in (N-K) contingencies [11]. 

Moreover, investment decisions differ according to the need of the utility considering reliable 

or resilient options. 

Reference [8] has identified the lack of sophistication to observe the interdependency 

between the system levels and the integration of concepts of Internet of Things (IoT) with 

distributed energy resources to be the major challenges during assessing the resiliency of a 

cyber-physical system. One of the major challenges in resiliency evaluation also remains the 

modelling of extreme events due to lack of historical data [8] related to these events or the 

usability of the data for future prediction given the event’s stochastic nature. 

Recognizing the increase of renewable energy mostly connected as distributed 

generation, [9] has revised a series of IEEE standards for distributed energy resources (DER) 

interconnection and interoperability with the grid. However, there is lack of unifying regulation 

and policies that are required to facilitate the interconnection of micro grid along with guidance 

for overcoming resilience oriented challenges in power systems [35]. A comprehensive 

understanding of the behavior of the participants of the market is required to provide short-

term and long-term resilient strategies. The technological revolution and privatization of the 

energy market have skewed the interest of utilities towards financial benefits. With the increase 

in the penetration of renewables and the advent of the cyber-physical grid, a challenge will be 

the study of consumer-behavior and unbiased formulation of policies and mechanisms that 

adhere to the rudimentary concepts of reliability and resiliency and provides a check and 

balance with counteractive penalty measures. 

2.8. Conclusion 

The increase in high impact, low probability events, and its effect on the grid have been 

observed and accepted by power system planners, operators, regulatory authorities, and 

policymakers. This calls for a unanimous understanding of the fundamentals of power system 

resiliency and the development of standards and frameworks that all of the utilities can comply 

with. Power system resilience metrics should not only be a reflection of the state of the system 

but should also be able to capture the time duration and extremity of the event. This paper 

provides a review of the definition and governing principles of resilience in the power system. 

The increasing interconnectedness and advent of the cyber-physical era and its effect on the 

grid are also discussed. In distinctions between reliability and resiliency, it is important to 
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address the previous works done in light of the evaluation of the reliability of the power system 

in extreme events that at the present have fallen under the scope of resiliency. Power system 

resiliency evaluation greatly depends on the type of event and as event are recognized as high 

impact, low probability events, it is difficult to obtain abundant data. Even if such data is 

available for a specific extreme event, it is likely unusable considering the nature of the events. 

It is also understood that an increase in energy literacy on an individual level and better 

interactions with the utilities at a communal level can help overcome challenges associated 

with anticipating consumer's response and their responsibilities as a part of a resilient grid. An 

appropriate definition and common understanding of resilience and the relationship between 

reliability and resilience is imperative and will help the development of resilience models and 

metrics contributing to building reliable and resilient power system that delivers electricity with 

acceptable quality, continuity, and environmental compliance. 
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CHAPTER 3: RELIABILITY AND RESILIENCY IMPLICATIONS 

OF CYBER-ATTACKS IN DISTRIBUTION SYSTEMS 

3.1. Abstract 

The integration of cyber and physical layer of the grid has not only introduced a 

microscopic spectacle to observe and ensure the efficient flow of electricity but has also 

exposed the interdependencies of the network. The evolving infrastructure is now susceptible 

to an alarming increase in natural and manmade extreme events that are responsible for wide-

scale outages. Thus, it is important to address the impending Achilles heel by devising 

pragmatic approaches to comprehensibly upgrade the grid preventing huge financial and 

societal repercussions. In this regard, this paper proposes important methodologies in assessing 

the reliability and resiliency of a system in case of a cyber-attack and also steers discussion 

towards mitigation strategies and their influence in increasing the reliability and resiliency of 

the system. While doing so, it also aims to clarify the different principles of reliability and 

resiliency assessment. The paper describes an efficient bad-data detection strategy and its 

necessity in improving the reliability and resiliency of the system. The paper finds that a 

precipitous drop in reliability and resiliency is observed which can be effectively mitigated by 

the deployment of bad-data detection strategies and proposes efficient reliability and resiliency 

assessment methodologies to conduct similar studies. 

3.2. Introduction 

As the use of Distributed Energy Resources (DER) has grown in recent decades, the 

centralized, bulky power system network has evolved into a more decentralized and dispersed 

network structure [1]. The integration of renewable resources such as photovoltaic (PV) 

sources, wind turbines, and energy storage systems (ESS), etc. has increased the need for 

advanced control mechanisms [2], [3]. This shift of power systems to smart grid technology 

has increased the deployment of information and communication technologies(Security DAS) 

for monitoring, controlling, and operating power networks[4]. The conventional power system 



35 

has now switched to a cyber-physical system. Although these modern technologies have 

facilitated the remote controlling and effortless operation of the power network, it has increased 

the vulnerability of power systems to malicious cyber -attacks. The power systems which were 

traditionally physical-only systems were already vulnerable to high impact low probability 

(HILP) natural disasters such as hurricanes, windstorms, earthquakes, etc. In the past few years, 

different cyber-related attacks have also been reported. Cyber intruders used spear-phishing to 

target various parts of Ukraine’s power grid in December 2015. Hackers targeted more than 50 

substations, knocking out electricity for more than 6 hours for nearly 225,000 customers and 

130 MW of load [5]. A year later, another cyber-attack was reported in Kiev, Ukraine, which 

reduced power consumption in the city by about one-fifth for more than an hour [6]. Various 

other attempts to hack into the American power system’s cyber network have also been 

reported [7]. These kinds of attacks will only increase in frequency in the future [8]. These 

kinds of malicious attacks in the power system have no doubt added more concern to the 

reliability and resiliency of the power grid. Power system reliability is well-established and 

widely accepted practice by power system planners, operators, regulatory authorities, and 

policymakers. Power system reliability is subdivided into two basic aspects, adequacy i.e. the 

existence of sufficient facilities within the system to satisfy the customer load demand, and 

security i.e. the ability of the system to respond to disturbances arising from that system [9]. 

The over-arching concept of reliability has always remained to deliver electricity with 

acceptable quality, continuity, and environmental compliance. Resiliency was first discussed 

in [10] as “a measure of the persistence of systems and of their ability to absorb change and 

disturbances and still maintain the same relationship between population and state variables.” 

The definition of power system resiliency has metamorphosed into the attribute of a system 

that reflects its ability to withstand high impact, low probability events, and recover from the 

consequent situation. Resiliency study, in general, is concerned with high impact low 

probability (HILP) events such as hurricanes, earthquakes, wildfires, etc. whereas reliability 

studies usually relate to high probability events with relatively low impacts such as a line to 

ground fault in transmission line [11], [12]. If we are only concerned with the reliability of the 

system, designing a system for N-1 or N-2 outages may be enough. However, such a design 

does not guarantee resiliency as several contingencies may occur due to extreme events [13]. 

The reliability of a system can be determined without having a detailed knowledge of an event, 

however, a system resilient to one event may not be resilient to other events [13]. Moreover, a 

reliable system may not necessarily be resilient [14]. Therefore, it is necessary to make a 

detailed assessment of the reliability and resiliency of the system against particular events 
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separately. There is some interesting research that sheds some light on the area of detection of 

possible cyber-attacks in the system. Reference [15] proposes Cyber-attack Detection and 

Mitigation Platform (CDMP) to identify and mitigate possible False Data Injection Attacks 

(FDIAs) and Denial of Service (DOS) targeted towards Area Generation Control (AGC)’s loop 

of cyber-physical layers. Reference [16] proposes a real-time and computationally efficient 

tool for anomaly detection in large-scale cyber-attacks with an accuracy of 99% (98% True 

Positive Rate and less than 2% False Positive Rate). Reference [17] utilizes Petri-net models 

to simulate possible intrusion scenarios and builds 3 of the defense system in a substation i.e. 

Firewall, Intrusion Prevention System (IPS), and password models to protect the system against 

such attacks and assess the reliability in such scenarios. A novel cyber-physical resiliency 

metric is proposed in [18] for the transmission electric grid based on both operational and 

infrastructural components such that metrics are updated in real-time with changing scenarios. 

An innovative, self-healing mechanism for mitigation of cyber-attacks and recovery of power 

system observability on a Phasor Measurement Unit (PMU) Network is presented in [19], 

which used Software-defined Networking (SDN) reconfiguration mechanism to isolate 

compromised PMUs and connect uncompromised PMUs. [20] analyzed limitations of static 

and dynamic attack detection and identification procedures for a power network modeled via a 

linear time-invariant descriptor system and shown that dynamic detection and identification 

method exploits the network dynamics possibly requiring fewer measurements and 

outperforms the static counterpart with an example of a cyber-physical attack against the IEEE 

14 bus system. Few other pieces of literature have developed the metrics to quantify the impact 

of cyber-attacks on the reliability and resiliency of power systems. Reference [21] incorporates 

cyber malfunctions in reserve capacity models and power generation systems to quantitatively 

assess the impact of the malfunctions and deploy demand-side resource management strategies 

to effectively mitigate such contingencies. Reference [22] explores the impact of cyber-attack 

in a wind farm and quantifies it in metrics like Loss of Load Probability (LOLP), Expected 

Energy Not Supplied (EENS), and Time to Compromise (TTC). Reference [23] simulates a 

cyber-attack and assesses its impact on the distribution system proposing a Cyber-Physical 

Resiliency Metric (CPRM) that provides a score that can be used by the operator for monitoring 

the state and taking suitable control needed for the system performance. Reference [24] 

presents two tools; SyncAED and Cyber-Physical Transmission Resiliency Assessment Metric 

(CP-TRAM) for resiliency assessment and decision support that helps visualize possible cyber 

and physical vulnerabilities in the power transmission network. A Cyber-Physical Security 

Assessment Metric (CP-SAM) based on quantitative factors affecting resiliency across 
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different layers of microgrid system is provided by [23]. Reference [25] proposes a cyber-

security enhanced Distribution Automation System (DAS) that can identify the anomalies in 

data and help mitigate them in a distribution system. Reference [8] proposed a multi-phase 

trapezoid as shown in Fig. 1 to recognize and assess the stages that the grid goes through in the 

occurrence of extreme events. This paper represents any kind of disturbances in the power 

system, its degraded state, and restoration process in the time domain, which allows developing 

the metrics to quantify resilience. Three distinct phases can be visualized in the multiphase 

resilience trapezoid. Phase I refers to the disturbance progress which lasts from the triggering 

of the event to the end of the events. Phase II is the post-disturbance degraded state which is 

the time duration between the end of the event and before any attempt to recover the system is 

initiated. The restorative state is the third state in the trapezoid that represents the time duration 

when the attempts to restore the system to the original state are carried out [26]. Motivated by 

the need for quantitative assessment of distribution system followed by a holistic approach 

from both reliability and resiliency perspectives, this paper presents a case study of a radial 

distribution system in event of a cyber-attack and assess its states from both reliability and 

resiliency point of view. Contributions of this paper are as follows: 

• A novel methodology to model cyber-attacks for analysis based on state estimation 

• A novel reliability assessment methodology to assess the impact of False Data Injection 

Attacks (FDIAs) on the system 

3.3. Methodology 

3.3.1. Modelling a cyber-attack in a power system 

The field of power system is continuously evolving from the symbiosis of advancement 

in communication system and existing physical system. The access to an abundance of time-

dependent information of system variables distributed over a wide area has benefited the 

utilities in numerous ways. However, a cyber-integrated network also introduces numerous 

access points that are vulnerable to malicious attacks with disastrous repercussions. A cyber-

attack in a power system can be successful with consecutive exploitation in the following two 

phases [27]: 

Phase I: Access Point Exploitation: Relays, IED present in a smart grid are connected 

to the control room via dial-up modems, RS-232, or Ethernet. The control room and substation 

computers, IEDs, are isolated in an electronic security perimeter (ESP). ESP generally has a 
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firewall to increase security. Inter-ESP link maybe wireless or may use leased bandwidth from 

a third party and is therefore at risk of penetration. Cyber-devices in an ESP can be 

compromised by accidental introduction of malware through Universal Serial Bus (USB), virus 

penetration or infected software patches. A compromised system within an ESP may establish 

communication with outside attackers. An individual can compromise a device within an ESP 

intentionally with authorized physical access. Phishing can be done to access control room’s 

computers. 

Phase II: Implementation of Cyber-Attack: After the penetration point is found, an 

attacker can perform any of the four classes of attacks: 

Reconnaissance: It is usually done to identify weak points for attack before 

penetration, and to learn about the system model and details for further attacks. 

Denial of Service (DoS) Attacks: This attack attempts to break communication links 

to stop command and sensor measurement from reaching its intended destinations. 

Command Injection Attacks: This attack attempts to send false commands to the 

communication, measurement or protection devices to benefit the perpetrator. 

Measurement Injection Attacks: This attack aims to alter the measured values to 

benefit the perpetrator. False 

Data Injection Attack (FDIA) is an existing example that falls in this class and is 

explored in this paper. FDIA are capable of disrupting the power system state estimation 

process by intentionally producing erroneous data to cause detrimental effects in the physical 

parts of the power system. Figure 3.1 shows the information flow between the various 

operational functions for a section within an energy control center computer system [28]. The 

system receives a wide range of power system operational data from remote terminal units that 

encode measurement transducer outputs and opened/ closed status information into digital 

signals that are transmitted to the operations center over communication circuits [28]. 
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Figure 3.1 A section of energy control center system security flowchart 

In this work, the distribution system is modelled as a graph G consisting of nodes or 

vertices V and edges E as shown in (3.1). The buses, sections, load points, circuit breakers and 

fuses are treated as nodes, whereas, the edges are the connections between the nodes. 

𝐺 = {𝑉, 𝐸}                   (3.1) 

The next step after deducing the graph model for the distribution system, is to derive a 

method to simulate a cyber-attack and assess its impact on the system. Theorem 3.1 in [29] 

states, “Suppose the original measurements z can pass the bad measurement detection. The 

malicious measurements za = z + a can pass the bad measurement detection if a is a linear 

combination of the column vectors of H, that is, a=Hc”. These concepts are further developed 

in this work to model cyber-attacks on an active distribution system. The DC based state-

estimation model can be formulated as: 

𝑧 = ℎ(𝑥) + 𝑒                   (3.2) 

where 𝑧 = [(𝑧1, 𝑧2 … … , 𝑧𝑚)]𝑇denotes measured data, 𝑥 = [(𝑥1, 𝑥2 … … , 𝑥𝑛)]𝑇denotes 

system states, 𝑒 = [(𝑒1, 𝑒2 … … , 𝑒𝑚)]𝑇 denotes measurement noise that follows a Gaussian 

distribution with zero mean. h(x) is a m by n full rank matrix that denotes the function 

dependency between the measurements z and the state variables x. The precise form of ℎ(𝑥) is 

determined by the grid structure and the line parameters. The estimated state variable �̂� is 

expressed in (3.3). 

�̂� = [[𝐻]𝑇[𝑊][𝐻]]−1[𝐻]𝑇[𝑊]𝑧                (3.3) 

Where W is a diagonal matrix whose elements are reciprocals of the variances of meter 

errors and H is the functional dependency matrix between the measurement z and state variable 

x. In practice, the measurement residual is calculated and its 2-Norm i.e. 𝑧 −  𝐻𝑥 is compared 

with a threshold to check for the existence of bad measurement. Generally, it is found that 𝑧 −

 𝐻𝑥 follows a χ2 (v) distribution where 𝑣 =  𝑚 − 𝑛 is the degree of freedom. Therefore, the 

threshold is set from χ2(v) distribution. From Theorem 3.1 obtained from [30], it is evident that 



40 

an attack vector that complies, 𝑎 =  𝐻𝑐 where 𝑧𝑎  =  𝑧 +  𝑎 will go undetected. For the test 

system shown in Figure 6, 𝑥 = [(𝑥1, 𝑥2, 𝑥3)]𝑇 represents bus angles at bus 2,3 and 4 

respectively and 𝑧 = [(𝑧1, 𝑧2, 𝑧3)]𝑇denotes the measured data. Bus 1 is assumed to be the slack 

bus. For, any 𝑐 = [(𝑐1, 𝑐2, 𝑐3)]𝑇, 𝑎 = [(𝑎1, 𝑎2 … … , 𝑎7)]𝑇 is calculated using 𝑎 =  𝐻𝑐, and 𝑧𝑎 

is found. It’s 𝑧𝑎  − 𝐻𝑥𝑏𝑎𝑑 is smaller than the threshold which is why the infected data is not 

detected in the system. Upon multiple iterations, it was found that, the possible load loss 

occurred between [0, 10] for all the values of c. All the possible iterations for c is carried out 

and the load loss for the combination of c, state variable x, injected error a, and the measured 

data z is recorded. Figure 3.2 represents some of the load loss keeping c1 constant and varying 

c2 and c3. The hill, z-axis represents the load lost and x and y-axis represents c2 and c3. 

 

Figure 3.2 Possible losses in the system due to FDIA 

3.3.2. Modelling reliability and resiliency framework to incorporate cyber-attack 

As discussed in the previous sections, the interoperability of cyber-physical systems 

within a power system can be misused by perpetrators to cause substantial financial and social 

disruptions. A sequential Monte-Carlo Simulation (MCS) is used in this work to simulate the 

system states in response to various cyber-attack scenarios, and to obtain the probability 

distributions of the appropriate quantitative indices in order to understand the impact of such 

events in the distribution grid before, during and after the impact. This paper investigates the 

impact of cyber-attacks on both the reliability and the resiliency of a power distribution system. 

The quantitative indices to assess the reliability of power systems has been well established 
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and widely accepted. The loss of load expectation (LOLE) is the most widely used index that 

represents the expected number of days or hours of load curtailment. This index is mainly used 

at the generation adequacy or HL-I level. Reliability metrics commonly used in distribution 

systems are SAIFI, SAIDI, and CAIDI [9]. The expected energy not supplied (EENS) index is 

found to be used at all the power systems levels, i.e. generation, transmission and distribution 

Power system resiliency is the ability of the system to withstand or endure extreme events, such 

as cyber-attacks, and remain functional and/or recover rapidly to avoid further catastrophic 

repercussions on the power system and severe societal impact on the customers. Evidently, it 

is important to recognize and analyze the stages that the grid goes through in the occurrence of 

an extreme event. Reference [26] proposed a multi-phase trapezoid as shown in figure 3 that 

illustrates the various operating stages a power system goes through before, during and after 

an extreme event. The change in resilience level in these stages construct the three phases that 

can be identified in the resilience trapezoid of figure 3. The percentage of load connected is 

used as a resilience level in this study. Ro shows the pre-disturbance resilient state, where the 

event has not occurred. The grid’s resiliency after the event occurs is given by Rpd. It shows 

the state of the system before any restorative action takes place. As the restorative action takes 

place and the resiliency index starts to improve, it is assumed that the resilience level restores 

to Ro. The different phases that a grid undergoes in this process are: Phase I: It is known as the 

disturbance progress phase. It lasts from time of event, toe and end of the event, tee. Phase II: 

It is known as the post-disturbance degraded state. It is the duration between the end of the 

event, tee and the start of the restoration process, tr. Phase III: It is known as the restorative 

state of the system. In this phase, restorative action is taken that helps the system to minimize 

load lost and be back online. It is the duration between the start of the restoration process, tr 

and the end of restoration given by T. Figure 3.3 shows the different stages a power goes 

through as it succumbs to a cyber-attack. 

  

Figure 3.3 Multi-phase trapezoid 
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Resilience indices shown in Table 1 [12], [26] can be measured at the different 

trapezoid phases to quantify the impact of the attack at the different phases. The index ϕ 

quantifies how fast is the system degrades as the disturbance progresses after the occurrence of 

the attack. It measures the MW load loss per hour. The indices EENSsys and E calculated using 

equations from Table 3.1 respectively measure the average energy not supplied per load-point 

and the duration of load curtailment in post disturbance degraded state following the 

disturbance due to the event. The index E is the duration between the end of the disturbance 

phase and the start of any restorative action in the grid. The index Π obtained from Table 3.1 

measures how quickly the system can recover from the impact due to the restorative actions. It 

measures the MW load restored per hour in the system. Ns and Nos in I are the number of 

attempted, and successful cyber-attacks respectively. The overall methodology to quantify the 

reliability and resiliency performance is presented in the flowchart shown in Figure 3.4. 

 

Figure 3.4 Framework for reliability and resiliency evaluation 

 

Table 3.1 Equations for resiliency assessment 

Phase Mathematical expression 

Phase I: Disturbance progress 
𝛷 =

𝑅𝑜 − 𝑅𝑝𝑑

𝑡𝑒𝑒 − 𝑡𝑜𝑒
(
𝑀𝑊

ℎ𝑟
) 
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Phase II: Post disturbance degraded state 
𝐸𝐸𝑁𝑆𝑠𝑦𝑠 =

∑ 𝐸𝑁𝑆(𝑠)𝑁𝑠
𝑠=1

𝑁𝑠
𝑜  

𝐸 = 𝑡𝑟 − 𝑡𝑒𝑒 

Phase III: Restorative state 
𝛱 =

𝑅𝑜 − 𝑅𝑝𝑑

𝑇 − 𝑡𝑟
(
𝑀𝑊

ℎ𝑟
) 

 

The initial step is to define the power distribution system. This includes identifying the 

number of buses, sections, loads connected and the load demand of the system. Each 

component in the system is exposed to failure due to its inherent characteristics. After the 

system is defined, the topological information of the distribution system is retrieved. This 

includes measurement data on branches and buses of the network, load demand on the network 

etc. State estimation is then applied to find the bus angles in the system. Possible attack vectors 

for the system is created as described in Section 3.3. The distribution system is then exposed 

to one such attack vector chosen in random. The frequency in which the system is exposed to 

the attack vector is defined by attack rate. An attack rate is assumed to exist in only two state: 

UP state and DOWN state. Up signifying an active cyber-attack and DOWN signifying no such 

occurrence of cyber-attack for that particular time. A sequence for a year for any such attack-

rate is generated. For any such UP sequence, through randomness, an attack vector is selected 

and passed through the system. The loss of load, its duration of attack and the moment of time 

is recorded for analysis. Sequentially, for any DOWN state for a component caused due to its 

failure rate, the loss on the system is recorded for analysis. The duration of attack is directly 

going to be dependent on the type of device the FDIAs is planning to penetrate. Therefore, 

Mean Duration of Attack (MDOA) is modelled using an inverse tangent function over the 

number of measurement device present in the system to obtain a probabilistic index and 

weighed over 2 hours to represent the possible duration for such attack. This process is repeated 

for N number of years for variation of such attack-rates. Finally, the reliability and resiliency 

performance of the system is calculated and is elaborated in Results. 

3.4. Case Studies and Results 

A number of case studies were carried out to investigate the impact of cyber-attacks on 

the reliability and resiliency of a distribution system. A 4-bus radial test distribution system as 

shown in Figure 3.5 was used in the study. A simple system was intentionally used in this paper 

to illustrate the comparative impacts on these two system characteristics, the difference 

between which are not easily understood in the power industry. The methodology can, 
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however, be applied to large and more complex systems with increased computational efforts. 

The test system is a simple distribution system with nominal voltage as 12.66 kV, and the total 

load is 100 MW. L1, L2, and L3 represents load points with 20%, 40% and 40% of the total 

load respectively. Acceptable bus voltage range is set between 0.9 p.u. to 1.05 p.u. DC power 

flow is performed to compute line flows. The component reliability data and the load data are 

taken from [9]. The failure rate of the section and distributor is 0.1 failures per year and 0.2 

failures per year respectively. The repair time is 2 hours. Figure 3.6 shows a typical demand 

variation profile within a day. 

 

Figure 3.5 Distribution system test network 

 

Figure 3.6 Typical demand variation in 24 hours 

3.4.1. Impact of cyber-attack on system reliability 

This section describes a study done to illustrate the impact of cyber-attack on the 

reliability indices. The study was repeated with different attack rates to investigate the 

sensitivity of the attacks s on the reliability indices. A Monte Carlo simulation was carried out 
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as described in the methodology shown in Figure 3.4. Figure 3.7 shows the system LOLE as 

well as the load point LOLE at the selected attack rates. The index quantifies the expected 

number of hours of load loss in a year, at the individual load points and at the system level. It 

can be seen that both the system LOLE and the load point LOLE increase significantly, as the 

attack rate is increased. 

  

Figure 3.7 LOLE for different attack rates 

Figure 8 shows the resulting EENS for various attack rates in the system. It is evident 

that the loss increases significantly as the attack frequency is increased. The EENS index 

provides a measure of the magnitude of the losses that can readily be expressed in monetary 

values. The index is a useful indicator in deciding investment in remedial measures, such as 

bad-data detection systems to safe-guarding the system. Figure 3.7 shows evidence to support 

the conclusion that, the impact on the probability of trouble is widespread throughout the 

system and is equal on all the load points. Figure 3.8 shows that the impact of cyber-attack is 

dependent on the amount of load lost by the system and the load points. 
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Figure 3.8 EENS for different attack rates  

Load points having lower demands show lower impact and load points with higher 

demands show higher impact of cyber-attack in terms of energy lost. In addition, it is seen that 

the reliability indices of the system degrades with increasing attack rates while comparing both 

the probability and the impact of cyber-attack. The above studies illustrate the impact of cyber-

attack frequency on the reliability indices. Cyber-attacks are however considered to be low 

probability events. With the envisioned transition of power grids into cyber-physical systems, 

the probability of these events are expected to notably increase in the future. The following 

study considers two scenarios. Scenario 1 is the current scenario in which cyber-attacks are 

considered as low probability events. Scenario 2 assumes a future scenario where the power 

grids are fully integrated cyber-physical systems and cyber-attacks are no longer low-

probability events. It is important to determine the probability distributions of cyber-attacks in 

the two scenarios in order to evaluate the impact on the system reliability. The actual shape of 

the distributions can be logically debated at this time due to lack of data for the two scenarios. 

Many researchers use a Poisson distribution to model rare events. A Poisson distribution with 

an expectation of 1 attack per year is assumed for Scenario 1 as shown in Figure 3.9. 

Uncertainty of random events are often modeled as a Gaussian distribution. The probability 

distribution of cyber-attacks in Scenario 2 is therefore represented by a normal distribution in 

this paper. Figure 3.10 show a 15-step discrete distribution within six standard deviations, 

assuming a 14% standard deviation about the expectation of 50 attacks per year. A reliability 
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assessment was done to evaluate the impact of cyber-attacks for the two scenarios, and the 

system EENS results are shown in Figure 3.11. For a comparative analysis, the figure also 

shows the system EENS when cyber-attacks are not considered in the assessment. Figure 3.11 

shows that the consideration of cyber-attack in today’s scenario significantly increases the 

unserved energy in the system.  

  

Figure 3.9 Probability of occurrence of cyber-attack in present day scenario-Scenario 1 

  

Figure 3.10 Probability of occurrence of cyber-attack in a future scenario-Scenario 2 

The figure further shows that cyber-attacks have much profound impact on the system 

reliability in Scenario 2 as power-grids transition into cyber-physical systems. The results 

clearly point in the direction of growing cyber threats and their devastating reliability impacts 

as power systems are metamorphosed to fulfill their sustainable goals. This clearly dictates the 

need for proper investigation of the cyber-physical interdependencies to avoid such scenarios 

in the future. 
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Figure 3.11 Expected EENS (MWhr/year) for different scenarios 

3.4.2. Resiliency assessment in event of a grid-scale cyber-attack 

This section presents studies done to illustrate the impact of cyber-attack on the system 

resiliency. The impact of a cyber-attack is first analyzed by comparing the annualized LOLE 

and EENS indices without and with a single attack consideration. Figure 3.12 shows that the 

LOLE indices increase significantly with the cyber-attack and difference is approximately 

equal to the system down time impact of the cyber-attack. It should be noted that the results 

presented depend on the input data. If the down time including the restoration time due to such 

an attack is increased, the difference in LOLE in Figure 3.13 will increase as well. An analysis 

of the load point indices in Figure 3.12 concludes that all the load points are affected by a 

cyber-attack, and therefore, the LOLE at all the load points are approximately equal and closer 

in value to the system LOLE. When a system is not subjected to a cyber-attack, the load-point 

LOLE increases as the load points are located further away from the point of supply. This is 

because distribution systems are usually operated radially, and the number of components 

exposed to failure increases with the distance from the supply point.  
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Figure 3.12 LOLE (hrs/yr) for the system observing zero and one cyber-attack per year 

Figure 3.13 shows the impact on the EENS index with and without considering the 

occurrence of a cyber-attack. It can be seen that there is a significant increase in both the load-

point and system EENS. The load-point EENS largely depend on the magnitudes of load 

connected to those points. 

 

Figure 3.13 EENS(MWhrs/yr) for the system observing zero and one cyber-attack per year 

The expected energy not supplied per interval or EENS (MWhr/int) due to an HILP 

event has been used as a resiliency metric in published literature. This index alone is not 

sufficient to describe the resiliency characteristics of a system. The EENS quantifies the 

magnitude of the impact but does not reflect the duration of the impact or the response of the 

system to the impact that are important in comprehending the resiliency of the system. The 

metrics associated with the three phases of a system’s response to an HILP event, as shown in 
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Figure 3.3, are evaluated for the system and the results are shown in Table 3.2. The following 

study considers two cases. Case A assumes that the occurrence of a cyber-attack is immediately 

recognized, and the recovery action follows. However, it often takes considerable time to 

determine the cause of a system outage. Case B considers an expected delay time of 4 hours to 

troubleshoot and identify the cyber-attack. The uncertainty around the delay time is represented 

by a Gaussian distribution. Table 3.2 shows the results for the two cases using the resiliency 

indices evaluated at the different impact phases of the system. 

Table 3.2 Resiliency of the system for Case A and Case B 

 Case A Case B 

Φ (MW/hr) 24.85 25.99 

EENS (MWhr/int) 188.48 368.30 

E (hr) 1.82 5.46 

Π (MW/hr) 25.47 25.95 

 

Table 3.2 shows the results for the two cases using the resiliency indices evaluated at 

the different impact phases of the system. It can be seen that the rate of system degradation is 

similar for the two cases as the disturbance progresses. The rate of system recovery in the 

restorative phase is also approximately equal. This is because the restoration resources in both 

the cases are the same. The duration of post event degradation state E, however in Case B is 

significantly higher than that of Case A. The difference is approximately equal to the time taken 

to identify that the cause of system outage was a cyber-attack. Table 3.2 shows that the expected 

energy not supplied EENSsys in Case B is much higher than that of Case A. The delay in starting 

the restorative action in Case B results in relatively high energy not supplied at the load points. 

While these indices also validate the need for recognition of different stages in case of an attack, 

the result also infer contrasting achievable benefits from strengthening the infrastructural 

resiliency through various measures, one of which is described in the following sections. 

3.4.3. Inclusion of cyber-attack detection strategies: Bad-data detection algorithm 

A vast majority of research has been done on identifying proactive solutions to cyber-

attack as well as on reactive measures [15]–[20], [25]. One of the solutions is to implement a 

mechanism to identify the cyber-attack before it can impact the power system and prevent 
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malicious actions to disrupt the continuous flow of power. One of the effective strategies to 

prevent erroneous data from entering the system is described in [28] and is known as the bad-

data detection algorithm. It can be implemented in the energy control center in the operating 

room as described in Figure 3.1. This section presents a study to evaluate the reliability and 

resiliency of a distribution system equipped with a simple yet effective bad-data detection 

algorithm that helps identify erroneous data due to a cyber-attack. Figure 3.14 shows the 

flowchart of the bad-data detection algorithm. A bad-data detection algorithm is based on state-

estimation and works by com-paring the 2-Norm of the residual vector with a certain threshold. 

The residual vector is the difference between the observed measurement and the recorded state 

variable for the system. The threshold is taken from a Chi-squared distribution table as the 

errors in actual and observed data follows a Chi-distribution. The mathematical expression for 

the residual vector is expressed in (4): 

‖𝑧𝑎 − 𝐻�̂�𝑏𝑎𝑑‖ ≤  τ                  (3.4) 

 

Figure 3.14 Bad-data detection algorithm 

As discussed earlier, it is assumed that the perpetrators know the complete topological 

information of the system and can accurately create the [H] matrix. Consequently, any 

combination of attack vectors that satisfies the condition 𝑎 =  𝐻𝑐 is considered a successful 

vector. The attackers, however, cannot truly map the [H] matrix because of its confidential 

nature. As [H] contains information only available to the system operator, this secrecy of [H] 
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introduces errors in the [H] model. Any combination of attack vectors that complies with the 

𝑎 =  𝐻𝑐 condition is passed through a bad data detection algorithm as shown in Figure 3.14, 

and only the successful ones are recorded. The recorded vectors and their impacts on the system 

are evaluated. The system LOLE results of this study are shown in Figure 3.15. 

 

Figure 3.15 LOLE for different attack rates with and without bad-data detection 

The results from figure 7 obtained without the bad-data detection system are also shown 

for comparison. Figure 3.15 shows a significant decrease in the LOLE with the implementation 

of the bad-data detection algorithm. It should be noted that Figure 3.15 provides only the 

expected values of the resulting impacts. The distributions of the indices on the other hand can 

provide detailed information including the probabilities of the best and worst case scenarios. 

Figure 3.16 shows the distribution of the loss of load indices for an attack rate of 5/year.  
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Figure 3.16 LOLE distribution for 5 attack/year with and without bad-data detection 

It can be seen that with no bad-data detection system, the system will be exposed to a 

loss of load equal to the mean value with the highest probability. Whereas, the system is most 

likely to see no outages or very small loss of load if equipped with the detection algorithm. 

Improving the resiliency of the system is also attributed to different strategies involved in 

restoring the power to the system. There are numerous strategies that utilities apply in order to 

mitigate the effect of such event. These strategies are generally either infrastructural or 

operational in nature. Bad-data detection strategy is one of the most important infrastructural 

strategy to prevent FDIAs. It helps in identifying false-data beforehand thus preventing any 

kind of load loss in the system. Figure 3.17 shows the multi-phase trapezoid model for the 

distribution system under a cyber-attack that commences on 24th hour for a particular year, 

with and with-out the bad-data detection mechanism. It can be seen that in case of a system 

without bad-data detection, the system experiences a drop of 50% of total load connected, 

which is significantly greater than the 10% loss of load if a bad-data detection strategy is in 

place. The three phases can be clearly identified, and the resilience of the system can be 

assessed. Table 3.3 shows the resiliency metrics with the bad-data detection, and without the 

bad-data detection for the two cases described in Table 3.2. 
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Figure 3.17 Load connected (%) in progression of a cyber-attack 

From Table 3.2 and Table 3.3, it is seen that all of the cyber-attacks are not the same. 

If the system gets a cyber-attack, it depends on identifying the problem and the cause of the 

problem. It shows that making a system resilient to cyber-attack is different than making a 

system resilient to a hurricane or a storm, because with cyber-attack, the recovery time can be 

significantly improved by identifying the problem. In case of hurricane or storm, identifying a 

problem does not necessarily improve the cyber-attack. Thus, resiliency investment in different 

type of event is going to be affected in different ways. 

Table 3.3 Resiliency of the system with and without bad-data detection 

Phase Expression 

 

Without bad-data detection With bad-data 

detection 

 

Case A Case B 

Phase I: 

Disturbance 

progress 

Φ (MW/hr) 24.85 24.98 4.98 

Phase II: Post 

disturbance 

degraded state 

EENS (MWhr/int) 188.48 368.30 1.13 

E (hr) 1.82 5.45 1.99 

Phase III: 

Restorative state 

Π (MW/hr) 25.47 25.95 5.01 
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3.5. Conclusions 

This paper presents a comprehensive study of the impact of a cyber-attack on the 

reliability and resiliency of a power distribution system. It presents a unique method to 

formulate cyber-attacks, and provides a methodology to quantify their impacts. A cyber-attack 

results in significant power outages as evidenced by the reliability and resiliency metrics 

presented in the paper. The probability of trouble is widespread throughout the system at all 

the load points. The frequency and severity of cyber-attacks are expected to rise as power-grids 

transition into cyber-physical systems. This suggests a need for proper investigation of the 

cyber-physical interdependencies and appropriate investment in system resilience against 

cyber-attacks. 

The resiliency indices framework- “ϕ, E, EENS, Π” pro-vides measures to assess the 

impact of an extreme event in time sequence at the different stages of a system, and therefrom, 

quantify the system’s ability to absorb, adapt and recover from the event. The presented results 

showed that the system degradation increased significantly with the delay in identifying the 

attack. An automated mechanism to rapidly identify the occurrence of cyber-attacks can 

enhance system resilience against such attacks. The presented studies also included an 

infrastructural resiliency enhancement strategy by implementing a bad-data detection 

algorithm to identify the behavioral changes in the system. The results showed significant 

improvement in system resiliency from such investment. It should be noted that resiliency 

investments for different type of HILP events are going to affect their impacts on the power 

system in different ways. Authorities and regulatory bodies should plan to invest accordingly 

to develop strategies as economically as possible in order to mitigate the impacts of such attacks 

and ensure a resilient power grid. 
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CHAPTER 4: DISTRIBUTION SYSTEM RESILIENCE 

ENHANCEMENT STRATEGIES AGAISNT EXTREME WIND 

4.1. Abstract 

The objective of a power system is to provide electricity to its customers as 

economically as possible with an acceptable level of reliability while safeguarding the 

environment. Power system reliability assessments are routinely performed to ensure adequate 

system resources and reliable operation using well-established methods, quantitative metrics, 

regulatory standards and compliance incentives in the jurisdictions of responsibilities. The 

alarming increase in the occurrence of extreme events, which are not included in routine 

reliability evaluation, has raised growing concerns due to the catastrophic impacts of these 

events on distribution systems. The potential economic losses due to prolonged and large-scale 

outages have motivated utility planners, operators, and policy makers to acknowledge the 

importance of system resiliency against such events. Power system resiliency however, lacks 

widely accepted modeling frameworks, standards, assessment methods and metrics. The paper 

presents a resilience assessment framework, along with quantifiable metrics to assess the 

resiliency of a distribution system against extreme winds, which is among the most common 

form of natural disasters affecting the North American region. The paper assesses the 

effectiveness of infrastructural and operational resilience enhancement strategies. The 

effectiveness of preventive and corrective strategies are also analyzed on a test distribution 

system. 

4.2. Introduction 

The conventional distribution system fed from a centralized power supply system is 

rapidly transforming into a decentralized and relatively independent network structure with 

increasing penetrations of distribution energy resources (DERs). The evolving infra-structure 

of distribution systems are exposed to considerable increase in man-made extreme events, such 

as cyber-attacks, and natural disasters such as earthquake, hurricanes/tornadoes, floods, ice 
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storms extreme winds [1] etc., that cause prolonged and/or wide-scale power outages. The 

proliferated exposure of distribution system to extreme events has emphasized the importance 

of resiliency studies. Extreme winds are known to affect distribution systems the most due to 

their topological and operational characteristics [2]. The distribution network succumbing to 

extreme winds sustain considerable damage to the infrastructures and often require lengthy and 

costly restoration processes. Existing approaches to planning a reliable distribution system 

account for random com-ponent outages, generation variations, load uncertainties and the 

capability of the distri-bution network to satisfy the customer demands, but do not incorporate 

high impact low probability (HILP) events in routine applications. The impending degradation 

of structural integrity and the potential magnitude of economic losses due to such damages and 

power outages have highlighted the need for resilient distribution systems. Power system 

resiliency studies, however, do not yet have established frameworks, metrics, and regula-tory 

standards that are widely accepted by the electric utilities [3]. Moreover, ambiguous 

approaches in envisioning a resilient grid is bringing surging concerns on the authenticity and 

credibility of the applications of such approaches. 

A limited amount of literature can be found on power system resilience against ex-

treme winds. Min Ouyang et al. [4] provide realistic fragility model to assess the resiliency 

using % of load connected. Reference [5] provides effective optimization algorithm that 

maximizes the service time of critical loads. Authors in [6] found that significant im-provement 

in resiliency can be made with the help of microgrids. Efficient automated switching for 

microgrids/DERs operations are proposed in [7] and tested on a 34-bus and 123-bus system. 

Authors in [8],[9],[10] model extreme wind on a bulk system. Infrastruc-ture based resilience 

assessment is done assessing the status of infrastructures after an event in [8], in comparison 

with [9],[10] which uses EENS to calculate resiliency. Ref [11] validates the efficient approach 

of graph theory in modelling a distribution network, and shows that microgrids can be used to 

ensure a flexible and resilient distribution network. An effective crew management strategy to 

ensure a resilient distribution system is demonstrated by [12] on the IEEE-34 bus. Reference 

[13] includes the geographical extensivity of extreme wind in the study. Optimal restoration of 

distribution grid consid-ering the switching operations and DERs/microgrids in the aftermath 

of extreme wind are proposed in [5,8,11,14-19].  

Reference [8] proposes a resilience index called ΦΛΕΠ (pronounced as “flep”) to assess 

the degradation of a power system following an extreme event. Reference [20] uses a 

simulation-based method to quantify resiliency and also identifies the improve-ments using 

microgrids and DERs. Reference [21] quantify the resilience of a distribution network using 
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three metrics namely the expected probability of interruption, ex-pected outage duration and 

expected energy not served during the extreme event. Their re-silience evaluation framework 

embedded a wind-induced extreme event generating mod-el, damage assessment model and an 

optimal restoration model utilizing DER. Bie et al. [22] presents an in-depth discussion on the 

effectiveness of the proposed load restoration framework in creating a resilient grid. 

A considerable amount of literature is present on the judicious utilization of 

DERs/microgrids and their switching operations to ensure the critical load points are re-stored 

quickly. However, ambiguity in identification of infrastructural and operational measures to 

ensure resiliency in distribution system, and lack of information on the ap-propriate steps to 

implement remedial measures in the the planning and operating phas-es are observed in many 

literatures. The impact of transmission line fragility on the resili-ency of the distribution 

network is also an important aspect not yet investigated, as the re-siliency of a distribution 

system cannot be guaranteed without a resilient delivery network feeding the system.  

System resilience evaluation methods should have the ability to incorporate the un-

certainties and correlations in the performance of different type of strategies for improving 

resilience. It should be able to identify between an infrastructural and operational strategy and 

assess the worth of the strategies in order to make proper investment decisions. It is extremely 

difficult to encompass all of these factors into an analytical model and validate them. A 

sequential Monte-Carlo simulation (MCS) can be used to observe the behavior of the system 

chronologically throughout the period of study, but it becomes computational-ly burdensome 

due to the need to employ large simulation samples, and carry out load flow and optimization 

algorithms for each simulated event. This paper presents the de-velopment of novel resilience 

evaluation framework including probabilistic extreme event model, resilience enhancement 

model, and resilience assessment model incorporating in-frastructural and operational 

strategies, and integrates them using a MCS framework that preserves relevant time-varying 

dependencies of the various stochastic parameters in the system. A non-sequential MCS is 

chosen over sequential MCS for computational efficien-cy.  

Infrastructural strategies, such as pole hardening, are modelled with the help of fra-

gility curves [10]. Its impact on distribution system is studied using the proposed resili-ence 

assessment model. The resilience assessment model observes the load supplied be-fore, during 

and after an extreme event and creates a load profile to quantify its resiliency. The availability 

of repair personnel and its impact on resiliency of the distribution system is also evaluated 

using the proposed framework. The application of DERs is also facili-tated and studied in the 

proposed resilience assessment framework. A graph-theory based search algorithm is used to 
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find the affected load points and identify segments that can operate under islanded microgrid 

mode. An optimization problem based on mixed inte-ger linear programming (MILP) is 

formulated to minimize the energy curtailment due to outages. 

4.3. Distribution system resiliency assessment framework 

The development of the proposed distribution system resiliency assessment framework 

is presented in this section. The framework is based on the system response curve shown in 

Figure 4.1, which is also known as a resilience trapezoid [1]. On the x-axis of Figure 4.1, to 

represents the time before the occurrence of the extreme wind when the system is working 

under normal conditions. The extreme wind event starts at the time tse, and the impact begins 

to change the operating condition of the system. This is designated as Phase I in Figure 4.1. 

Extreme wind can tear down poles, damage overhead lines and outdoor equipment causing 

load loss in the system. This increasing load loss, or infrastructural damage caused by the 

extreme wind is represented by the drop in resilience level between the times tse and tee, the 

later represents the end of the extreme wind event. Phase II or post-disturbance degraded state 

represents the time interval after the extreme wind subsides and before the restorative measures 

are deployed. At this phase, the operators start assessing the damage in order to decide how to 

restore the supply to the critical and other loads in the affected areas. This requires 

identification and assessment of the problem, and planning of restoration measures in order to 

minimize the losses.  

Restorative actions can include deployment of DERs to supply the loads, and 

deployment of crewmen to repair damaged poles, lines and related equipment. These actions 

gradually restore service to the curtailed loads, which translates to a decrease in load loss, and 

an increase in the resilience level as shown by the positive slope in Phase III of the figure. 

Phase III or the restorative state is the time interval between tsr, the start of restorative actions 

and ter, the end of the restorative actions.    

 

Figure 4.1 Typical resilience trapezoid 
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The resiliency of a system can be improved through different strategies. Each of these 

measures produce a different response in the system. Therefore, in order to provide the 

distinction, the strategies are categorized into two types: (i) Long-term infrastructural planning, 

and (ii) Short-term operational strategies. Pole hardening using stronger materials to increase 

the strength of poles, under-grounding cables are some of the long-term preventive strategies 

to achieve a resilient grid against extreme wind. These strategies can be relatively costly and 

are to be decided during the planning phase, but provide proactive solution to the problem. 

Investment in DERs is another example of a long-term infrastructural planning. Short-term 

operational strategies includes strategies like deployment of crewmen, efficient 

operation/management of DERs etc. These strategies provide corrective action and reduce the 

outage time due to extreme wind. 

Each of these strategies react differently and therefore produce different results in the 

distribution system resilience enhancement. The paper, therefore, models and studies each 

strategy independently. A quantitative assessment of resilience is done for each study after the 

associated changes are made in the distribution system. The system resilience profile is studied 

for improvement or degradation, and conclusions are drawn on the effectiveness of the 

strategies using appropriate quantitative indices. The following subsection describes the main 

steps involved in modelling the wind and the system responses, and the impact on the 

distribution system incorporating the remedial strategies. The proposed indices are used to 

assess the effectiveness of the strategies. 

4.3.1. Extreme wind modelling  

The “duration” of the event and the “profile” of the wind speed during the event are the 

two key mathematical features considered in extreme wind modeling. The ”duration” refers to 

the time span of the extreme wind. It can range from a few hours to a few days. This paper 

models the duration using exponential approximation. Exponential distribution is 

approximated based on historical data of outages associated to wind events to estimate the 

mean duration of the outage times [23]. The data in [23] contains wind event duration for power 

outages associated with extreme wind from the year 2000 to 2016. This estimation is then used 

to randomly generate the duration of extreme events in hours using the ‘exprnd’ function in 

MATLAB. The “profile” represents the wind speed throughout the duration of the extreme 
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wind event. The profile is generated using a Gumbel distribution, also known as the extreme-I 

distribution.  

Equation (4.1) shows the cumulative distribution function (CDF) of the Gumbel 

distribution. The symbol μ and β in (4.1) are the location and scale parameters of the Gumbel 

distribution, respectively. Wind speed samples (wn) are generated from the inverse transform 

of Equation (4.1) using MATLAB. Equation (4.2) shows the output of the extreme wind model. 

The variable n in Equation (4.2) is the duration in hours obtained from exponentially fitting the 

historical data, and wi gives the wind speed for the ith hour of the event. 

𝐹(𝑥, µ, 𝛽) = 𝑒−𝑒
𝑥−µ

𝛽
                  (4.1) 

𝑊 = {𝑤1, 𝑤2, … , 𝑤𝑛}                  (4.2) 

4.3.2. Impact assessment on the distribution system due to extreme wind 

The distribution system components exposed to  an extreme wind event can fail 

depending on the severity of the event and the structural fragility of the elements. A generic 

structural fragility of a distribution pole is shown in Figure 4.5. This figure is mathematically 

expressed by the empirical equation (4.3) which is utilized to evaluate the failure probability 

of distribution poles 𝐹𝑃𝑝𝑙
 . These values are then used to calculate the failure probability of line 

segments, 𝐹𝑃𝑖𝑗
  using Equation (4.4). The variable pl represents a pole, and ij represents the 

line segment between bus i and bus j respectively. 

𝐹𝑃𝑝𝑙
 = 0.0001 × exp[ 0.0421 × 𝑉𝑤

 ]               (4.3) 

𝐹𝑃𝑖𝑗
 = 1 − ∏ (1 − 𝐹𝑃𝑝𝑙

 )
𝑁𝑃𝑝𝑙

𝑝𝑙=1                 (4.4) 

The failure status for each line segment of the distribution system is then determined 

using uniform random numbers. The random number xline is compared with probability of 

failure of each line segment obtained from Equation (4.3) and Equation (4.4). The status of 

individual line segment is then evaluated using Equation (4.5).  

                𝛾𝑖𝑗
𝑙𝑖𝑛𝑒 = {

1 ;          𝑖𝑓 𝑥𝑙𝑖𝑛𝑒(=∪ (0,1)) ≤  𝐹𝑃𝑖𝑗
 

0 ;                         𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒              
              (4.5) 

The information is then utilized to identify the unhealthy and healthy sections of the 

distribution grid. A depth-first search (DFS) algorithm, based on graph theory [24] is used in 

this paper to assess the load points affected after an extreme event, and identify the healthy and 

unhealthy sections of the network. The information regarding the status of the distribution 
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system elements is provided by the DFS. After an extreme event, the load points may reside in 

one of the following three states; (i) Grid-connected mode, (iii) Islanded mode, and (iii) Failed 

Mode. The main utility supplies the segment in the grid-connected mode.  The healthy part of 

the network is supplied by DERs in the islanded mode. In the failed mode, the load point is not 

be supplied by the main grid or DERs. It is assumed that fully reliable circuit breakers/reclosers 

are equipped with sectionalizers on both sides for fault isolation. 

4.3.3. Restoration mechanism of the distribution system after an extreme event 

This section describes the restoration mechanism of the distribution system after an 

extreme event. Restoration mechanism depends on the state of the system, available resources 

and the restoration strategy decided for implementation.  Preventive strategy and corrective 

strategy are two strategies studied in this paper. Preventive strategy aims to strengthen the 

system such that it rides through an extreme wind with minimal or no damages. Corrective 

strategy aims to provide measures to mitigate the losses by managing and deploying the 

operational resources at the time of an extreme wind. Pole hardening and investment in DERS 

are the long-term preventive strategies, whereas managing available DERs and deployment of 

repair crew are the operational corrective strategies considered in the study.  

Preventive strategy can avoid or minimize damages, but may still need repair in the 

system. The repair takes place for the failed line segments in the system. Corrective strategies 

too sustain damages in the line segments and follow the same principle. Both the strategies 

follow the same restoration mechanism. The restoration time depends on the magnitude of 

repair and the number of repair crew deployed. The repair times of components are assumed 

to be exponentially distributed. The repair time rt for a component, such as a line segment, is 

calculated using Equation (4.6), where m is the mean time to failure of the component and U 

is an uniformly distributed random number between 0 and 1. 

𝑟𝑡 = −
1

𝜇
ln (𝑈)                   (4.6)  

The mean time to repair is based on one repair personnel being deployed for the repair 

of of a faulty line segment. The restoration time is then calculated based on repair time of 

individual segments, number of line segments damaged and repair personnel available as 

depicted in Figure 4.2. The variable f and rp represents number of failed segments and number 

of repair personnel respectively. 
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Figure 4.2 Logic diagram for restoration time 

The modes in which the load points reside following an extreme wind event are first 

identified. The load points in the islanded and failed mode needs restoration. The buses 

connecting these load points are identified and then sorted on the basis of priority. The critical 

loads have priority over the non-critical loads in the restoration process. The time required for 

restore each bus depends on the number of load points restored. A restoration profile for each 

of the bus in the distribution system is obtained, which contains amount of load restored in 

each hour. 

4.3.4. Modelling of operating strategies with DERs 

This section details the MILP based optimization problem formulated for islanded 

microgrids. Table 4.1 includes the notations used in the optimization. 

Table 4.1 Notations used in optimization  

𝑖/𝑗, 𝑖𝑗, 𝑝, 𝑐, 

𝑒, 𝑚 

Indices of bus, line section, PV, CDG, ESS, and islanded microgrids, 

respectively 

Ω𝐵, Ω𝐼𝐽, Ω𝑃𝑉, 

Ω𝐶𝐷𝐺 , Ω𝐸𝑆𝑆, Ω𝑀 

Set of bus, line section, PV, CDG, ESS, and islanded microgrids, 

respectively 

𝑡/ 𝑇 Index and total estimated outage time 

𝑝𝑟𝐶𝐷𝐺, 𝑝𝑟𝐸𝑆𝑆, 

𝑝𝑟𝑃𝑉 
Operational cost of CDG, ESS and PV, respectively ($/MWhr) 

𝑝𝑟𝑖
𝑙𝑐 Penalty cost for load curtailment for load at bus 𝑖 ($/MWhr) 

𝐿𝐶𝑎,𝑖(𝑡), 𝐿𝐶𝑟,𝑖(𝑡) Active and reactive load curtailed at bus 𝑖, time 𝑡 (MW and MVAR) 

𝜂𝑒,𝑖
𝑐 , 𝜂𝑒,𝑖

𝑑  

 
Charging and discharging efficiency of ESS at bus 𝑖, respectively (%) 

𝑉𝑖(𝑡), 𝜃𝑖(𝑡) Voltage magnitude and phase angle at bus 𝑖, time 𝑡 (p.u.) 

𝑃𝑐,𝑖(𝑡), 𝑄𝑐,𝑖(𝑡) Active and Reactive power from CDG at bus 𝑖, time 𝑡 (MW and MVAR) 
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𝑃𝑝,𝑖(𝑡) Active power from PV at bus 𝑖, time 𝑡 (MW) 

𝑃𝑖𝑗(𝑡), 𝑄𝑖𝑗(𝑡) 
Active and Reactive power flowing between line 𝑖𝑗 at time 𝑡 (MW and 

MVAR) 

𝑃𝐷𝑖(𝑡), 𝑄𝐷𝑖(𝑡) Active and reactive power demand at bus 𝑖, time 𝑡 (MW and MVAR) 

𝑃𝑒,𝑖
𝑑 (𝑡), 𝑃𝑒,𝑖

𝑐 (𝑡) 
Discharging and charging power associated with ESS at bus 𝑖, time 𝑡 

(MW) 

𝑄𝑒,𝑖(𝑡) Reactive power from ESS at bus 𝑖, time 𝑡 (MVAR) 

𝑆𝑂𝐶𝑒,𝑖(𝑡) State of Charge of ESS at bus 𝑖, time  𝑡 (MWhr) 

𝛾𝑒,𝑖
𝑐 (𝑡) 

Binary variable representing charging status of ESS at bus 𝑖 for period 

𝑡 (1 for charging, 0 otherwise) 

𝛾𝑒,𝑖
𝑑  (𝑡) 

Binary variable representing discharging status of ESS at bus 𝑖 for period 

𝑡 (1 for discharging, 0 otherwise) 

𝑃𝑝,𝑖(𝑡) Maximum available power from PV at bus 𝑖, time 𝑡 (MW) 

𝑋, 𝑋 

Maximum and minimum limit of parameter 𝑋, respectively 

(𝑋=active/reactive power of DERs, charging/discharging power of ESS, 

SOC of ESS, bus voltage magnitude/phase angle) 

 

The implementation of DERs is based on [21]. The nodal power injected to the grid is 

represented by (4.7)-(4.8). P,Q and ΔV represents the column vector of active power, reactive 

power, and incremental voltage from the nominal value at each bus. 

𝑃 = 𝐺′Δ𝑉 − 𝐵′𝜃                 (4.7) 

𝑄 = −𝐵′′Δ𝑉 − 𝐺′𝜃 − 𝐵𝑠ℎ                 (4.8) 

The admittance matrix is given by Y = G + jB, where each element in ith row and jth 

column is shown by Yij=Gij + jBij. 𝐺𝑖𝑗
′ , 𝐵𝑖𝑗

′ , 𝐵𝑖𝑗
′′, and 𝐵𝑠ℎ are obtained from (4.9)-(4.12) 

 𝐺𝑖𝑗
′ = {  

−𝐺𝑖𝑗 ;                𝑖𝑓 𝑖 ≠ 𝑗                                   

∑ 𝐺𝑖𝑘
 
𝑘∈Ω𝐵𝑁

𝑘≠𝑖

        𝑖𝑓 𝑖 = 𝑗                                                (4.9) 

𝐵𝑖𝑗
′ = { 

          −𝐵𝑖𝑗 ;             𝑖𝑓 𝑖 ≠ 𝑗                                  

∑ 𝐵𝑖𝑘
 
𝑘∈Ω𝐵𝑁

𝑘≠𝑖

  𝑖𝑓 𝑖 = 𝑗                                       (4.10) 

𝐵𝑖𝑗
′′ = {

−𝐵𝑖𝑗 ;                              𝑖𝑓 𝑖 ≠ 𝑗                            

2𝐵𝑖0 + ∑ 𝐵𝑖𝑘
 
𝑘∈Ω𝐵𝑁

𝑘≠𝑖

      𝑖𝑓 𝑖 = 𝑗                                          (4.11) 

𝐵𝑠ℎ = [𝐵10, 𝐵20, … 𝐵𝑖𝑜 , 𝐵𝑁𝐵0]
𝑇

(4.12) 
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Where the shunt susceptance of bus i is given by Bio; the set of network buses and the 

total number of network buses is denoted by Ω𝐵𝑁 and 𝑁𝐵 respectively. 

An optimization problem is formed with an objective of minimizing the load 

curtailments over the duration of restoration time calculated from Figure 4.2. The objective 

function shown by (4.13) considers the load restoration priority based on the penalty cost for 

the curtailment of load points. 

𝑴𝒊𝒏.         ∑ ∑ 𝐿𝐶𝑎,𝑖(𝑡) × 
𝑖∈Ω𝐵

𝑇
𝑡=1 𝑝𝑟𝑖

𝑙𝑐 + 𝑃𝑝,𝑖(𝑡) × 𝑝𝑟𝐶𝐷𝐺 + 𝑃𝑒,𝑖(𝑡) × 𝑝𝑟𝑒𝑠𝑠 + 𝑃𝑐,𝑖(𝑡) ×

𝑝𝑟𝐶𝐷𝐺                         (4.13) 

The objective function in (4.13) is subjected to the constraints (4.14)-(4.30), where ∀𝑖 ∈

Ω𝐵, ∀𝑖𝑗 ∈ Ω𝐼𝐽, ∀𝑡 ∈ 𝑇. The multi-period AC power flow equality constraints for load balance 

for the islanded microgrid is given in (4.14)-(4.15). The capacity constraints of line sections 

are described in (4.16)-(4.19). Note that the linearized AC load flow equations utilized in 

(4.14)-(4.17) are based on (4.7)-(4.12). In (4.20)-(4.21), the nodal voltage magnitude and phase 

angle constraints are detailed. The state of charge (SOC) update and minimum/maximum SOC 

allowed for ESS are represented in (4.22)-(4.23). The charge/discharge rates of the  ESS are 

enforced in (4.24)-(4.26), where the binary variables are used to ensure ESS either charge or 

discharge at a time. The maximum and minimum value of active and reactive power from the 

conventional DG (CDG), Photovoltaic arrays (PV), and ESS are considered in (4.27)-(4.30). 

 

−𝑃𝑐,𝑖(𝑡) − 𝑃𝑝,𝑖(𝑡) + 𝑃𝑒,𝑖
𝑐 (𝑡) − 𝑃𝑒,𝑖

𝑑 (𝑡) + ∑ 𝐺𝑖𝑗
′ 

𝑗∈Ω𝐵
Δ𝑉𝑗 − ∑ 𝐵𝑖𝑗

′ 𝜃𝑗
 
𝑗∈Ω𝐵

− 𝐿𝐶𝑎,𝑖(𝑡) = −𝑃𝐷,𝑖 (𝑡)

                                                                                                                                                                (4.14)
  

−𝑄𝑐,𝑖(𝑡) − 𝑄𝑒,𝑖(𝑡) − ∑ 𝐵𝑖𝑗
′′

 

𝑗∈Ω𝐵

Δ𝑉𝑗 − ∑ 𝐺𝑖𝑗
′ 𝜃𝑗

 

𝑗∈Ω𝐵

− 𝐵𝑠ℎ𝑖
− 𝐿𝐶𝑟,𝑖(𝑡) = −𝑄𝐷,𝑖 (𝑡) (4.15) 

𝑃𝑖𝑗
 (𝑡) = (Δ𝑉𝑖 − Δ𝑉𝑗)𝐺𝑖𝑗 − (𝜃𝑖𝑗 − 𝜃𝑖𝑗)𝐵𝑖𝑗 (4.16)  

𝑄𝑖𝑗
 (𝑡) = −(Δ𝑉𝑖 − Δ𝑉𝑗)𝐵𝑖𝑗 − (𝜃𝑖 − 𝜃𝑗)𝐺𝑖𝑗 (4.17) 

𝑃𝑖𝑗 ≤ 𝑃𝑖𝑗
 (𝑡)  ≤ 𝑃𝑖𝑗          (4.18) 

𝑄𝑖𝑗 ≤ 𝑄𝑖𝑗
 (𝑡)  ≤ 𝑄𝑖𝑗       (4.19) 

𝑉𝑖 ≤ 
 𝑉𝑖(𝑡)  ≤ 𝑉𝑖              (4.20) 

𝜃𝑖 ≤ 
 𝜃𝑖(𝑡)  ≤ 𝜃𝑖              (4.21) 

𝑆𝑂𝐶𝑒,𝑖(𝑡)  = 𝑆𝑂𝐶𝑒,𝑖(𝑡 − 1) + 𝜂𝑒,𝑖
𝑐 × 𝑃𝑒,𝑖

𝑐 (𝑡) −
𝑃𝑒,𝑖

𝑑 (𝑡)

𝜂𝑒,𝑖
𝑑                                         (4.22)   

𝑆𝑂𝐶𝑒,𝑖 ≤ 𝑆𝑂𝐶𝑒,𝑖
 (𝑡)  ≤ 𝑆𝑂𝐶𝑒,𝑖            (4.23) 
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𝛾𝑒,𝑖
𝑐 (𝑡) × 𝑃𝑒,𝑖

𝑐   ≤ 𝑃𝑒,𝑖
𝑐 (𝑡)  ≤  𝛾𝑒,𝑖

𝑐 × (𝑡)𝑃𝑒,𝑖
𝑐    (4.24) 

𝛾𝑒,𝑖
𝑑 (𝑡) × 𝑃𝑒,𝑖

𝑑   ≤ 𝑃𝑒,𝑖
𝑑 (𝑡)  ≤  𝛾𝑒,𝑖

𝑑 (𝑡) × 𝑃𝑒,𝑖
𝑑  (4.25) 

𝛾𝑒,𝑖
𝑐 (𝑡) + 𝛾𝑒,𝑖

𝑑 (𝑡) ≤ 1                     (4.26) 

𝑃𝑐,𝑖 ≤ 𝑃𝑐,𝑖
 (𝑡)  ≤ 𝑃𝑐,𝑖                       (4.27) 

𝑄𝑐,𝑖 ≤ 𝑄𝑐,𝑖
 (𝑡)  ≤ 𝑄𝑐,𝑖                      (4.28) 

𝑃𝑝,𝑖 ≤ 𝑃𝑝,𝑖
 (𝑡)  ≤ 𝑃𝑝,𝑖(𝑡)                (4.29) 

𝑄𝑒,𝑖 ≤ 𝑄𝑒,𝑖
 (𝑡)  ≤ 𝑄𝑒,𝑖                  (4.30) 

 

4.3.5. Resilience assessment model 

The flowchart of the proposed framework is shown in Figure 4.3. At first, the 

distribution system to be studied is defined. The load demand, line parameters, protection 

settings, DER ratings and all other associated input data for the system and its components are 

obtained. As mentioned before, the study in this paper considers two types of strategies, (i) 

Long-term infrastructural planning and (ii) Short-term operational strategy. A strategy to be 

studied is chosen, and changes are made in the distribution system accordingly. For example, 

if the application of pole hardening is to be studied, changes are made in the parameters of 

structural fragility for the simulation. The graph network of the distribution system is generated 

to facilitate an efficient damage assessment model. An extreme wind event as discussed in 

Section 4.3.1 is generated. The damage assessment due to the extreme wind is done using (4.3)-

(4.5). The restoration of the affected load points takes place after the extreme wind subsides. 

The restoration time is calculated from Figure 4.2 and the restoration profile for the system is 

obtained as described in Section 4.3.3. 

A non-sequential Monte Carlo simulation based program is developed on MATLAB to 

simulate the extreme event, and perform the resiliency evaluation for different strategies. The 

load profile for the system before, during and after an event is obtained. The resiliency metrics 

are then evaluated based on the load profile of the system and the mitigating effects of the 

remedial strategies are observed and analyzed. 
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Figure 4.3 Flowchart of the proposed framework 

4.4. Application of the proposed resiliency framework 

When an extreme wind event occurs, the distribution network operators try to manage 

the resources available to them with the aim of minimizing load lost considering options with 

least economic stress. The avaibility of these resources during an event depends on prior 

resilience planning of the system. The different investment decisions will result in different 

resilience performance of the system as the various resilience metrics are impacted in different 

ways. The following sections investigagte different investment options and strategies to 

improve distribution system resiliency and present case studies. The extreme wind impact 

studies are carried out the on the IEEE 69 bus test system shown in Figure 4.4.  

The nominal voltage of the test system is 12.66 kV, and the total load is 3.80 MW and 

2.69 MVAR. The critical loads comprise 1.02 MW and 0.72 MVAR and their locaitons are 

shown in the Figure 4.4. The acceptable bus voltage range is set as 0.9 p.u. to 1.05 p.u. The 

power ratings of ESS, PV and CDG are shown in Table 4.2. The charging and discharging 

efficiency of ESS is taken as 0.95 each, and the rated discharge duration is 6 hour. Advance 

notice of extreme winds are generally available with reasonable time to allow some degree of 

preparedness, such as storing energy in ESS connected to the system. The initial SOC of ESS 

are therefore assumed to be 80% of the rated capacity. It is assumed that the DERs form the 
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largest possible microgrid and the protective devices accordingly facilitates the formation of 

microgrid. The reactive power limit for the CDG and ESS are assumed as +-70% of the rated 

MW capacity. The operational cost of convential DG is $0.28/kWhr [24]. The operational cost 

associated with PV and ESS are neglected. Penalty costs of $500/MWhr and $200/MWhr are 

used for critical and non-critical loads respectively. 

 

 

Figure 4.4 IEEE 69 bus test distribution network 

Table 4.2 Details of DERs used in the network 

Type of DERs Bus No. Rated capacity (MW) 

ESS 13,24 0.15 

46 0.075 

47 0.4 

54 0.05 

PV 13,24 0.15 

36 0.075 

49 0.2 

54 0.05 

CDG 20 0.10 

34 0.05 

64 0.25 

 

An extreme wind profile is generated using Equation (4.1) and (4.2). Wind speed 

samples are generated using the MATLAB function ‘evinv’. The average wind speed for 



72 

extreme wind is taken as 58 mph, with the scaling parameter of 8 mph for the Gumbel 

distribution. The duration of the extreme wind event is randomly generated for each simulation.  

A program was developed based on non-sequential Monte-Carlo simulation 

implemented in MATLAB R2019a. The program was used for data-analysis and resiliency 

index calculation in the following studies. 

4.4.1. Infrastructural resiliency assessment 

This section investigates the distribution system resiliency due to change in 

infrastructure hardness, mainly the fragility of the distribution system poles that support the 

overhead lines. These poles can have different structure design, such as single-pole, H-frame, 

and can be made from different materials, such as wood, steel or concrete. The different designs 

and materials have different fragilities, and show different levels of resilience in the case of an 

extreme event. 

When the distribution poles are exposed to high winds, the withstanding capacity of the 

poles depend on their structural integrity. Some of the poles sucuumb to the strong winds and 

fall down, whereas others may not. The number of damaged poles depends on the wind speed 

and the structural integrity of the material used to construct the poles. The lines supported by 

the damaged poles cannot supply the load, and the system suffers load loss. The different levels 

of resiliency shown by the poles and their collective impact on the resiliency of the distribution 

system is examined by facilitating different cases studies. Case B considers the distribution 

lines supported by routinely maintained wooden poles, and is considered as the base case study. 

Case A assumes a case where the wooden poles are not routinely maintained due to budget 

constraints, and therefore, exposed to considerable wear and tear over the years. The poles are 

assumed to be 30% more fragile than the base case. Case C assumes the distribution system 

has steel poles due to investment in infractural hardness. The poles are assumed to be 30% 

more robust than the base case. Figure 4.5 shows the fragility curves for the three cases. The 

fragility curves are matematically expressed in Equation (4.31).   
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Figure 4.5 Fragility curve for distribution and transmission network 

This study assumes the test system in Figure 4.5 does not include the DERs. The mean 

time to repair for each line segment in distribution network is assumed to be 5 hrs. It is assumed 

that 20 crewmen are available for repair. 

𝑝𝑓,𝑑𝑖𝑠𝑡_𝑝𝑜𝑒(𝑊𝑠 = 𝑥𝑖) = 0.0001𝑒0.0421𝑥𝑖             (4.31) 

Figure 4.6 represents the resilience profile of the test system for cases A, B and C. It 

can be seen that the resilience profile obtained closely resembles  the charatertistics of the 

resilince trapezoid in Figure 4.1. Figure 4.6 shows that all three cases succumb to the extreme 

wind event and follow similar degradation profile under the wind subsides. Case C, however, 

has the least number of poles damaged, and therefore, recovers faster than the other two cases. 

Case A has distribution poles with the weakest fragility curve, and therefore shows the poorest 

performance among the three cases in restoring the system. The effectiveness of load 

restoration strategy as discussed in Section 4.3.3 is also verified, as critical loads are first 

restored, followed by the non-critical loads.    
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Figure 4.6 Resilience profile for Case A, B and C 

It should be noted that extreme winds with high peaks are less probable than extreme 

winds with moderate peaks. Another study was done to compare the resiliency of Case B and 

C in which the extreme wind event peaks at 30 mph. . The resilience profile for the two cases  

are shown in Figure 4.7. In contract to the previous study, the degradation in Phase I of the 

resilience profile are not the same for the two cases when the extreme wind is slighlty moderate. 

The figure shows that the steel poles in Case C are able to withstand and ride through the event 

up to a certain point and degrade less severly that Case B with the wooden poles. The 

restoration in Case C is much faster than Case B due to fewer failures in system elements.The 

resutls from these studies provide evidence that investment in using proper guide wires to 

increase the strength of the poles, or using stronger materials for distribution poles can help 

achieve a more resilient distribution grid. 
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Figure 4.7 Resilience profile for different wind speeds 

Figure 4.8 shows the response in terms of loads lost per hour of critical loads 

considering materials of different structural fragility of distribution poles during extreme wind. 

The figure shows that, the poorer the fragility of the poles, the faster load is lost in an extreme 

wind. This is because, poor structural fragility increases number of failed poles, increasing 

number of failed lines in a distribution system, which translates to load loss in those areas. Case 

C(30mph) referes to Case C in which the extreme wind peaks at 30 mph, and experiences the 

slowest load loss among other cases. This is because very few number of poles are damaged as 

most of them ride through the extreme event. The results show that hardening poles is a 

preventive strategy that ensures a resilient distribution network.    

 

Figure 4.8 Φ response of different cases in event phase 

Repair personnel repair the damaged poles, line segments and other comoponents and 

restore the load in the system. The impact of the avaibility of repair personnel on distribution 

system resiliency against extreme wind is investigated by carrying out three case studies on the 
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test system. Case B, D and E consider 20, 5 and 100 repair personnel respectively. Case E 

envisions a national rapid response team that can be immediately dispatched to locations that 

are under the threat of extreme wind events. Figure 4.9 shows the resilience profile of the 

distribution network for the three cases. 

 

Figure 4.9 Resilience profile for Case D,B and E 

Case E has the best resilience profile among all three cases. Case D shows the worst 

performance, as case D is assumed to have least amount of repair personnel. Increasing repair 

personnel decreases the restoration time of the system . The second and third dip observed is 

due to the load profile for 2nd day as the extreme event lasted for more than 24 hours. Figure 

4.9 shows that the recovery of the network can be greatly improved if needed amount of repair 

personnel can be made available. Figure 4.10 shows the recovery rate, Π (kW/hr) of all three 

cases. The results of Figure 4.10 shows that Case E makes the fastest recovery among the three 

cases. A rapid response team filled with repair personnel should prove to be an efficient 

operational strategy against extreme winds. 

 

 

Figure 4.10 Π(kW/hr) for Case D,B and E 
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Table 4.3 shows the EENS (MWhr/int) summarizing all of the cases involving 

infrastructural recovery strategies. 

Table 4.3 EENS (MWhr/int) for different infrastructural recovery strategies 

Cases EENS 

(MWhr/int) 

A 54.64 

B 39.41 

C 24.41 

D 59.38 

E 35.53 

 

Among different infrastructural measures, using materials of higher structural fragility 

for distribution poles shows that least amount of energy is lost. The results associated with the 

number of repair personnel quantifies the benefits of hiring additional personnel, and can be 

used to make hiring decisions. 

While the study results from the implementation of different remedial strategies 

improves the resilience of the distribution network, it is important to consider the scope of the 

strategies discussed. Case E aims to improve resiliency by providing better response strategies, 

but does not provide a scenario where the network can withstand an extreme event. Case C 

provides results to show that investment in using material of higher structural fragility  is an 

effective proactive strategy, and provides scenarios where the system is unaffected by extreme 

winds of lower intentisites which in fact are more probable in occurrence. Case E is not 

proactive in nature, and is a corrective strategy while case C is a preventive strategy. Each 

strategy has a different response from the system, and therefore, it is important to make a 

balanced investment decisions to ensure a resilient distribution network. 

4.4.2. Operating strategies with DERs 

This section assesses the change in resiliency of the system with the application of 

DERs. DERs form microgrid where possible, and ensure continuity of power, when the power 

from the utility supply  fails. In this way, DERs help in restoring power to the isolated section 

of the network, reducing the overall load lost in the system. In this study, case F is facilitated 
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with DERs in the network that form an islanded microgrid when possible. The type of DERs 

present and the power supplied is given in Table 4.1. Case F is compared with the base case, 

Case B which does not include DERs. The result shown in Figure 4.11 shows that the system 

incorporated with DERs has better resiliency profile than the system with no DERs in place. 

Figure 4.12 shows the recovery rate, Π(kW/hr) for the two cases.  

 

Figure 4.11 Resilience profile for Case F and B 

Figure 4.12 also agrees with the conclusions made from Figure 4.11. The system with 

Figure 4.12 also agrees with the conclusions made from Figure 4.11. The system with DERs 

shows faster restoration than the system with no DERs in place. DERs also makes the system 

independent and increases the flexibility of the system, as it ensures continious supply of load 

if the transmission line fails. DERs can be an effective strategy that provides faster response to 

the system that has succumbed due to extreme winds ensuring load supply forming microgrids.  

. 

Figure 4.12 Π(kW/hr) for Case F and B 
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A network with DERs has the fastest recovery among all of the cases, suggesting that 

network with DERs are more resilient than others. However, inclusion of DERs in a network 

requires additional financial burden to the authorities, that can sometimes outweigh the benefits 

of having DERs. It should however be noted that the DERs can only supply power to the load 

points if the poles and lines responsible to the power delivery are intact. It is therefore important 

to have a proper balance in the invesetment in DERs and in pole hardening. Studies as presented 

in this paper can be carried out on the system to determine the impacts of such investments and 

make a rational decision. The investment in pole hardening alone cannot mitigatge power 

outatges from extreme wind events if the upstream transmission feeders are not hardened for 

the same objectives. 

4.4.3. Transmission line fragility and its impact on distribution system resiliency 

A resilient distribution network will not suffice if the transmission network is not 

resilient enough against extreme winds. It is therefore important to consider the impact of 

transmission line fragility on distribution system resiliency. The upstream transmssion line 

feeding the test system is shown in Figure 4.4. The transmission lines in the vicinity of the 

distribution system would also be exposed to the extreme wind event that affects the 

distribution system. The scope of this study is to understand the impact of the fragility of the 

transmission line on distribution system. 

This section models the fragility of transmission network poles using emperical 

equation derived from [[1]]. Equation (4.32) gives the equation for structural fragility of 

transmission network poles, where xi is assumed to be the wind speed at any duration of time 

for which the failure probability of the pole is to be obtained.. 

𝑝𝑓,𝑡𝑥𝑛(𝑊𝑠 = 𝑥𝑖) = 2 ∗ 10−7𝑒0.0834𝑥𝑖              (4.32) 

The study considers two cases. Case B-txn is the base case considering the exposure of 

the transmission line to the extreme events. Case G assumes that the poles are 30% more fragile 

due to lack of maintenance from wear and tear Figure 4.13 shows the resilience profiles of the 

network in the two cases. 
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Figure 4.13 Resilience profile for Case I and B 

Table 4.4 shows that large amount of energy is lost in a system with poor transmission 

line fragility. 

Table 4.4 EENS (MWhr/int) for Case I and B-txn  

Cases EENS 

(MWhr/int) 

G 66.67 

B-txn 46.58 

 

The drastic change in profiles in both the cases, is due to very poor fragility of poles in 

Case G. This shows that the improvement in resiliency of the distribution system is not 

guaranteed if the fragility of the transmission network supplying power to the distribution 

network  is poor. In this case, a distribution system equipped with DERs can restore power to 

the distribution system loads until the transmssion lines are restored. 

4.5. Conclusion 

Extreme winds is one of the most frequently occurring extreme events threatening 

power distribution systems and is responsible for prolonged outages. This paper presents a 
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resiliency assessment framework against extreme winds and explores various resiliency 

enhancement strategies. 

The paper illustrates the application of the proposed framework on the IEEE 69 Bus 

test system to assess the resiliency impacts of implementing a number of remedial strategies 

both at the planning and the operational phases. If sufficient investment for resiliency is made 

in the planning phase, the operating phase can avail the installed resources to mitigate the losses 

from the extreme wind event. If sufficient investment in pole hardening is made using pole of 

higher structural integrity such as steels, then it was found that the network could easily ride 

through windstorms of lower intensities, and bear minimal damages to the network on wind 

storms with higher intensities. Also, the paper recommends the implementation of ‘rapid 

response unit’ that consists of repair personnel ready to be deployed, after an extreme wind 

event has occurred as the result showed significant improvement in system down time when 

such units were deployed. The paper also shows that, if significant investment in DERs can be 

made in the planning phase, then considerable load loss can be minimized, and system down 

time can be reduced by deploying DERs in the operating phase. It was also found that the 

investment in DERs must also be accompanied with investment in selected pole hardening in 

order to deliver the distributed energy to the critical and non-critical loads in that priority order. 

The paper also explored the dependency of distribution network on the structural strength of 

transmission lines and found that the resiliency of distribution network cannot be guaranteed 

without a holistic approach, that uses policies and frameworks to incorporate strategies that 

strengthens both the transmission and distribution network. The distribution systems fed from 

fragile transmission network can benefit significantly from investment in DERs, as the 

decisions on transmission system investments are outside the reach of distribution system 

owners. 

Preventive strategies such as pole hardening helps the network ride through extreme 

events with minimum damages, but do not provide any support when the structural integrity of 

the transmission network supplying the power to the grid is weak. Corrective strategies such 

as deployment of DERs, do not provide the ability to withstand the extreme events, but provide 

rapid restoration to the network. Moreover, deployment of DERs increases the independency 

of the network on the structural fragility of the transmission line supplying power to the 

network. Each strategy has a different response, and each strategy must be devised according 

to the need for the network, so the paper recommends for a balanced investment decisions to 

ensure a resilient distribution network. It is believed that the studies as presented in this paper 
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can be carried out on a distribution system of interest to determine the impacts of such 

investments and make a rational decision. 
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CHAPTER 5: SUMMARY AND CONCLUSIONS  

It is very important to maintain the reliability of distribution systems within acceptable 

levels in order to minimize power outage costs to consumers, and to sustain economic 

developments. Reliability assessments are therefore routinely carried out to ensure distribution 

systems meet specified standards. These studies however do not incorporate natural or man-

made extreme events that can result in catastrophic infrastructure failures, power outages and 

economic losses to the society. It has been evidenced that certain types of extreme events are 

occurring with increased frequency, and therefore, the resiliency of distribution systems against 

these events has become an important area of research and analysis. 

The transition from traditional to a modern distribution system has benefited the DSOs 

providing them with a microscopic spectacle to ensure a reliable supply of electricity. This has 

been possible by the integration of physical and cyber layer of the distribution network. 

However, increased integration of cyber and physical layer has exposed many 

interdependencies in the network. These vulnerable points are often exploited in the form of 

cyber-attacks, which has caused financial and societal repercussions in the power system. 

Moreover, as the increase in global warming is being made apparent by scientists worldwide, 

it has aggravated earthquake, hurricane/tornadoes, floods, ice storms, etc. Extreme winds is 

one of the most frequently occurring extreme event that is known to threaten the distribution 

system and is responsible for wide scale outages. These man-made and natural events calls for 

a resilient grid that can withstand such extreme events to a considerable degree without any 

noticeable damage to the system. In regards to this, the thesis explored the resiliency of a 

distribution system to cyber-attacks, and extreme wind along with strategies to enhance the 

resiliency to the aforementioned extreme events, with the development of novel models, 

methodologies and frameworks. The thesis also explored reliability and resiliency, along with 

their assessment techniques with the aim of developing a unanimous understanding of the 

fundamentals of power system resiliency and creating a clear distinction between reliability 

and resiliency. 
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The increase in high impact, low probability events, and its effect on the grid have been 

observed and accepted by power system planners, operators, regulatory authorities, and 

policymakers. This has brought interest in the subject, and approaches on how to assess and 

quantify resiliency. This thesis provides a review of the definition and governing principles of 

resilience in the power system. The increasing interconnectedness and advent of the cyber-

physical era and its effect on the grid are also discussed. In distinctions between reliability and 

resiliency, this thesis also addressed the previous works done in light of the evaluation of the 

reliability of the power system in extreme events that at the present have fallen under the scope 

of resiliency. Power system resiliency evaluation greatly depends on the type of event and as 

event are recognized as high impact, low probability events, it is difficult to obtain abundant 

data. Even if such data is available for a specific extreme event, it is likely unusable considering 

the nature of the events. The thesis also presented literatures on the available modelling 

techniques that do not rely on past data but provide efficient and reliable models. The thesis 

elaborated on the relationship between reliability and resiliency and discussed different 

measures to achieve a reliable and resilient distribution system. 

The thesis then presented a detailed study of the impact of a cyber-attack on the 

reliability and resiliency of the power system. It presented a novel methodology to model 

cyber-attacks based on state estimation, and a novel reliability and resiliency assessment 

methodology to assess the impact of False Data Injection Attacks (FDIAs) on the distribution 

grid with the help of Expected EENS for cyber-attack. A cyber-attack such as FDIAs resulted 

in significant power outages. The probability of trouble of the developed attack is widespread 

throughout all of the load points. It was found that the frequency and the severity of the cyber-

attacks rose as the distribution grids transitioned into cyber-physical systems. The thesis also 

suggested for a proper investigation of the cyber-physical interdependencies, and appropriate 

investment in system resiliency against cyber-attacks. 

The resiliency indices framework- “Φ, E, EENS, Π” provided measures to assess the 

impact of extreme event in time sequence at the different stages of a system, and quantified the 

system’s ability to absorb, adapt and recover from the event. Results showed that as the delay 

in identifying a cyber-attack increased, the system degradation increased simultaneously. The 

results concluded that importance must be given on immediate identification of the problem 

for minimum damage. Keeping this in mind, the thesis also developed an infrastructural 

resiliency enhancement strategy by implementing a bad-data detection algorithm to identify 

any sudden changes in the system. The bad-data detection strategy used the difference between 

the observed measurement, and the previous measurement, and compared it to a value from 
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chi-squared distribution table for identification of false data. The result showed significant 

improvement in the distribution system from investment in such strategies. It is known that 

investment for different type of HILP events are going to affect their impacts on the power 

system in different ways. The thesis suggested the concerned authorities and regulatory bodies 

to plan to invest accordingly to develop strategies as economically as possible in order to 

mitigate the impacts of such attacks and ensure a resilient power grid. 

Also recognizing that extreme wind is one of the most occurring extreme event, the 

thesis then developed resiliency assessment framework for the distribution system against 

extreme wind. The results showed that a resilient grid could only be established if the resiliency 

is envisioned in both planning and operating phase of the network. The results found that if 

sufficient investment is made in the planning phase of the network, the operating phase can 

benefit from the resources made available to them. The thesis then presented infrastructural 

and operational enhancement strategies along with their application in the distribution system. 

The results showed that investment in pole hardening can help the distribution grid ride through 

extreme winds sustaining minimum damages. In addition, the thesis recommends the 

implementation of ‘rapid response unit’ that consists of repair personnel ready to be deployed 

after the extreme wind has occurred. The results showed that rapid response unit could 

significantly help reduce system down time, and restore loads to the load points quickly. The 

thesis also showed that the deployment of DERs could help reduce system down time and help 

in quick restoration after extreme wind has occurred. The thesis also incorporated transmission 

line into the study. The results showed that the resiliency of the distribution system could not 

be guaranteed if the structural fragility of the transmission line is poor. In cases like these, the 

results showed that a distribution network equipped with DERs had the best response.  

The strategies that are employed in a distribution network are dependent on the need of 

the network. For example, if the system needs a systemic upgrade, then pole hardening shows 

the best results to achieve a resilient network against extreme wind. DERs also shows good 

responses against extreme wind. Unlike pole hardening which are preventive strategies, DERs 

are corrective in nature and do not help avoid extreme winds, but helps significantly in restoring 

the load points. In addition to that, deployment of DERs increase the independency of the 

network, and shows best response in network that are supplied with poor transmission lines. In 

cases where a systemic upgrade is not required or possible, the thesis recommends 

implementation of rapid response unit, which being a corrective strategy helps in quick 

restoration of the load points. Each strategy has a different response, and each strategy must be 

devised according to the need of the network so the paper recommends for a balanced 
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investment decisions to ensure a resilient distribution network. For future work, the thesis 

recommends exploring the study on justifiable investments to improve resiliency, and to 

assessing the cost and worth of implementing different types of remedial strategies against 

extreme wind events. 

The study of impact of two different extreme events on the distribution system revealed 

important behaviors of resiliency. In cyber-attack, the success probability of the attack is in its 

discretion, so there is almost zero pre-notice of the event in this case. Therefore, the effect is 

also immediately apparent, and the response of the distribution system is completely dependent 

on the time taken to identify the occurrence of cyber-attack. On the other hand, in case of 

extreme wind, pre-notice can come several hours to days ahead. In this scenario, the 

distribution system can prepare accordingly, prioritizing load shed in less critical areas etc., but 

cannot start any restoration process before the event subsides. The response too depends on the 

resource available to the utility operators i.e. number of repair personnel, availability of DERs 

etc. It is also evident that the presence of DERs or a large number of repair personnel is not 

going to help mitigate distribution system facing cyber-attack. Likewise, implementation of 

bad-data detection strategies that can effectively mitigate FDIAs also cannot help in preventing 

the system in case of extreme winds. Resiliency enhancement is going to be dependent on the 

type of extreme event, and there is no general formula for achieving resiliency. Rather, 

resiliency of a system can be obtained observing the type of extreme events the system needs 

protecting from, and making balanced and well-informed investments to protect the system. It 

is believed that the methodologies presented in this thesis and the case studies illustrated will 

provide useful tools and indicators to distribution system planners, operators and policy makers 

to make decisions on enhancing the resilience of power distribution systems for extreme events 

that are known to endanger their jurisdictions. 


