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ABSTRACT 

 

Workplace harassment can have serious negative consequences for both the victim and the 

employer. However, many victims choose not to report harassment to their companies and victims 

who decide to make a formal complaint often say nothing was done about it. Having these 

problems in mind, this work explored the use of blockchain technology to build a system to create 

evidence of the stakeholders' actions from the moment a complaint is filed until its resolution, in 

an attempt to empower the victims.  

Throughout the work, the potential benefits and limitations of blockchain technology for 

this application were explored. Considering the characteristics of blockchain, this work proposed 

a possible architecture for a Workplace Harassment Complaint Evidence Tracking System. The 

architecture was discussed with a focus on protecting user privacy while still being able to create 

evidence that can empower the victim and be used by the employer to demonstrate compliance 

with laws and regulations.  

Two proofs-of-concept (POC) of the proposed architecture were specified and 

implemented using Ethereum Blockchain. One of them was tailored to a fixed procedure based on 

the suggestions made by the Code of Practice Detailing Procedures for Addressing Bullying in the 

Workplace from Ireland. The other was built to be flexible, to fit a variety of different procedures. 

They were evaluated in terms of functionality, latency and cost. Experiments showed that the cost 

of deploying the flexible smart contract was 25% lower than to deploy the smart contract 

developed for the fixed procedure. However, performing the transactions in the flexible smart 

contract was, in general, more expensive, which resulted in the use of the flexible contract costing 

5% more in total when both POCs were used to perform a general workflow. During the evaluation, 
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this work also showed that Ethereum Blockchain prices' volatility can be a big concern when using 

this blockchain in an enterprise environment.  
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CHAPTER 1  

 

INTRODUCTION 

 

Workplace harassment and violence affect the lives of many employees. According to 

Statistics Canada's General Social Survey [1], 19% of women and 13% of men reported that they 

had experienced harassment in their workplace the year before. The resulting costs for both the 

victim and the organization can be huge. For the victim, harassment can negatively affect mental 

and physical health, forced job change, unemployment, and abandonment of well-paying careers. 

It can also lead to legal costs, employee turnover, increased absences and reduced productivity for 

the company. 

Although the adverse outcomes are terrible, various victims choose not to formally report 

the incidents to their employers. Moreover, the victims who choose to file a complaint face a risk 

that nothing will be done. Ganga Vijayasiri [2] investigated the impacts of organizational climate, 

including trust in the system and fear of reprisal in the victim’s decisions to file sexual harassment 

complaints. The study has shown that fear of negative outcomes - e.g. adverse career consequences 

or being blamed for the incident - was one of the obstacles to reporting. In the same study, 50% 

percent of the victims who decided to file a complaint, said nothing was done.  

For employees to be healthier, have a good quality of life, be more productive and achieve 

better results, it is indispensable to maintain an environment that is fair, safe, and free from violence 

and harassment. Various countries, including Canada, have laws that outline employers' and 

employees' rights and responsibilities to ensure workplaces are free of harassment. Organizations 

are often required by law to establish processes to prevent harassment and end it promptly when it 

does occur. Figure 1.1 shows an example of what a complaint process can look like. However, it 

is essential to note that the procedures can vary from company to company, and different people 

might be part of the process. Figure 1.2  shows some of the possible actors involved in a harassment 

complaint process.  
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Figure 1.1 Example of a complaint process 

How victims can file harassment complaints and how the company will investigate, follow 

up, and maintain the interested parties informed of the ongoing investigation are essential parts of 

the formal procedure. Numerous companies still use paper-based complaint forms; some have their 

proprietary centralized complaint management software, and others choose to use third parties’ 

software. Velázquez and Jain [3] indicate that one of the best-known procedures to intervene in 

bullying, emotional abuse, and harassment behaviours is the Code of Practice detailing Procedures 

for Addressing Bullying in the Workplace from Ireland [4]. This code does suggest the victim 

should make a formal complaint in writing. However, paper forms alone can be very inefficient. 

They can be lost, and they can make it harder for the responsible for managing the complaints to 

follow up on the cases promptly, among other disadvantages. As for in-house or third-party 

centralized software, although they might help increase efficiency in the complaint resolution 
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process, trust issues can appear due to the complete centralization of the solutions. Trusting in a 

system that is entirely controlled by the employer or a third party chosen by the employer can be 

difficult for someone in the delicate situation of being a victim of workplace harassment. The 

complainant can fear that the complaint can be altered or deleted without his or her authorization, 

for example. The inefficiency and the trust issues related to the solutions mentioned before can 

consequently lead to an increased distrust in the company, which might reduce the chances of a 

victim deciding to make a formal complaint. 

 

Figure 1.2 Actors that might be involved in a harassment complaint process 

This work explores the idea of using blockchain technology to build a decentralized and 

trust-free system to support documenting the process following a harassment complaint. The use 

of this technology can be beneficial for both the victim and the organization. It is possible to 

guarantee the immutability of the data by using blockchain, as once a record is stored on-chain, it 

cannot be altered. By deciding to use a system that documents the actions taken and does not allow 

data to be changed or tampered with after a victim files the complaint, the company can 

demonstrate engagement in solving the problem. Moreover, the victims can feel encouraged to 

place a formal complaint, knowing that if the company does nothing about it in the worst-case 

scenario, they will have evidence to show the authorities that the company was negligent.
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CHAPTER 2  

 

PROBLEM DEFINITION 

 

The laws in various countries, including Canada, outline employers' and employees' rights 

and responsibilities to ensure workplaces are free of harassment. Organizations must establish 

procedures to both prevent harassment and end it as soon as possible when it occurs. These 

procedures, which can be both formal and informal, can vary from one organization to another. 

Some aspects that need to be considered when establishing the formal procedures are how the 

victims can file the complaints, how the investigation will be made and how the interested parties 

will be kept informed of the ongoing investigation and decisions. This work proposes the use of 

blockchain to build a system in which the victim and other stakeholders can document the process 

from the moment the complaint is filed until its resolution. Some essential requirements for it are: 

• Data privacy: as the application deals with extremely sensitive data, privacy is 

essential.  

• Data protection and accountability: guaranteeing only authorized people can 

modify the data and that every change and the user responsible for each it is 

registered is critical to ensure the stakeholders can be held accountable for their 

actions during the process.  

• Decentralized and trust-free: trusting in a system that is centralized and entirely 

controlled by the employer or a third party chosen by the employer can be an issue 

for victims of workplace harassment. The system should offer mechanisms to 

empower the victim if the company is negligent and taking legal action is the only 

option, as this might help more victims come forward even when trust in the 

company has been compromised. Simultaneously, the system should offer a way 

for employers to provide proof of compliance with the legislation.  

 Blockchain technology can help build a system that follows the requirements above due to 

its intrinsic characteristics, such as guaranteed immutability of the data. Once a record is stored in 

the blockchain, it cannot be altered nor deleted. Besides that, as the blockchain data can be accessed 

publicly, its use can help guarantee users can be held accountable for their actions. Moreover, due 

to the decentralization and as the business rules can be enforced by immutable smart contracts that 
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run on-chain, it is possible to build a trust-free system in which the parties can interact even if they 

do not trust each other. 

However, some problems arise and need to be analyzed carefully when using blockchain 

for this purpose. The main concern is transaction privacy. Although it is possible to limit the access 

to the transactions, ensuring only authorized users can interact with smart contracts – i.e. send 

transactions -  to the extent programmed in the contract, anyone can access the information stored 

in the blockchain. However, even with this limitation, complaint management systems can benefit 

from using this technology if adopting an architecture in which part of the data is stored off-chain, 

and part is stored on-chain, such as shown in Figure 2.2. 

 

Figure 2.1 The client app sends and gets data from both the blockchain and an off-chain data storage 

It is crucial to choose wisely what should be stored in the blockchain and what should not. Finding 

the right balance, in a way blockchain, can facilitate trust and enable evidence generation without 

compromising data privacy is one of the key problems discussed in this work.  

 One essential aspect to notice when developing a system in which the process to end 

harassment can be documented is that each company might adopt a different procedure. They might 

involve various stakeholders, and they might require different files to be recorded, for example. 

However, flexible solutions can involve the use of more complex data structures and functions, 

which can lead to an increased cost incurred from blockchain technology. Thus, this work will also 

analyze some of these impacts, comparing the flexible implementation prices versus the cost of a 

solution tailored to a fixed procedure, both using Ethereum [5].  

Having that said, the main research questions are: 

1. What is a possible decentralized and trust-free architecture for a system to support 

workplace harassment complaint processes? 

2. What will be the cost incurred from using a smart contract implemented to support 

a flexible complaint process and from the use of one tailored to a fixed procedure, 

both using the Ethereum network? 

To answer these questions, the objectives are: 
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1. Develop a decentralized and trust-free architecture approach based on blockchain 

technology for a system to support workplace harassment complaint processes. 

2. Implement two proofs-of-concept using Ethereum: one to support a flexible 

complaint resolution procedure and one tailored to support a pre-established fixed 

process. 

3. Evaluate the functionalities, the performance in terms of latency, and the costs of 

the two proofs-of-concept prototypes. 
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CHAPTER 3  

 

LITERATURE REVIEW 

 

This chapter will present a literature review on workplace harassment and blockchain 

technology. The first part of the chapter, section 3.1, is focused on understanding the definition of 

workplace harassment, antecedents, consequences, procedures to report harassment and what 

influences the victim’s decision to report it. In the second part, section 3.2, this work will present 

relevant topics to understand the potential benefits and limitations the use of blockchain can have 

on a system built to document workplace harassment complaint processes. The literature review 

will assist in defining the functional requirements and the architecture of the system later, in chapter 

4, contributing to the answer to the first research question. Table 3.1, at the end of the chapter, 

contains a summary of the literature review's main findings. 

 

3.1  Workplace Harassment 

 

This section is divided into three parts. The first will present the definition of workplace 

harassment. The second will discuss works from the literature that study the antecedents and 

consequences of workplace harassment. Finally, the last one will review important aspects of 

reporting harassment, including policies and procedures for reporting and factors which influence 

the victim’s decision to come forward. This review will help clarify the importance of reporting 

harassment and identify essential requirements for the system proposed in this work. To build a 

system with the potential to empower the victims and contribute to increasing the number of 

victims who decide to come forward, understanding the recommended procedures and what 

influence the victim’s decision to report is essential. 

 

3.1.1 Definition  

 

Workplace harassment affects the lives of many employees worldwide. According to 

Statistics Canada's General Social Survey [1], for example, 19% of women and 13% of men 

reported that they had experienced harassment in their workplace the year before. Research on 
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workplace harassment traces back to more than 40 years ago when Carroll Brodsky published The 

Harassed Worker [6, 7].  

According to the Saskatchewan Employment Act [8], harassment is any inappropriate 

conduct, comment, display, action or gesture by a person which is either based on prohibited 

grounds – e.g., race, creed, religion, colour, sex, sexual orientation, marital status, family status, 

disability, physical size or weight, age, nationality, ancestry or place of origin –; or that negatively 

affects the well-being of someone, knowingly causing humiliation or intimidation; and that 

threatens the health or safety of the worker. In the literature, workplace harassment appears with 

different names, such as “bullying,” “social undermining,” “mobbing,” and “victimization,” to 

name a few [6, 9, 10, 11].  Although there is no unique definition accepted in the literature, these 

different terms are used to refer to the same overall idea: inappropriate behaviours, which can be 

physical or physiological, targeting one or more individuals in the workplace that intentionally 

undermine, humiliate and intimidate them. The expression “bullying” is very frequently adopted 

in the literature, and it is, apparently, the preferred term in English-speaking countries [6]. 

One characteristic of the term “bullying,” which seems to be a consensus in the literature, 

is that it involves multiple occurrences. Although this is also cited as an important component of 

harassment by some authors, the Saskatchewan Employment Act [8], for example, mentions that a 

serious or severe single incident may also constitute harassment if it causes a lasting harmful effect 

on a worker. The terminology “workplace harassment” was chosen to be used in this work, aiming 

to include every inappropriate behaviour in the workplace that intentionally undermines, humiliate 

or intimidate one or more worker. However, some of the works reviewed in this chapter use the 

term “bullying.”  

Harassment can take multiple forms. It can include work-related actions, including threats 

to professional status – such as public professional humiliation and accusations regarding lack of 

effort -, isolating the victim – e.g., withholding of information, preventing access to opportunities 

and controlling resources -, as well as overwork and destabilization – providing impossible 

deadlines, unrealistic goals and failing to give credit, for example. It can also include personal 

related actions, such as insults, name-calling, intimidation, threats, personal jokes, persistent 

criticism, gossips and lies, to cite a few [6, 12, 13, 14]. 
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3.1.2 Antecedents and Consequences 

 

In the literature, three main factors are pointed out as antecedents to workplace harassment: 

the characteristics of the work environment, the victim, and the perpetrator. One aspect of the work 

environment indicated as potentially responsible for harassment is an organizational culture that 

tolerates or encourages harassment [6, 9]. Moreover, it is suggested that the organizational climate 

can indirectly affect these behaviours by cultivating other forms of stress. The high level of 

stressors can cause the engagement in harassment [9].  

When it comes to the perpetrator’s characteristics, Bowling and Beehr [9] mention studies 

that indicate that hierarchical position, cynicism, impulsivity, and emotional reactivity, among 

other traits, are related to becoming a perpetrator. Matthiesen and Einarsen [6] mention a study 

performed by them and published in 2007 in which self-reported bullies characterized themselves 

as being low in self-esteem. They were found to be low on social competence and high on social 

anxiety.  

Characteristics of victims, such as submissiveness, humourless nature, and victim 

demographics, are also pointed as antecedents to harassment. However, some controversies found 

in the literature related to this topic are addressed [6, 9]. Some studies argue that the victim’s 

personality does not influence harassment, while others conclude that the relationship is unclear. 

Lastly, Bowling and Beehr [9] present the idea that perpetrator and victim's joint characteristics, 

rather than separate individual attributes, can be responsible for the harassment. 

One thing that is a consensus in the literature is that the resulting costs which arise from 

workplace harassment for the victim can be huge. On the individual level, Bartlett and Bartlett [12] 

divide the impacts into three domains: work, health and affective. In the work domain, they mention 

multiple studies in which workplace bullying targets reported lower job satisfaction and lower 

productivity, besides career impacts such as increased absenteeism, burnout, and the decision to 

quit the job. In the health domain, they divide the outcomes into two categories, physical and 

emotional. Bartlett and Bartlett [12] mention various studies that correlated physical impacts such 

as chronic diseases, headaches, decrease in overall health, among others, to workplace bullying. 

The researchers also mention the increase of drug and alcohol abuse and the use of sleep-inducing 

medications by victims. The emotional impacts include depression and posttraumatic stress 

disorder (PTSD). Lastly, on the affective domain – e.g., feelings, attitudes and emotions - the 
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authors mention anxiety, fear, sadness, anger, concentration loss, decrease in motivation, lowered 

self-esteem, negative impacts on social interactions outside of work, feelings of stress and 

humiliation, exhaustion, impatience, among other consequences.   

Not only the victim suffers from the occurrence of workplace harassment, but 

organizational impacts can also be high. Besides the direct costs incurring from workplace 

harassment, such as legal costs, health plans, recruiting and turnover increase and worker 

compensation claims, productivity can be affected. This includes increased absenteeism, 

performance losses, increased workplace errors, decreased performance, reduced work quality, and 

creative potential loss, to cite a few. The company’s reputation and customer relationship can also 

be affected by the loss of commitment and focus [6, 7, 12, 14]. 

 

3.1.3 Reporting Harassment 

 

As shown in the previous section, workplace harassment can affect both the victim and the 

organization producing terrible consequences. This has raised a concern in multiple countries, 

which opted to create laws, regulations, codes of practice, and collective agreements to regulate 

workplace harassment and bullying and assign responsibilities to employers to deal with these 

unacceptable behaviours. Harassment can violate various critical human rights, such as the right to 

moral integrity and equal treatment, for example. Some countries have adopted specific legislation 

defining the concept of workplace bullying and harassment. Others have implicit legislation, 

considering the scope of existing workers’ rights already includes this type of behaviour [3]. There 

is a general agreement internationally that companies must establish internal procedures to 

intervene when workplace harassment occurs [3]. This section will present a literature review on 

reporting harassment, and it is divided into two parts. The first will talk about policies and 

complaint procedures, while the second part will discuss the victims’ decision to report harassment. 

 

3.1.3.1 Policies and Complaint Procedures 

 

Workplace harassment policies and complaint procedures can vary from company to 

company. These procedures are usually divided into formal or informal. Feldman-Summers [15] 

defines a formal complaint as one in which the victim is required to file a written complaint, 

followed by a formal investigation. This investigation can be conducted or not by an outside 
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investigator -, that can lead to punishment against the offender if he or she is found guilty. On the 

other hand, informal procedures comprise oral reports to management, followed by a less formal 

investigation to find a solution without a finding of harassment or punishment to the offender [15]. 

Some companies give both options to the victim, and some offer only one option. Others adopt 

two-step processes, in which first an oral report of the harassment is made and, if the outcome of 

this first step does not satisfy the victim, a written report is required [15].  

According to Velázquez and Jain [3], for resolving problems informally, sometimes it is 

enough to explain clearly to the alleged harasser that the conduct is not welcome, offending, and 

making the target uncomfortable and interfering in his or her work. However, the authors mention 

that there are cases in which informal procedures to mediate or conciliate should not be applied. 

That will be true for conflicts that have escalated so that reaching an agreement is not possible or 

due to the illegality of the alleged behaviours. In these cases, as well as when informal procedures 

fail to resolve the problem, they suggest a formal approach should be provided. This may include 

a formal and detailed complaint filed in specific channels, the notification to the alleged harasser 

and a formal investigation conducted by an impartial person within a timescale for its conclusion. 

The report from the investigation shall then be submitted to the employer. All the process should 

ensure personal data protection 

According to Velázquez and Jain [3], the best-known procedures to intervene in bullying, 

emotional abuse, and harassment behaviours include the Code of Practice detailing Procedures for 

Addressing Bullying in the Workplace from Ireland [4]. The formal procedure suggested in this 

code of practice, and the guidelines for investigating complaints are as follows: 

“Formal Procedure 

a) The complainant should make a formal complaint in writing to his/her immediate 

supervisor, or if preferred, any member of management. The complaint should be confined to 

precise details of actual incidents of bullying. 

b) The alleged perpetrator(s) should be notified in writing that an allegation of bullying 

has been made against them. They should be given a copy of the complainant‘s statement and 

advised that they shall be afforded a fair opportunity to respond to the allegation(s). 

c) The complaint should be subject to an initial examination by a designated member of 

management, who can be considered impartial, with a view to determining an appropriate course 

of action. An appropriate course of action at this stage, for example, could be exploring a mediated 
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solution or a view that the issue can be resolved informally. Should either of these approaches be 

deemed inappropriate or inconclusive, a formal investigation of the complaint should take place 

with a view to determining the facts and the credibility or otherwise of the allegation(s). 

Investigation 

d) The investigation should be conducted by either a designated member or members of 

management or, if deemed appropriate, an agreed third party. The investigation should be 

conducted thoroughly, objectively, with sensitivity, utmost confidentiality, and with due respect for 

the rights of both the complainant and the alleged perpetrator(s). 

e) The investigation should be governed by terms of reference, preferably agreed between 

the parties in advance. 

f) The investigator(s) should meet with the complainant and alleged perpetrator(s) and any 

witnesses or relevant persons on an individual confidential basis with a view to establishing the 

facts surrounding the allegation(s). Both the complainant and alleged perpetrator(s) may be 

accompanied by a work colleague or employee/trade union representative if so desired. 

g) Every effort should be made to carry out and complete the investigation as quickly as 

possible and preferably within an agreed timeframe. On completion of the investigation, the 

investigator(s) should submit a written report to management containing the findings of the 

investigation. 

h) Both parties should be given the opportunity to comment on the findings before any 

action is decided upon by management. 

i) The complainant and the alleged perpetrator(s) should be informed in writing of the 

findings of the investigation.” 

This procedure offers interesting insights, which can contribute to the definition of essential 

requirements for a system built to support documenting the process that follows a harassment 

complaint.  

 

3.1.3.1 The decision to report 

 

Although considered illegal in many countries, bullying is still a recurrent problem, with 

prevalence rates indicated to be as high as 19% in the literature [16, 17]. Statistics Canada's General 

Social Survey [1] showed that 19% of women and 13% of men reported having experienced 
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harassment in their workplace the year before. Nevertheless, a low number of employees are 

willing to file a complaint [15, 18]. It is not hard to understand victims’ reluctance to report when 

looking at numbers such as pointed by Vijayasiri [2], whose work showed that fifty percent of more 

than 1300 women who filed a complaint of sexual harassment said nothing was done about it. 

Clarke [18] developed a conceptual model to predict a victim’s decision to report 

harassment. Although her work focuses specifically on sexual harassment, the concepts this work 

presents can also be applied to reporting workplace harassment in all its forms. According to the 

author, previous research about predicting reporting harassment concentrated mostly on individual 

and situational factors - e.g., self-blame, socio-economic status, beliefs, low life fulfillment and 

self-esteem, severity and duration of the harassment and status of the perpetrator. To those, she 

adds the importance of identifying organizational factors that impact reporting and discusses how 

all these factors, together with the theory of planned behaviour [19], can be used to predict 

reporting.  

The theory of planned behaviour is proposed by Ajzen [19] to predict human behaviour in 

specific contexts. According to the author, the prediction can be made from attitudes toward the 

behaviour, subjective norms, and perceived behavioural control. In other words, the author 

proposes that beliefs about whether behaving in a way will cause positive or negative 

consequences, whether other people engage in certain behaviours or expect us to act in a particular 

manner and the likelihood of behavioural achievement, can predict and explain human behaviour 

[18, 19]. Clarke [18], in the context of this theory, proposed that the victim’s beliefs about whether 

behaving in a way will cause positive or negative consequences will be influenced by the 

organizational climate. Specifically, the perception of the organizational tolerance to harassment 

that is evidenced by policies, procedures, practices and leaders’ behaviour, organizational justice, 

co-worker support and leader trust. The beliefs about whether other people engage in certain 

behaviours or expect us to behave in a certain way – in this case, reporting sexual harassment- will 

also be influenced by the organizational climate of tolerance to harassment and organizational 

justice perceptions. Finally, the beliefs about the likelihood of behavioural achievement will be 

affected by a climate of tolerance, leader trust and co-worker support. Clarke [18] then proposed 

that, based on all these factors, the target will form the intention to report or not and, finally, the 

intention to report will predict reporting behaviour. Vijayasiri [2] reported findings that are in 

accordance with the ideas proposed by Clarke [18], indicating that organizational aspects, such as 
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the functioning of the grievance process and employees’ perception of this process, influence 

victim response. This work also present findings suggesting that fear of co-worker disapproval 

keep women from reporting and seeking intervention. 

Feldman-Summers [15] analyzed anti-harassment policies and complaint procedures in her 

work to investigate if they encourage victims to report harassment. The author presents empirical 

evidence regarding why victims of sexual harassment choose not to report and address how 

complaint procedures can be analyzed based on these reasons. According to her, expectation of 

adverse career consequences, assumption that nothing is going to be done about the complaint, fear 

of embarrassment and desire not to hurt the harasser are the most frequent reasons - disregarding 

cases in which the harassment was considered too insignificant to report or had been resolved in 

other ways. When discussing how policies and procedures can address the concern that nothing 

will be done about the complaint, the author brings up interesting points. Feldman-Summers [15] 

states that a policy or procedure will be more effective in encouraging reporting if it:  

“(a) describes how and when the employer will investigate the complaint;  

(b) assures the employee that he or she will be told the results of the investigation;  

(c) describes the actions which will be taken by management if the investigation supports 

the complainant; and  

(d) assures the employee that the employer will make follow-up inquiries to determine 

whether the problem has been solved.” 

Another critical point the author brings to attention is the importance of the employee 

choosing the person to whom the report will be made, providing the employee with some control 

over the comfort level experienced when filing a complaint, reducing fear of embarrassment. She 

also mentions is that the lack of confidentiality is a factor that prevents victims from coming 

forward. Although her work focuses on workplace sexual harassment, these ideas can also be 

applied to other types of workplace harassment. 

 

3.2  Blockchain 

 

This section is divided into three parts. First, the definition of blockchain, as well as its 

characteristics, will be presented. This part of the literature review will help understand the 

potential benefits of using this technology in the system proposed in this work and possible 

limitations and issues that should be dealt with when defining the system’s architecture. The second 
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part will discuss the taxonomy of blockchain networks. It will help decide which type of blockchain 

can be most beneficial to build a system that can empower the victims of workplace harassment. 

The last part will discuss current applications found in the literature, including some that, although 

not completely related to the one described in this work, can inspire when making the design 

decisions.  

 

3.2.1 Definition and Important Characteristics 

 

Blockchain can be defined as a distributed ledger containing a list of ordered blocks that 

store transactions, where the committed blocks cannot be changed [20, 21, 22, 23]. These two, 

blocks and transactions, are essential elements that compose the blockchain. Each block in the 

chain - except for the first one, referred to as the genesis block - contains in their header a hash 

value of the parent block, which is the previous block [24], guaranteeing that blocks cannot be 

altered without altering the information of the following ones. If any historical transaction is 

deleted or changed, this will invalidate the chain of hashes [25]. The header also includes a 

timestamp. The block body consists of a transaction counter and the transactions, which represent 

changes in the blockchain state [22], such as the transfer of digital assets or the inclusion of new 

data records. The number of transactions contained in a block will depend on the size of the 

transactions and the block itself [24].  

The process of including new blocks to the chain is known as mining, and miners execute 

it. They aggregate valid transactions into blocks, which are then added to the chain [25]. Each node 

has to keep a copy of the data structure, so the blocks are spread throughout the network [25], and 

the transactions can then be accessed by a public key, visible to the other participants in the network 

[24]. The network achieves a decision about the latest block to be added to the chain through a 

consensus mechanism, such as “proof-of-work” and “proof-of-stake.” The consensus mechanism 

will ensure the validity of the transactions and will guarantee that each transaction is only added to 

the blockchain one time [25] and that there will be no discrepancies or corrupt branches [20] 

The user identities are managed in the blockchain through public-private key pairs. These 

pairs are generated, and an identifier is created from a cryptographic hash of the public key [26]. 

These identifiers are called addresses, and they represent an identity uniquely in the blockchain. 

The users sign each transaction with their private keys. The transactions are verified, recorded in 

blocks, broadcasted to the whole network, and all nodes hold an identical copy of the ledger.  
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Blockchains provide some properties and characteristics which can be useful for the 

application presented in this work. The first of them is persistence. It is highly unlikely to tamper 

with it; falsifications can easily be detected [24], and the data contained in a committed transaction 

can be considered in practice immutable [25]. This immutable design of the database contributes 

to establishing trust [23] when the parties involved in a transaction do not trust each other. Trust is 

also facilitated by the data's transparency, as all the participants can see the transactions in the 

network [23]. While these characteristics are beneficial to develop trust-free systems, they bring to 

the table privacy concerns, which need to be considered carefully when dealing with sensitive data. 

 Another attractive characteristic is that blockchain facilitates anonymity, as each user can 

generate many addresses to interact with the blockchain, avoiding identity exposure. This 

characteristic can also be taken advantage of in a context that involves dealing with extremely 

sensitive information. Besides that, it eliminates central parties, which will, in other circumstances, 

keep users’ private information and can be a single point of failure. It also facilitates auditability, 

as each transaction is validated and recorded with a timestamp [24].      

This decentralized database makes it possible for an extensive network of untrusted 

participants to reach an agreement on a shared state for transactional data [25]. The emergence of 

blockchains disrupted traditional business processes [20]. It enabled different forms of distributed 

software architecture, in which it is not necessary to trust a central authority to control the system 

[25]. This technology became popular after Nakamoto, in 2008, introduced Bitcoin, a peer-to-peer 

version of electronic cash, which allows two willing parties to make transactions without the need 

for a trusted third party, such as a financial institution  [27].   

While the potential benefits of blockchain are extensive, there are some limitations and 

concerns related to its use. Transaction latency and price volatility, for example, should be taken 

into consideration when using blockchains such as Ethereum [28]. Privacy is also one of the 

significant concerns for applications that use blockchain, as mentioned before. Two types of 

privacy need to be taken into consideration when developing an application based on blockchain 

technology. The first one is identity privacy: it is necessary to protect the real identity of the users 

who interact with the blockchain. The second one is transactional privacy, which refers to the 

transaction's content being available only to authorized users [29]. This second is one of the most 

challenging problems when talking about blockchain technology, according to Casino et al. [20]. 

The threat resulting from a data exposure will depend on how the application uses the blockchain. 
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It may vary from the identity of the owner of an account, his or her balance and history of 

transactions being revealed – which is usually the main threat when blockchain is being used for 

cryptocurrency exchange -, to potentially any kind of data being exposed when blockchains that 

support smart contracts are being used, as the transactions can carry custom data [28]. 

 

3.2.2 Taxonomy 

 

The literature often categorized blockchain networks according to their access permissions, 

which is intrinsically tied to their decentralization level. Permissionless public blockchains, such 

as Ethereum and Bitcoin, are fully decentralized systems that anyone can join as a new user or 

miner. This means that all participants are allowed to perform transactions [20, 25, 29, 30] and 

engage in the process to determine which blocks will be added to the chain and define the current 

state of the blockchain [30]. 

Permissioned blockchains, such as Hyperledger Fabric [31], on the other hand, are partially 

decentralized. They have one or more authorities that control the access, being responsible for 

granting permission to join the network, perform transactions, read the blockchain and mine [21, 

25]. Permissioned blockchains are usually divided into private and consortium blockchains - also 

referred to as federated blockchains. Consortium blockchains are used across multiple 

organizations [25] in a way that there is a set of preauthorized nodes (leader nodes) to control the 

consensus process and verify the transaction processes [20, 22, 25, 29, 30]. Buterin [30] describes 

private blockchains as “a traditional centralized system with a degree of cryptographic auditability 

attached.” In this type of blockchain, only members of one organization have the right access to it 

[30]. For both Consortium and Private blockchains, the right to read the blockchain can be public 

or restricted to the participants [22, 30]. Public blockchains can be deployed on private networks 

so that the access control to the network will create a permissioned blockchain [25].    

When building blockchain-based applications, defining what type of blockchain should be 

used is an important design decision. There are a few advantages offered by permissioned 

blockchains when compared to public ones: the possibility of changing rules and reverting 

transactions by overall consensus, which can be useful in specific scenarios such as national land 

registries faults can be fixed promptly by manual interventions; permissioned blockchains are 

faster; they can provide more privacy if read permissions are controlled; the accountability is 

increased by the fact that all the nodes are named; and the transaction costs are lower, as fewer 
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nodes are required to verify them [30, 32]. On the other hand, some disadvantages come with it. 

First, the users of an application will not be protected from the developers, as will be the case of 

public blockchains [30]. Also, due to the restrained number of participants in the consensus process 

and the network, it can be easier to tamper with the network[28]. In addition to that, using a private 

blockchain implicates having to set up and manage the network, possibly leading to increased 

infrastructure costs. Public blockchains are self-sustained networks [20]. 

 

3.2.3 Applications 

 

Blockchain was initially introduced for peer-to-peer money transactions. The first 

generation of blockchain-enabled the embedding of auxiliary data in the transactions, but only of 

small pieces, making it possible to represent digital and physical assets, for example, but still with 

limited capability to support programmable transactions [25]. However, blockchain alternatives 

started to appear - e.g., Ethereum [5] -, enabling its use for new general-purpose services and 

applications through the implementation of smart contracts [25, 33]. Smart contracts are programs 

that execute terms of contracts, enforcing agreements between parties [23] that do not necessarily 

trust each other. In the blockchain context specifically, these contracts are stored on-chain, and the 

scripts are executed in a decentralized way, without the need for a central authority [20]. This new 

approach to blockchain enabled its use in different areas, such as human resources, supply chain 

management, health care management, privacy and security, governance, voting, integrity 

verification,  ownership management,  internet of things and reputation systems, to cite a few [20, 

24, 25].  

In the human resource area, there are works in the literature that proposed the use of 

blockchain to establish a human resource-oriented management mode reducing the risk faced by 

human resource information authenticity [34]; to build a global register of qualification certificates 

and competency assessment [35]; to implement a recruit management system [36]; and to simplify 

the management, control and supervise the temporary employment relationship [37]. To the best 

of our knowledge, though, no work in the literature proposes the use of blockchain to build a 

Workplace Harassment Complaint Evidence Tracking System.  

One application that is specifically important to this work context, although not wholly 

related at first, is the proof of ownership for intellectual property. Blockchain is used in this case 

as a timestamping service, in a way that, later, it is possible to prove the existence of the object at 
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a particular time and its association with an identity, without the need of a central authority. If no 

one else can show that a specific item was previously published, it can be used as evidence of 

ownership [21]. 

Another blockchain application that is also relevant to this work is identity management. 

Identity Management comprises the use of technologies, policies and processes to represent and 

identify entities – persons and organizations, for example – for a particular domain and the use of 

these identities to gain access to online services [26, 38]. Each entity is represented by a set of 

attributes: properties that have a name and a value. These attributes' values can be used to identify 

an entity, but not all of them need to be necessarily unique. One of the attributes is chosen as an 

identifier to distinguish an entity from another in a particular context. An entity's authority over an 

identifier is verified throughout a credential, which can be a password, biometrics, or secure 

hardware tokens, for example [26]. Due to blockchains' intrinsic characteristics, the use of this 

technology to enable identity management has been explored and evaluated recently in the 

literature [26, 38, 39, 40, 41]. 

Dunphy and Peticolas [38] searched for blueprints of Distributed Ledger Technology 

(DLT) based identity management proposals, and they identified two categories: Self-sovereign 

identity and decentralized trusted identity. The first one is owned and controlled by the user, and 

there is no need to rely on an external administrative authority. The second is provided by a 

proprietary service that uses existing trusted credentials, such as government-issued documents, 

and attest the users' identity on a DLT, where third parties can later validate it.  

Ferdous et al. [26] focus on the self-sovereign identity in their work. Based on their analysis 

of different definitions of the concept found in the literature, they explore the development of a 

formal model of self-sovereign identity, capturing the common properties found in these studies. 

They divide the properties into five groups. The first group, which they refer to as foundational 

properties, represents the core of the concept and comprises properties that are essential to the 

existence of self-sovereign identity. The other groups described by the authors are security, 

controllability, flexibility, and sustainability properties. Based on the essential properties presented 

in their paper, the authors propose laws of self-sovereign identity. They argue in their work that 

several desired properties of self-sovereign identity match with properties found on blockchains, 

defending that this technology can enable the deployment of a self-sovereign identity management 

system. They analyze four existing self-sovereign identity applications that are blockchain-based 
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and show that most of them satisfy several properties that are considered essential to this type of 

identity in their work. 

Table 3.1 Summary of the literature review 

Topic Main discoveries References 

W
o

rk
p

la
ce

 H
ar

as
sm

en
t 

Definition 

Harassment affects the lives of a considerable number of people; In the 

literature, it can appear with various names, including “bullying,” “social 

undermining,” “mobbing,” and “victimization"; All of them refer to the same 

overall concept: inappropriate behaviours, which can take multiple forms and 

can be physical or physiological, targeting one or more individuals in the 

workplace that intentionally undermine, humiliate and intimidate them. 

10 

Antecedents 

and 

Consequences 

An organizational culture that tolerates or encourages harassment is one 

characteristic of the work environment that is pointed out as potentially 

responsible for workplace harassment.  

The resulting costs that arise from workplace harassment for the victim and 

the organizational impacts can be huge. 

5 

Reporting 

harassment 

There is a general agreement that companies must settle internal procedures 

to intervene when there are occurrences of workplace harassment.  

Policies and complaint procedures can vary from company to company. 

Among the best-known procedures to intervene in cases of bullying, 

emotional abuse, and harassment behaviours is the Code of Practice Detailing 

Procedures for Addressing Bullying in the Workplace from Ireland [4] 

A low number of employees are willing to file a complaint, and frequently 

nothing is done when they do. The assumption that nothing will be done about 

the complaint is a frequent reason that justifies the decision not to report. 

9 

B
lo

ck
ch

ai
n

 

Definition and 

Important 

Characteristics 

Blockchain has intrinsic characteristics that make it ideal for storing important 

evidence. It is highly unlikely to tamper with it; falsifications can easily be 

detected; the data in a committed transaction can be considered in practice 

immutable; it facilitates trust and auditability due to the transparency. 

However, privacy is a big concern related to its use, especially when dealing 

with sensitive data. 

10 

Taxonomy 

When building blockchain-based applications, defining what type of 

blockchain should be used is an important design decision.  

There are a few advantages offered by permissioned blockchains when 

compared to public ones. However, the difficulty of tampering with the 

network is reduced by the restrained number of participants, which is not 

ideal. 

7 

Applications 

Smart contracts are programs that execute terms of contracts, enforcing 

agreements between parties that do not necessarily trust each other, and they 

enabled the use of blockchain in different areas. 

Blockchain can be used as a timestamping service so that, later, it is possible 

to prove the existence of the object at a particular time and its association with 

an identity without the need of a central authority. 

No studies that use blockchain to build a system to document workplace 

harassment complaint processes were found in the literature. 

15 
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CHAPTER 4  

 

ARCHITECTURE 

 

 As shown by the literature review, workplace harassment can have severe consequences for 

both the victim and the company. Still, many victims are reluctant to report harassment when it 

occurs. Taking into consideration works presented in Chapter 3, some of which study the victims’ 

decision to report, and some of which study the intrinsic characteristics of blockchain, we believe 

the use of this technology can be beneficial for the design and implementation of a system to 

support addressing workplace harassment complaints. This chapter will discuss a possible 

architecture of a system that leverages the blockchain technology to support workplace harassment 

complaint processes, answering the first research question of this work. We will call this system 

Workplace Harassment Complaint Evidence Tracking System. First, in the next part of this chapter, 

we will discuss why blockchain technology can be beneficial for this application. After that, we 

will present the core structure of the proposed system. 

 

4.1  Why Blockchain? 

 

Before getting to the description of the system's architecture, it is crucial to understand why 

blockchain can be beneficial for this application. There are various reasons why blockchain 

technology has received such high attention in the past years. However, in some scenarios, the 

justification for its use is unclear. Yes, they can offer significant advantages in some cases. Still, 

they also have some limitations compared to a traditional database technology - such as scalability, 

high transaction fees and price volatility  -, which means that there can be better options depending 

on each application's context.  

According to Wust and Gervais [21], in most cases, the use of blockchain is only justifiable 

in situations which involve multiple writers who need to interact and change the state of a system, 

who do not trust each other and are not willing to agree on a Trusted Third Party. Koens and Poll 

[42] observe that, although the appropriateness of using blockchain depends on all technical 

conditions being met if following the scheme proposed by Wust and Gervais [21], non-technical 
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drivers also influence the choice to adopt this technology, as long as it supports one or more 

technical property, such as the necessity of storing the state. 

This work deals with a scenario in which different known – in most cases - stakeholders 

are involved with the harassment complaint. However, even if they did trust each other at some 

point, this trust was potentially damaged due to the occurrence of workplace harassment. It seems 

logical that if there were no trust between the victim and the organization, people would not be so 

afraid to report it in the first place. As for the Trusted Third Party, which is an entity trusted by the 

parties involved to intermediate the resolution process, the same logic applies: trust in any single 

entity selected by the company can be difficult for someone who suffered harassment. For this 

reason, although one can argue that the involved parties might agree on a Trusted Third Party in 

some cases, the use of blockchain can potentially empower the victim due to the decentralization, 

immutability of the records, and by making it possible to create a trust-free system using smart 

contracts – which are immutable pieces of code that run on-chain, that can enforce agreements 

between parties. That said, blockchain can potentially help increase the number of people who 

decide to report workplace harassment.  

Now, considering Clarke’s [18] perspective, who proposed that the victim’s beliefs about 

whether behaving in a way will cause positive or negative consequences - and thus decide whether 

to come forward about the harassment -, will be influenced by the organizational climate. Based 

on this study, it is possible to imply that if the organization shows that workplace harassment will 

not be tolerated, evidencing it with its policies, procedures, and practices, victims can feel more 

inclined to report harassment. The company can demonstrate a zero-tolerance to harassment by 

adopting a system in which the stakeholders generate evidence about the complaint and the 

procedures taken afterwards with no chances of being deleted or manipulated by the company or 

any third party. This way, the organization can show its compromise and engagement in 

investigating the facts and solving the problem. Moreover, it can demonstrate that complaints will 

be taken seriously and will not be neglected. Blockchain, due to its intrinsic characteristics shown 

in Chapter 3, can be used to securely record evidence of the complaint, as well as proof of the 

resolution process. This system can be encouraging to the victim not only by the influence of the 

organizational climate but also by the knowledge that if in the worst-case scenario the company 

end up being negligent and nothing is done about the complaint, he or she will have evidence to 
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show the authorities that the company was informed about the harassment and did not act 

reasonably or failed to act according to the law to solve the issue promptly.  

From the company perspective, besides helping in creating and demonstrating a climate in 

which harassment is not tolerated, the organization will also be able to demonstrate compliance 

with laws and regulations, as this technology also facilitates auditability. Moreover, the records' 

immutability can be an incentive for all the parties involved to act and proceed ethically, even if 

the occurrence of workplace harassment has compromised the trust between them. This way, both 

the victim and the organization can benefit from the use of blockchain.  

 

4.2  Core structure 

 

This section will present the core structure of the proposed system. There are a few 

questions that should be answered when proposing a solution. Some of the questions we will 

discuss in this section are: 

1. What type of blockchain should be used? 

2. What information should be stored in the blockchain, and what should be stored off-

chain? 

3. How to manage the identities of the users?  

4. How should the client app be built? 

As discussed in the literature review, complaint procedures can vary from company to 

company. For this reason, specific functional requirements will be described later, in the next 

chapter, in which the implementation of two proofs-of-concept will be presented, one with a smart 

contract to support a flexible complaint resolution process and one to support a pre-established 

fixed process. For now, it is essential to understand that the main idea of the system is to provide a 

way to document the procedures, creating evidence of the actions taken from the moment the victim 

files a complaint until a solution is achieved. For example, suppose the process starts with the 

complainant writing a workplace harassment complaint and handing it to a manager. In that case, 

evidence that this specific document was received at a certain date by the selected manager should 

be created, and so on. This idea can be applied to different processes.  Although the discussion of 

specific functional requirements is postponed until the next chapter, some non-function 

requirements should be addressed at this point to understand the reasoning behind the core structure 

this work proposes. Because the system will deal with extremely sensitive data, no matter what the 
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organization's process is like, focusing on security - including confidentiality, integrity, non-

repudiation, and accountability - is essential. Therefore, this work proposes the following 

requirements: 

• Sensitive information – including the user identities and important information 

from the complaint process that will be documented - should not be exposed to 

unauthorized personnel when stored or in transit. 

• Only authorized people should interact with the complaint and only to the extent 

allowed by the access profile owned. 

• None of the stakeholders should be able to have complete control over the data. 

More specifically, each stakeholder should hold a copy of the complaint process 

information, and evidence of the information should be securely recorded. 

• Pieces of evidence should not be tampered with – once they are generated, they 

should be immutable. New evidence containing rectifications can be added in case 

a mistake is made; however, the system should keep track of the history of pieces 

of evidence. 

• The system should record the user responsible for each action.  

Based on these requirements, one can think that, as blockchains can offer significant 

advantages – such as the immutability of the data stored on it -, the ideal architecture is storing on-

chain all relevant information associated with a workplace harassment complaint. A smart contract 

– a program stored on-chain that execute terms of contracts and that once deployed cannot be 

changed – can be created to receive all the information related to a complaint. This way, all the 

processes will be documented, and pieces of evidence of any aspect of the process will always be 

available. Because once the information is stored in the blockchain, it cannot be deleted, all the 

stakeholders will be able to get a copy of the pieces of evidence at any time, and they will be 

protected from tampering. However, storing all the complaint information on-chain brings a severe 

privacy issue.  

Privacy is one of the main concerns for applications that use blockchain. To protect 

sensitive information, meeting the requirements described above, two types of privacy need to be 

analyzed in the context of blockchain. The first one is identity privacy: it is necessary to protect 

the real identity of the users who interact with the blockchain. The second one is transactional 
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privacy, which refers to the transaction's content being available only to authorized users [29]. This 

second is one of the most challenging problems when talking about blockchain technology [20].  

    Identity privacy can be increased and protected by adopting a simple strategy: users can 

create a different address to interact with each complaint, making it harder for malicious users to 

make identity assumptions. Besides that, the functions can be implemented in one contract, 

representing a single harassment complaint - meaning that each complaint will be created by 

deploying a new contract instead of creating a smart contract to manage all the complaints from 

one company. If a contract is designed to handle all the harassment complaints from one company, 

it will be easier for people with malicious intent to find transactions related to harassment 

complaints and make assumptions about the users' identity. Having multiple addresses for the 

contracts, one for each complaint, and using different addresses to deploy and interact with the 

contracts makes it harder for malicious users to make identity assumptions. 

    On the other hand, transaction privacy is harder to deal with and must be carefully addressed 

in the context of this application. Although it is possible to write a smart contract that successfully 

limits access to the transactions, ensuring only authorized users can interact with the contract and 

ensuring that the interaction is limited to what their access profiles are allowed to do, anyone can 

access the information stored in the blockchain. The following test was performed to illustrate this 

problem: a simple smart contract was written to test the extent to which transaction data is exposed. 

To complete the test, the following tools were used: 

• Rinkeby [43]: a test environment (i.e., testnet) that emulates the Ethereum network 

behaviour.  

• Metamask [44]: a wallet used to connect to the network and manage the Ethereum 

accounts. 

• Remix [45]: an integrated development environment (IDE) used to write, deploy, and 

test the contract.  

• Etherscan [46]: a Rinkeby block explorer, which can be used to find the transactions 

related to a contract when in possession of that contract's address. 

 The smart contract that was written included sample functions that can be useful for the 

application described in this work. This contract was deployed, and its address was searched in 

Etherscan. The contract information found using the tool can be seen in Figure 4.1. Hashes, blocks, 
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and the address of the users who posted the transactions are available in the explorer, but no 

sensitive information is exposed at this point. 

 

Figure 4.1 Example of how it is possible to track all the transactions related to a contract 

 However, when we check the details of the transactions, other pieces of information are 

exposed. For example, one of the functions of the test contract was setComplaintInfo. This function 

receives two strings as parameters, one containing the alleged harasser's name and the other holding 

a complaint description. A test was performed calling this function. The strings passed to the 

function were respectively, “John Doe,” and “John is constantly making fun of me due to my 

religion.” As Figure 4.2 shows, this information is exposed. Using block explorers, anyone who 

knows the contract address or the transaction address can see the input data. This fact makes it 

impractical to store sensitive data in the blockchain, at least in its raw form.  

 

Figure 4.2 Example of data exposure in the blockchain 

 One can argue that this architecture – in which all the relevant data is stored in the 

blockchain - can be used if instead of using a public blockchain, such as Ethereum [5], a private 
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blockchain was used, as it offers the possibility of controlling who will have access to the network 

data. However, having control over who has access to the blockchain means someone will need to 

act as an administrator of the network. This can bring back trust issues and negatively impact the 

victims' decision to come forward, as the information will not be fully decentralized. For this 

reason, the use of private blockchains will not be considered for this application. Public 

blockchains, on the other hand, can be joined by anyone, an administrator is not necessary – it is 

fully decentralized -, and all participants can perform transactions and contracts, which is ideal for 

when there is no trust between the stakeholders, which is the case here as explained before. Besides 

that, a larger number of nodes inherently provide better security in terms of immutability. It can 

also reduce the solution cost, as the company will not be responsible for maintaining the network. 

 Another option, which could make it feasible to use public blockchains, is to encrypt all the 

data before storing it in the blockchain. However, there are also problems with this strategy. If the 

data were encrypted using symmetric cryptography, this means that the key used to encrypt the 

data needs to be shared with everyone who needs to access the data, which is not secure. If 

asymmetric cryptography were used instead – which is much safer than the symmetric one -, for 

each user who needs access to the data, a copy of all the existing data needs to be stored in the 

blockchain. This approach will increase the costs of the solution, as there might be multiple 

stakeholders involved in each harassment complaint case – the complainant, a company 

representative and the alleged harasser, to start. 

 To be able to preserve privacy without having to compromise efficiency and avoiding to 

increase costs related to the blockchain while still being able to generate evidence after a victim 

makes a workplace harassment complaint, one option is to create a proof of the existence of all the 

important documents related to the harassment complaint and the follow-up process, without 

disclosing the content itself. Instead of storing sensitive pieces of information in the blockchain, 

the system can generate a message digest of the documents containing important information and 

store them on-chain while keeping the sensitive data on off-chain storage. The approach is similar 

to the one mentioned in the work of Wust and Gervais [21] referred to as Proof of Ownership of 

intellectual property: the public blockchain can be used to facilitate the process of providing proof 

in a decentralized way while still preserving the details of the object. In this approach, a secure 

cryptographic hash function is used to generate a message digest – also referred to as hash or hash 

value -, which is a “condensed representation of electronic data” [47]. Hash functions, such as 
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SHA-256, are ideal for this application due to their security. It is highly improbable 

computationally speaking that someone can find the message – the document related to the 

complaint process in this case – by its hash. Besides that, it is also highly improbable that different 

messages generate the same hash [47]. Any change in the input will result in a completely new 

hash value, even if the differences as small. This value is a way of uniquely identifying the 

document. Hence, anyone in possession of the message can use this hash to verify the document's 

integrity, but the contrary is not true.  

 The use of SHA-256 to generate the hash value of the documents, aligned with public 

blockchains – which can act as a decentralized timestamping service – to store these values, is a 

very effective combination to be applied in the scenario described in this work. So rather than 

having the data itself stored in the blockchain, the technology can be used as a decentralized and 

trust-free layer on top to store message digests. A smart contract - which, as explained before, is a 

program stored on-chain that executes terms of contracts and cannot be changed after being 

deployed –  containing code (i.e. functions) to receive the hashes and store them in the contract 

state variables can be written. If all the parties involved hold digital copies of the documents, they 

can use the blockchain data to prove a particular file's existence at a specific time. This approach, 

concomitantly with a declaration of knowledge provided by the involved parties - also stored on-

chain -, can be used as evidence in case of negligence, unethical behaviour, or broken agreement 

from any of the stakeholders.  

The declarations of knowledge can also be programmed in the smart contract – a function 

can be written to store the declaration in a state variable when called by the user that wants to 

declare his/her knowledge. Figure 4.3 illustrates how these declarations will work. First, a user 

generates the hash of a document, stores it in the blockchain, and shares it with the other 

stakeholders. Having the file in hand and using the client application, another user can check the 

document's integrity – i.e. if the hash in the blockchain is consistent with the document handed to 

them. The application checks if the hash is equivalent to the one stored in the blockchain, indicating 

the integrity of the file received. If it is, the user can declare their knowledge by posting a 

transaction to the blockchain signed with their private key, informing publicly and in an immutable 

way that they are aware of that document's existence. 
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Figure 4.3 How the declarations of knowledge work 

 The core structure of the system will be as shown in Figure 4.4.  

 

Figure 4.4 Architecture of the proposed system 

It is important to remember that all the stakeholders need to have in their possession the 

documents themselves because their hashes alone will be of no use. As explained before, being in 
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possession of the file, one can use this hash to verify the document's integrity, but the contrary is 

not valid. There are various ways the stakeholders can exchange the files, ranging from exchanging 

the documents in person using hard drives, for example, if that makes the stakeholders more 

comfortable- using cloud storage, a centralized database, or even opting for a decentralized file 

system.  

Demir and Kocak [48], for example, present in their work a decentralized file-sharing 

framework to store sensitive data. In their framework, documents are encrypted by a secret key and 

stored on IPFS [49]. A browser application handles the key generation and the encryption, and a 

smart contract - which holds permission requests and grants in the Blockchain - manages the access. 

The smart contract is also responsible for disclosing the secret key to the users who request 

permission to read the file. Although the idea presented in their work is very interesting, the authors 

do not clarify how the secret key is revealed to the requester. If the keys are stored in the blockchain 

without encryption, they can be exposed to malicious users because, as demonstrated before, the 

data stored in the blockchain is public. Besides that, as a web application encrypts the documents, 

they can be vulnerable while on transit, which is not ideal for applications that deal with sensitive 

data. However, a decentralized file system can be used, as long as the documents are encrypted 

locally, before sending them to the server. 

Nonetheless, for the Workplace Harassment Complaint Evidence Tracking System, it is not 

a requirement that the files should be shared using a decentralized file system. A centralized one 

can be used because, as the hashes of the documents are kept in the blockchain, the users can check 

if they were not corrupted or tampered with. Moreover, the users can send the declaration of 

knowledge to the blockchain only after they check the file's integrity. After the file is acquired from 

the file server, each user can hold a copy securely stored as they wish. It is essential to ensure that 

the chosen solution protects the documents from non-intended users' eyes, not only when stored 

but also in transit. Thus, if the files are not exchanged in person, they should be encrypted locally 

by a desktop or mobile application, even if adopting a centralized file server. This way, when the 

document is sent to the storage, it is already encrypted. If opting to store the files in a server, 

centralized or not, a possible approach is to encrypt the file asymmetrically multiple times, with 

the public key of each user who should gain access to it. Figure 4.5 illustrates the data flow.  
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Figure 4.5 Overview of the data flow when using a file server to store documents related to the complaint 

It is vital to notice that the hash stored in the blockchain should be the original document's hash, 

without the encryption, because the encryption will change the hash of the file. When it comes to 

the time for other users to check the integrity of the documents, the file should be decrypted, and 

the hash of the decrypted file should be compared to the one stored on-chain to verify the integrity.  

Another critical aspect that needs to be discussed is how identities will be managed in this 

system. On the contrary of how it works when a user creates a Proof of Ownership of intellectual 

property in the blockchain – in which case it is always in the user’s best interest to provide proof 

that he/she owns a particular account -, in the application presented in this work, users might benefit 

from being dishonest. For example, the company can deny an individual account's ownership to 

support a declaration that they were not informed about a harassment complaint and avoid being 

penalized for not acting to end it promptly. Thus, it is imperative to not only record the accounts 

responsible for each transaction but also to provide a way for the accounts to be tied to whoever 

owns it. Otherwise, users cannot be held accountable for their actions. As explained before, the 

focus of this work is on formal harassment complaints. 
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For this reason, complete anonymity is not a requirement and will in fact turn the process 

of investigation unfeasible. However, the system should preserve the complainant and other 

stakeholders’ identity when possible and only disclose it to the necessary involved parties when 

necessary. People who are not directly connected with the complaint cannot have access to the 

stakeholder’s identity. For this reason, identities should not be disclosed in the blockchain, as the 

data there is publicly available, as demonstrated before.  

User identities are managed in the blockchain through public-private key pairs. These pairs 

are generated, and an identifier – called address - is created from a cryptographic hash of the public 

key [26]. Each address represents an identity uniquely in the blockchain. The blockchain stores 

which address was responsible for each transaction, so we can tie the accounts to the creation of 

evidence and declarations of knowledge about each document. One option is for the company to 

distribute public-private key pairs. They can run a web application, for example, in which the users 

can make a registration request. The user's identity can be verified, and, after the verification, a key 

pair can be generated, and the company can store off-chain the relation of public addresses and the 

user's identity. Encrypting the identity can prevent non authorized people from having access to it. 

However, this solution will bring the same problem as having the documents related to the 

complaint process centralized in company possession. The trust issues will potentially be brought 

back. The data can be lost or manipulated, putting the whole idea of protecting and empowering 

the victim in jeopardy. 

Inspired by the concept of self-sovereign identity - owned and controlled by the user, with 

no need of relying on external administrative authority - presented in Chapter 3 and the blockchain 

affinity with this concept and following the same idea proposed for dealing with the complaint 

process pieces of evidence, an identity management system comprised of the following steps can 

be developed: (1) The user makes a registration request using the desktop/mobile application to 

have a public-private key pair created; (2) The user provides relevant information and documents 

confirming he/she is the owner of the created account. These documents can be, for example, a 

handwritten signed statement or and audio recording – as the voice of a person can be used as 

biometrics - saying that that user owns a specific account; (3)  The system generates the hash of 

the documents, stores them in the blockchain; (4) When a user needs to disclose his/her identity, 

the documents can be shared with the other party, who can keep the files securely stored in case 

they need to prove that that user owns a particular account. 
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CHAPTER 5  

 

IMPLEMENTATION 

 

This chapter will present two Proofs-of-Concept (POCs) implementations that will be used 

to test the architecture shown in the previous chapter, fulfilling the second objective of this work. 

The smart contract of the first one, referred to as POC 1, will be tailored for a specific complaint 

process based on the Code of Practice detailing Procedures for Addressing Bullying in the 

Workplace from Ireland [4]. The second one, which we will refer to as POC 2, will have a flexible 

smart contract. It will enable it to be applied to different processes involving different stakeholders, 

and that might demand evidence of different files. The POCs developed here will then be used to 

answer the second research question of this work.  

Chapter 5 is divided into three parts. The first section will describe the scope of the POCs 

that will be developed at this point, including a detailed description of the functional requirements 

and use cases that will be implemented. The second part of this chapter will describe the 

technologies and tools used for the POCs. Finally, in the last section, the implementation itself will 

be discussed.  

 

5.1 Scope of the Proofs-of-Concept 

 

This section will present an in-depth description of the functionalities of two POC of the 

proposed Workplace Harassment Complaint Evidence Tracking System. The main goal of the 

system proposed by this work is to provide a way to document the complaint procedures, creating 

evidence of the actions taken from the moment the victim files a complaint is until its resolution. 

As explained before, the reasoning behind creating evidence throughout the process is to empower 

the victim, provide a way for the company to demonstrate compliance with laws and regulations, 

and be an incentive for all the parties involved to act and proceed ethically.  

As mentioned previously, procedures to deal with workplace harassment can vary a lot from 

company to company. In the first part of this section, we will tailor this general goal to fit the 

procedure suggested by the Code of Practice detailing Procedures for Addressing Bullying in the 

Workplace from Ireland [4], presented in the literature review. The POC described in section 5.1.1 
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will support the guidelines suggested in this code and enable the creation of evidence in each step 

of the recommended procedure. The second part of this session, 5.1.2, will define the requirements 

for a more flexible system that can be used to create evidence in different processes involving 

different people. Later, the next chapter will compare the costs related to the use of the two smart 

contracts. 

Before getting to the requirements, it is crucial to note that this work will not implement 

functionalities discussed in the last chapter related to sharing and storing the files associated with 

the complaint. The POCs described here can be used by sharing the documents in person using 

hard drives or, later on, a file system – decentralized or not – can be integrated into the solution, as 

discussed in the previous chapter, to increase the usability of the system. However, this work 

focuses on implementing the system's blockchain layer, as it is a possible bottleneck for the 

architecture due to the costs and latency incurred from its use. The implementation will be limited 

to creating the smart contract that will store evidence of the complaint process. A simple user 

interface to interact with the blockchain will also be developed to facilitate conducting experiments 

later. The previous chapter discussed how important it is to manage the users' identities for the 

system to accomplish its purpose, due to the necessity to make sure the users can be held 

accountable for their actions. However, functionalities related to managing user identities can be 

treated as a system of its own and thus are also out of the scope o the POCs at this point.  

 

5.1.1 Functionalities of POC 1  

 

As mentioned before, the first POC will be tailored to fit a fixed procedure, based on the 

Code of Practice detailing Procedures for Addressing Bullying in the Workplace from Ireland [4]. 

Below are presented parts of the text from the code of practice, followed by the functional 

requirements (FR) elicited from the excerpt. As POC 1 will not include sharing and storing the 

documents, nor the identity management features, requirements related to these will not be 

mentioned below. Besides that, the preconditions of the functional requirements will not be detailed 

in this part. However, they will be dealt with later in this section when describing the Use Cases 

(UC). 
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“The complainant should make a formal complaint in writing to his/her immediate 

supervisor, or if preferred, any member of management. The complaint should be confined to 

precise details of actual incidents of bullying.” 

FR  Description 

1 The complainant shall be able to generate evidence of the written formal complaint. 

2 The complainant shall be able to indicate the chosen complaint manager. 

3 
The chosen complaint manager shall be able to declare his/her knowledge about the 

filed complaint. 

 

“The alleged perpetrator(s) should be notified in writing that an allegation of bullying has 

been made against them. They should be given a copy of the complainant‘s statement and advised 

that they shall be afforded a fair opportunity to respond to the allegation(s).” 

FR  Description 

4 The manager shall be able to generate evidence of notifying the alleged perpetrator. 

5 
The alleged perpetrator shall be able to declare he/she has received the notification in 

writing. 

6 
The alleged perpetrator shall be able to declare he/she received a copy of the 

complaint statement. 

 

“The complaint should be subject to an initial examination by a designated member of 

management, who can be considered impartial, with a view to determining an appropriate course 

of action. An appropriate course of action at this stage, for example, could be exploring a mediated 

solution or a view that the issue can be resolved informally. Should either of these approaches be 

deemed inappropriate or inconclusive, a formal investigation of the complaint should take place 

with a view to determining the facts and the credibility or otherwise of the allegation(s).”  

FR  Description 

7 The complaint manager shall be able to indicate the initial examiner. 

8 
The complainant and the alleged perpetrator shall be able to declare they agree with the 

indicated initial examiner.  

9 
The approved initial examiner shall be able to generate evidence of the appropriate 

course of action. 
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10 
The complainant and the alleged perpetrator shall be able to declare their knowledge 

about the determined course of action indicated by the initial examiner. 

11 The initial examiner shall be able to indicate the necessity of a formal investigation. 

 

“The investigation should be conducted by either a designated member or members of 

management or, if deemed appropriate, an agreed third party.” 

FR  Description 

12 
The complaint manager shall be able to indicate who will be responsible for conducting 

the formal investigation. 

13 
The complainant and the alleged perpetrator shall be able to declare they agree with 

the designated investigator.    

 

“The investigation should be governed by terms of reference, preferably agreed between 

the parties in advance.” 

FR  Description 

14 
The approved investigator shall be able to generate evidence of the agreed terms of 

reference under which the investigation should be governed. 

15 
The complainant and the alleged perpetrator shall be able to declare they agree with 

the terms of reference established by the investigator. 

 

“Every effort should be made to carry out and complete the investigation as quickly as 

possible and preferably within an agreed timeframe. On completion of the investigation, the 

investigator(s) should submit a written report to management containing the findings of the 

investigation.” 

FR  Description 

16 The investigator shall be able to determine the timeframe for the investigation. 

17 
The complainant and the alleged perpetrator shall be able to declare they agree with the 

investigation timeframe established by the investigator. 

18 
The investigator shall be able to generate evidence of the written report containing the 

findings of the investigation. 
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“Both parties should be given the opportunity to comment on the findings before any action 

is decided upon by management. The complainant and the alleged perpetrator(s) should be 

informed in writing of the findings of the investigation” 

FR  Description 

19 
The complainant, the alleged perpetrator, and the manager shall be able to declare their 

knowledge about the findings. 

20 
The complainant and the alleged perpetrator shall be able to generate evidence about 

their comments on the findings. 

21 The manager shall be able to declare his knowledge about the comments. 

22 
The manager shall be able to generate evidence about the actions decided upon by 

management 

23 
The complainant and the Alleged Perpetrator shall be able to declare their knowledge 

about the final decision. 

 

Based on the functional requirements presented above, the Use Cases shown in Figures 5.1 

to 5.5 below were proposed. Five different stakeholders were initially identified in the procedure 

suggested on the Code of Practice Detailing Procedures for Addressing Bullying in the Workplace 

from Ireland [4]: the complainant; the organizational representative who is chosen by the 

complainant to receive the complaint – here referred by as “complaint manager”; the alleged 

perpetrator; the initial examiner – an impartial member of management responsible for determining 

the appropriate course of action after the victim files the complaint; and the person responsible for 

conducting a formal investigation if necessary, here referred as “investigator.” The UC diagrams 

from Figure 5.1 to 5.5 were elaborated and divided by stakeholder to enable better visualization of 

the proposed Use Cases. For this reason, some use cases – which are valid for more than one 

stakeholder – were repeated in different diagrams. A complete picture can be seen in Figure 5.6, 

which shows all the UC and Actors. The figures are followed by a detailed specification of the Use 

Cases. 
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Figure 5.1 Use Cases Diagram (POC 1): Complainant 

 

Figure 5.2 Use Cases Diagram (POC 1): Complaint Manager 
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Figure 5.3 Use Cases diagram (POC 1): Alleged Perpetrator 

 

Figure 5.4 Use Cases Diagram (POC 1): Initial Examiner 
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Figure 5.5 Use Cases Diagram (POC 1): Investigator 

 

Figure 5.6 Complete Use Cases diagram (POC 1) 
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UC 

1 

Name File complaint 

Actors Complainant 

Preconditions 1. The Actor has provided the credentials to access the system. 

Main Success 

Scenario 

1. The Actor selects the digital copy of the written complaint document. 

2. The Actor clicks on “File complaint.” 

3. The System generates the hash of the document. 

4. The System creates a new complaint. 

5. The System saves the hash of the document. 

6. The System sets the Complainant as the user who filed the complaint. 

Alternative 

Paths 
No alternative path 

 

UC 

2 

Name Set manager 

Actors Complainant 

Preconditions 
1. The Actor has provided the credentials to access the system. 

2. The Actor has indicated the complaint he/she wants to interact with. 

Main Success 

Scenario 

1. The Actor indicates who should be the Complaint Manager. 

2. The Actor clicks on “Set.” 

3. The System verifies that the Actor is the Complainant. 

4. The System confirms the Complaint Manager has not been set. 

5. The System sets the Complaint Manager. 

Alternative 

Paths 

3A.1. The System verifies that the requester is not the Complainant. 

3A.2. The System ignores the request. 

4A.1. The System verifies the Complaint Manager was previously set. 

4A.2. The System ignores the request. 
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UC 

3 

Name Declare knowledge about the complaint 

Actors Complaint Manager, Alleged Perpetrator 

Preconditions 
1. The Actor has provided the credentials to access the system. 

2. The Actor has indicated the complaint he/she wants to interact with. 

Main Success 

Scenario 

1. The Actor clicks on “I declare I received the complaint document.” 

2. The System confirms the requester is the Complaint Manager or the 

Alleged Perpetrator. 

3. The System confirms the actor has not declared his knowledge. 

4. The System registers the time the Actor declared his/her knowledge.  

Alternative 

Paths 

2A.1. The System verifies requester is not Complaint Manager or 

Alleged Perpetrator. 

2A.2. The System ignores the request. 

3A.1. The System verifies the actor has previously declared his 

knowledge about the document. 

3A.2. The System ignores the request. 

 

UC 

4 

Name Set Alleged Perpetrator 

Actors Complaint Manager 

Preconditions 
1. The Actor has provided the credentials to access the system. 

2. The Actor has indicated the complaint he/she wants to interact with. 

Main Success 

Scenario 

1. The Actor indicates who he/she wants to set as Alleged Perpetrator. 

2. The Actor clicks on “Set.” 

3. The System verifies that the requester is the Complaint Manager. 

4. The System verifies that the Alleged Perpetrator has not been set. 

5. The System sets the Alleged Perpetrator. 

Alternative 

paths 

3A.1. The System verifies that the requester is not Complaint Manager 

3A.2. The System ignores the request. 

4A.1. The System verifies Alleged Perpetrator has been previously set. 

4A.1. The System ignores the request. 
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UC 

5 

Name Create evidence of notification 

Actors Complaint Manager 

Preconditions 
1. The Actor has provided the credentials to access the system. 

2. The Actor has indicated the complaint he/she wants to interact with. 

Main Success 

Scenario 

1. The Actor selects the digital copy of the notification document. 

2. The Actor clicks on “Generate notification evidence.” 

3. The System generates the hash of the document. 

4. The System checks that the requester is the Complaint Manager. 

5. The System checks that no evidence of notification was created before. 

6.The System saves the hash of the notification document. 

Alternative 

Paths 

4A.1. The System checks that the requester is not the Complaint 

Manager. 

4A.2. The System ignores the request. 

5A.1. The System checks that evidence was previously generated. 

5A.2. The System clears the declaration of notification time. 

5A.3 The System saves the new hash of the document. 

 

UC 

6 

Name Declare notification was received 

Actors Alleged Perpetrator 

Preconditions 
1. The Actor has provided the credentials to access the system. 

2. The Actor has indicated the complaint he/she wants to interact with. 

Main Success 

Scenario 

1. The Actor clicks on “I declare I received the notification document.” 

2. The System confirms the requester is the Alleged Perpetrator. 

3. The System confirms Actor has not declared his knowledge before. 

4. The System registers the time the Actor declared his/her knowledge. 

Alternative 

Paths 

2A.1. The System verifies the requester is not the Alleged Perpetrator. 

2A.2. The System ignores the request. 

3A.1. The System verifies Actor has already declared his knowledge. 

3A.2. The System ignores the request. 
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UC 

7  

Name Set Initial Examiner 

Actors Complaint Manager 

Preconditions 
1. The Actor has provided the credentials to access the system. 

2. The Actor has indicated the complaint he/she wants to interact with. 

Main Success 

Scenario 

1. The Actor indicates who he/she wants to set as Initial Examiner. 

2. The Actor clicks on “Set.” 

3. The System verifies that the requester is the Complaint Manager. 

4. The System verifies that no acceptance of the Initial Examiner has been 

declared. 

5. The System sets the Initial Examiner. 

Alternative 

Paths 

3A.1. The System verifies the requester is not the Complaint Manager. 

3A.2. The System ignores the request. 

4A.1. The System verifies that one or more users had previously declared 

acceptance to the Initial Examiner. 

4A.2. The System clears previous declarations of acceptance. 

4A.3. The System sets the Initial Examiner. 

 

UC 

8 

Name Accept Initial Examiner 

Actors Complainant, Alleged Perpetrator 

Preconditions 
1. The Actor has provided the credentials to access the system. 

2. The Actor has indicated the complaint he/she wants to interact with. 

Main Success 

Scenario 

1. The Actor clicks on “I accept the indicated initial examiner.” 

2. The System confirms Actor is Complainant or Alleged Perpetrator. 

3. The System confirms requester has not declared acceptance before. 

4. The System registers the time the Actor declared his/her acceptance. 

Alternative 

Paths 

2A.1. The System verifies Actor is not Complainant/Alleged Perpetrator. 

2A.2. The System ignores the request. 

3A.1. The System verifies requester has already declared acceptance. 

3A.2. The System ignores the request. 
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UC 

9 

Name Create evidence of appropriate course of action 

Actors Initial Examiner 

Preconditions 
1. The Actor has provided the credentials to access the system. 

2. The Actor has indicated the complaint he/she wants to interact with. 

Main Success 

Scenario 

1. The Actor selects the document with the appropriate course of action 

(including necessity or not of a formal investigation). 

2. The Actor clicks “Generate evidence.” 

3. The System generates the hash of the document. 

4. The System checks that the Actor is the Initial Examiner. 

5. The System checks Initial Examiner accepted by Complainant and 

Alleged Perpetrator. 

6. The System checks that evidence of document was not created before. 

7. The System saves the hash of the course of action definition document. 

Alternative 

Paths 

4A.1. The System verifies the requester is not the Initial Examiner. 

4A.2. The System ignores the request. 

5A.1. The System verifies Initial Examiner was not accepted by 

Complainant and/or Alleged Perpetrator. 

5A.2. The System ignores the request. 

6A.1. The System verifies evidence of document was created before. 

6A.2. The System clears any acceptance declared for previous evidence. 

6A.3 The System saves the new hash of the document. 
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UC 

10 

Name Declare acceptance of the proposed course of action 

Actors Complainant, Alleged Perpetrator 

Preconditions 
1. The Actor has provided the credentials to access the system. 

2. The Actor has indicated the complaint he/she wants to interact with. 

Main Success 

Scenario 

1. The Actor clicks on “I accept the course of action.” 

2. The System confirms Actor is Complainant or Alleged Perpetrator. 

3. The System confirms Actor has not previously declared acceptance. 

4. The System registers the time the Actor declared acceptance. 

Alternative 

Paths 

2A.1. The System verifies Actor is not Complainant/Alleged Perpetrator. 

2A.2. The System ignores the request. 

3A.1. The System verifies requester has already declared acceptance. 

3A.2. The System ignores the request. 

 

UC 

11 

Name Set investigator 

Actors Complaint manager 

Preconditions 
1. The Actor has provided the credentials to access the system. 

2. The Actor has indicated the complaint he/she wants to interact with. 

Main Success 

Scenario 

1. The Actor indicates who he/she wants to set as an Investigator. 

2. The Actor clicks on “Set.” 

3. The System verifies the requester is the Complaint Manager. 

4. The System verifies no acceptance of the Investigator has been 

declared. 

5. The System sets the Investigator. 

Alternative 

Paths 

3A.1. The System verifies the requester is not the Complaint Manager. 

3A.2. The System ignores the request. 

4A.1. The System verifies one or more users have declared acceptance. 

4A.2. The System clears previous declarations of acceptance. 

4A.3. The System sets the Investigator. 
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UC 

12 

Name Accept investigator 

Actors Complainant, Alleged Perpetrator 

Preconditions 
1. The Actor has provided the credentials to access the system. 

2. The Actor has indicated the complaint he/she wants to interact with. 

Main Success 

Scenario 

1. The Actor clicks on “I accept the indicated investigator.” 

2. The System confirms the user who is trying to declare acceptance is 

the Complainant or Alleged Perpetrator. 

3. The System confirms Actor has not previously declared acceptance. 

4. The System registers at which time the Actor declared his/her 

acceptance. 

Alternative 

Paths 

2A.1. The System verifies Actor is not Complainant/Alleged Perpetrator. 

2A.2. The System ignores the request. 

3A.1. The System verifies requester has already declared acceptance. 

3A.2. The System ignores the request. 

 

UC 

13 

Name Create evidence of terms of reference and timeframe 

Actors Investigator 

Preconditions 
1. The Actor has provided the credentials to access the system. 

2. The Actor has indicated the complaint he/she wants to interact with. 

Main Success 

Scenario 

1. The Actor selects the digital copy of the document containing the terms 

of reference, including the investigation's proposed timeframe. 

2. The Actor clicks on “Generate evidence.” 

3. The System generates the hash of the document. 

4. The System checks if the Actor is the Investigator. 

5. The System checks that the Investigator was accepted by Complainant 

and Alleged Perpetrator. 

6. The System checks that evidence of document was not created before. 

7.The System saves the hash of the terms of reference document. 
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(…) 

UC 

13 

 

Alternative 

Paths 

4A.1. The System verifies the requester is not the Investigator. 

4A.2. The System ignores the request. 

5A.1. The System verifies Investigator was not accepted by Complainant 

and/or Alleged Perpetrator. 

5A.2. The System ignores the request. 

6A.1. The System verifies evidence of document was created before. 

6A.2. The System clears any acceptance declared for previous evidence. 

6A.3 The System saves the new hash of the document. 

 

UC 

14 

Name Accept terms of reference and timeframe 

Actors Complainant, Alleged Perpetrator 

Preconditions 
1. The Actor has provided the credentials to access the system. 

2. The Actor has indicated the complaint he/she wants to interact with. 

Main Success 

Scenario 

1. The Actor clicks on “I accept proposed terms of 

reference/timeframe.” 

2. The System confirms the user who is trying to declare acceptance is 

the Complainant or Alleged Perpetrator. 

3. The System confirms Actor has not previously declared acceptance. 

4. The System registers the time the Actor declared his/her acceptance. 

Alternative 

Paths 

2A.1. The System verifies Actor is not Complainant/Alleged Perpetrator. 

2A.2. The System ignores the request. 

3A.1. The System verifies requester has already declared acceptance. 

3A.2. The System ignores the request. 
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UC 

15 

Name Create evidence of the report  

Actors Investigator 

Preconditions 
1. The Actor has provided the credentials to access the system. 

2. The Actor has indicated the complaint he/she wants to interact with. 

Main Success 

Scenario 

1. The Actor selects the document containing the report. 

2. The Actor clicks on “Generate evidence.” 

3. The System generates the hash of the document. 

4. The System checks if the Actor is the Investigator. 

5. The System checks that the Investigator was accepted by Complainant 

and Alleged Perpetrator. 

6. The System checks that evidence of document was not created before. 

7. The System saves the hash of the report document. 

Alternative 

Paths 

4A.1. The System verifies the requester is not the Investigator. 

4A.2. The System ignores the request. 

5A.1. The System verifies Investigator was not accepted by Complainant 

and/or Alleged Perpetrator. 

5A.2. The System ignores the request. 

6A.1. The System verifies evidence of document was created before. 

6A.2. The System clears any acceptance declared for previous evidence. 

6A.3 The System saves the new hash of the document. 

   

UC 

16 

Name Declare knowledge about investigation report 

Actors Complainant, Alleged Perpetrator, Complaint Manager 

Preconditions 
1. The Actor has provided the credentials to access the system. 

2. The Actor has indicated the complaint he/she wants to interact with. 

Main Success 

Scenario 

1. The Actor clicks  on“I declare I received the investigation report.” 

2. The System confirms requester is the Complainant, Alleged 

Perpetrator or Complaint Manager. 

3. The System confirms Actor has not previously declared acceptance. 

4. The System registers the time the Actor declared his/her acceptance. 
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(…) 

UC 

16 

 

Alternative 

Paths 

2A.1. The System verifies Actor is not Complainant/Alleged 

Perpetrator/Complaint Manager. 

2A.2. The System ignores the request. 

3A.1. The System verifies requester has already declared acceptance. 

3A.2. The System ignores the request. 

 

UC 

17 

Name Create evidence of comments 

Actors Complainant, Alleged Perpetrator 

Preconditions 
1. The Actor has provided the credentials to access the system. 

2. The Actor has indicated the complaint he/she wants to interact with. 

Main Success 

Scenario 

1. The Actor selects the document containing the comments. 

2. The Actor clicks on “Generate evidence.” 

3. The System generates the hash of the document. 

4. The System checks that an investigation report was set before. 

5. The System checks if the Actor is Complainant or Alleged Perpetrator. 

6. The System checks that evidence of document was not created before. 

7. The System saves the hash of the comments document. 

Alternative 

Paths 

4A.1. The System verifies the investigation report was not set yet. 

4A.2. The System ignores the request. 

5A.1. The System verifies Actor is not Complainant/Alleged Perpetrator. 

5A.2. The System ignores the request. 

6A.1. The System verifies the requester has already generated evidence. 

6A.2. The System clears the declaration of knowledge. 

6A.3. The System saves the hash of the comments document. 
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UC 

18 

Name Declare knowledge about comments 

Actors Complaint Manager 

Preconditions 
1. The Actor has provided the credentials to access the system. 

2. The Actor has indicated the complaint he/she wants to interact with. 

Main Success 

Scenario 

1. The Actor selects if he wants to confirm receiving comments from 

Complainant or Alleged Perpetrator. 

2. The Actor clicks on “I declare I received comments.” 

3. The System confirms requester is the Complaint Manager. 

4. The System confirms Actor has not previously declared acceptance. 

5. The System registers the time the Actor declared his/her acceptance. 

Alternative 

Paths 

3A.1. The System verifies Actor is not the Complaint Manager. 

3A.2. The System ignores the request. 

5A.1. The System verifies requester has already declared acceptance. 

5A.2. The System ignores the request. 

 

UC 

19 

Name Create evidence of actions decided upon by management 

Actors Complaint Manager 

Preconditions 
1. The Actor has provided the credentials to access the system. 

2. The Actor has indicated the complaint he/she wants to interact with. 

Main Success 

Scenario 

1. The Actor selects the digital copy of the document containing the final 

course of action decided upon by management. 

2. The Actor clicks on “Generate evidence.” 

3. The System generates the hash of the document. 

4. The System checks if the Actor is the Complaint Manager 

5. The System checks that evidence of document was not created before 

6. The System saves the hash of the final course of action document. 

Alternative 

Paths 

4A.1. The System verifies Actor is not the Complainant Manager. 

4A.2. The System ignores the request. 

5A.1. The System verifies the requester has already generated evidence. 

5A.2. The System clears the declaration of knowledge. 

5A.3. The System saves the new hash. 
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UC 

20 

Name Declare knowledge about actions decided upon by management 

Actors Complainant, Alleged Perpetrator 

Preconditions 
1. The Actor has provided the credentials to access the system. 

2. The Actor has indicated the complaint he/she wants to interact with. 

Main Success 

Scenario 

1. The Actor clicks on “I declare I am aware of the decision.” 

2. The System confirms Actor is Complainant or Alleged Perpetrator. 

3. The System confirms Actor has not previously declared knowledge. 

4. The System registers the time the Actor declared his/her knowledge. 

Alternative 

Paths 

2A.1. The System verifies Actor is not Complainant/Alleged Perpetrator. 

2A.2. The System ignores the request. 

5A.1. The System verifies requester has already declared the knowledge. 

5A.2. The System ignores the request. 

 

Although omitted from the requirements description, the users should also be able to retrieve all 

the information associated with the complaint. One crucial functionality related to querying data, 

for example, is being able to check the document integrity – as included in the Use Cases Diagram. 

To protect themselves, the users need to make sure the files they are receiving are the ones used 

when other users created the piece of evidence. Besides that, the whole idea of declaring the 

knowledge and acceptance depends on them confirming they have a non-corrupted file in hands. 

However, this functionality will not be included in the POC implementation, so the description of 

this Use Case was omitted. However, this work will implement query functions in the smart 

contract and include an option to exhibit these data in the client application for testing purposes.  

 

5.1.2 Functionalities of POC 2  

 

The second POC will be built in a flexible way to enable its use to fit different procedures, 

as each company has a different process. Even a single company might adopt slightly different 

approaches depending on the case. For example, some complaints might require lawyers to be 

involved and some might have multiple alleged harassers while others not. For POC 2, this work 

will assume the steps of the procedure are unknown. Thus, there is no knowledge of which and 

how many documents will be part of the process - therefore, the number of pieces of evidence is 
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unknown. Besides that, this work will also assume there is no information on who the involved 

parties are, meaning the system will not be able to have specific roles for each user. What is known 

is that an unknown number of stakeholders want to create evidence of an unknown number of 

documents, and they should be able to declare their knowledge, attesting they are aware of the 

contents in each file. As roles are not previously identified, two different types of users will be 

assumed in this scenario: admin and non-admin users. Admins cannot have their accesses revoked. 

Moreover, any user will have to be approved by the existing admins to gain access to the smart 

contract. These two access types will enable the use of the system similarly to the previous POC. 

The users should be able to retrieve information associated with the complaint, but the use cases 

related to it were omitted. However, the POC's implementation will include some functionalities 

to query the smart contract data. The Functional Requirements, in this case, are a lot simpler: 

 

FR  Description 

1 The user shall be able to create a new complaint. 

2 The user shall be able to generate evidence about documents. 

3 The user shall be able to request access for other users. 

4 The user shall be able to declare his/her knowledge about evidence. 

5 The Admin shall be able to accept or not access requests. 

6 The Admin shall be able to revoke the access of non-Admin users. 

 

Figure 5.7 shows the Use Cases derived from the Functional requirements above and is 

followed by a complete description of each Use Case. 

 

Figure 5.7 Use Cases diagram (POC 2) 
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UC 

1 

Name File complaint 

Actors All users  

Preconditions 1. The Actor has provided the credentials to access the system. 

Main Success 

Scenario 

1. The Actor clicks on “Create complaint.” 

2. The System creates a new complaint. 

3. The System sets the Complainant as an Admin user. 

Alternative 

Paths 
No alternative path 

 

UC 

2 

Name Create evidence of document 

Actors All users 

Preconditions 
1. The Actor has provided the credentials to access the system. 

2. The Actor has indicated the complaint he/she wants to interact with. 

Main Success 

Scenario 

1. The Actor selects the files he/she wants to create evidence of. 

2. The Actor clicks on “Generate evidence.” 

3. The System generates the hash of the document. 

4. The System checks that the requester is allowed to interact with the 

complaint (all admins have approved his/her access). 

5.The System checks no evidence was created for that hash. 

6.The System saves the hash of the notification document. 

Alternative 

Paths 

4A.1. The System verifies that the requester has not been granted access 

to the complaint. 

4A.2. The System ignores the request. 

5A.1 The System checks evidence was already created for that hash. 

5A.2. The System ignores the request. 
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UC 

3 

Name Request access 

Actors All users 

Preconditions 
1. The Actor has provided the credentials to access the system. 

2. The Actor has indicated the complaint he/she wants to interact with. 

Main Success 

Scenario 

1. The Actor indicates who the request is for and the type of access. 

2. The Actor clicks on “Request access.” 

3. The System checks that the requester has access to the complaint. 

4. The System checks that that is no open request for the user, nor he/she 

already has access to the System. 

5. The System saves the request and approval if the requester is an 

admin. In case the requester is the only admin, access is granted. 

Alternative 

Paths 

3A.1. The System verifies requester is not allowed to access the 

complaint. 

3A.2. The System ignores the request. 

4A.1. The System verifies an existing request/access granted for the user.  

4A.2. The System ignores the request. 

 

UC 

4 

Name Declare knowledge about document 

Actors All users 

Preconditions 
1. The Actor has provided the credentials to access the system. 

2. The Actor has indicated the complaint he/she wants to interact with. 

Main Success 

Scenario 

1. The Actor selects the document he/she wants to declare knowledge 

of. 

2. The Actor clicks “Declare knowledge.” 

3. The System checks that the requester has access to the complaint. 

4. The System confirms the Actor has not previously declared 

knowledge about that document. 

5. The System registers the time the Actor declared his/her knowledge. 

Alternative 

Paths 

3A.1. The System verifies that the requester has not been granted access 

to the complaint. 

3A.2. The System ignores the request. 
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UC 

5 

Name Accept access request 

Actors Admin users 

Preconditions 
1. The Actor has provided the credentials to access the system. 

2. The Actor has indicated the complaint he/she wants to interact with. 

Main Success 

Scenario 

1. The Actor clicks on “Approve access request.” 

2. The System confirms the user who is approving the request is an 

Admin. 

3. The System confirms Actor has not previously approved the request. 

4. The System registers at which time the Actor approved the request or 

grants access if it was the last approval pending. 

Alternative 

Paths 

2A.1. The System verifies Actor is not an Admin. 

2A.2. The System ignores the request. 

3A.1. The System verifies the requester has already approved the request. 

3A.2. The System ignores the request. 

 

UC 

6 

Name Revoke access request 

Actors Admin users 

Preconditions 
1. The Actor has provided the credentials to access the system. 

2. The Actor has indicated the complaint he/she wants to interact with. 

Main Success 

Scenario 

1. The Actor clicks on the “Revoke access request”  button for the 

desired user. 

2. The System confirms the requester is an Admin. 

3. The System confirms there is an existing request open for that user. 

4. The System revokes the access. 

Alternative 

Paths 

2A.1. The System verifies Actor is not an Admin. 

2A.2. The System ignores the request. 

3A.1. The System verifies there is no open access request for that user. 

3A.2. The System ignores the request. 
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UC 

7 

Name Revoke access 

Actors Admin users 

Preconditions 
1. The Actor has provided the credentials to access the system. 

2. The Actor has indicated the complaint he/she wants to interact with. 

Main Success 

Scenario 

1. The Actor clicks on “Revoke access” for the desired user. 

2. The System confirms the requester is an Admin. 

3. The System confirms the user for which the Actor wants to revoke the 

access has non-admin access. 

4. The System revokes the access. 

Alternative 

Paths 

2A.1. The System verifies Actor is not an Admin. 

2A.2. The System ignores the request. 

3A.1. The System verifies the user for which the Actor wants to revoke 

the access is an Admin or do not have access. 

3A.2. The System ignores the request. 

 

 5.2 Technologies and Tools 

 

The previous chapter has shown why blockchain can be beneficial to develop a system with 

the potential to empower victims of workplace harassment, encouraging them to come forward. It 

also explained why public blockchains, instead of a private one, are preferred for this specific 

application, but a particular solution was not indicated in the discussion. This is because there is 

not a single answer to which one should be used, as there might be multiple existing solutions that 

can be used in the described architecture, to build a decentralized and trust-free blockchain layer 

to the system. To develop the POCs, Ethereum [5] was chosen.  

Ethereum has a large and active community, it has a high number of nodes running 

worldwide [50], and no centralized organization controls it. It is a transaction-based state machine, 

meaning that the state – which can include any information that can be represented by a computer 

- is modified incrementally as transactions (i.e. cryptographically-signed instructions created by 

external actors) are executed. The transactions are stored in blocks, which are chained using a 

cryptographic hash [51]. The decision of which block should be added next is made through 

mining, using a cryptographically secure proof called Proof-of-Work. The incentive to computation 
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is done through the transmission of value using Ethereum built-in currency Ether, defined as being 

1018 Wei – smallest sub denomination of Ether [51]. 

The state in Ethereum is a mapping between the state of the accounts – which includes a 

nonce (i.e. the number of transactions sent from the account), Ether balance, contract code if 

present, and storage [52] – and their addresses [51].  Two types of accounts are found in Ethereum. 

Private keys control externally owned accounts. Messages can be sent from these accounts by 

creating transactions that need to be signed by the sender. To send transactions, users need to pay 

transaction fees - specified in terms of gas, the fundamental network cost unit [51]- calculated 

according to the resources consumed by the transaction, such as computation and storage. For each 

transaction, the user sets the maximum number of computational steps of code execution allowed; 

in other words, the gas allowance. Besides that, the gas price – the value the sender wants o pay 

per computational step – is also set. The transaction fee will be given by the amount of gas 

necessary to perform the transaction multiplied by the price. These fees are paid using Ether. The 

second type of account is a contract account, and it is controlled by the contract code, which is 

activated when the account receives a message [52]. This support to smart contracts makes it 

possible to use Ethereum to build applications that rely on it as a backend for storage, as well as 

program logic.  

For the application described in this work, Ethereum is going to be used to store the message 

digests of documents related to workplace harassment complaints. It will also store information on 

which stakeholders declared their knowledge about these files and the acceptance of users (e.g. the 

selected examiner and investigator) by the involved parties. All the logic and business rules, such 

as who should be able to change the message digest for each document and when, will be 

programmed in a smart contract that will run on-chain. The language used in the smart contract 

will be Solidity, the most popular language on Ethereum [53]. Remix [45] IDE is going to be used 

to develop and test the smart contract during the development phase.  

A client application – either a desktop or a mobile one, as discussed in Chapter 4 - needs to 

be developed to interact with the smart contract. For the POCs, the technology which is going to 

be used is Electron [54], an open-source software framework to build cross-platform desktop 

applications using JavaScript, HTML and CSS. The application will enable the users’ private keys 

to be stored and accessed on their computers. To interact with Ethereum, web3.js Ethereum 
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JavaScript API [55] is going to be used. The user interface will be built using React [56], a 

JavaScript library.  

The client application needs to have access to a node – clients that are part of the blockchain 

network - to exchange data with the blockchain. There are two types of nodes: full nodes and light 

nodes. The first verify and relay the transactions and blocks on the network, and they store the 

whole state of the blockchain, which demands time and resources. Light nodes, on the other hand, 

do not need to store the whole state. Instead, they download the block headers only and the branches 

related to transactions of interest to them. They can synchronize with the blockchain in less time, 

and they do not require as much storage and computational power [52, 57]. The access to a node 

can be done either by running a node or using a third-party hosted node from providers like Infura 

[58]. To build the POCs and test the proposed architecture, Infura will be used. Infrastructure 

providers like them run full nodes and make them available for developers to access Ethereum in 

a simple way. Although some argue that these providers represent a single centralized point of 

failure that goes against the decentralized blockchain philosophy [57], it serves well for testing. 

Should the company or other stakeholders decide to run and connect to their nodes in the future, 

the only necessary change will be altering the chosen node in the client application. It is vital to 

notice that sending the private key to a node not controlled by the user can compromise the solution. 

Since we opted for not running a node locally and using Infura instead, the transactions need to be 

signed locally.  

 

5.3 Implementation of the Use Cases 

 

This section will provide a discussion of the implementation of the use cases presented 

previously. It is divided into three parts. The first and second parts will overview the Smart 

contracts developed for POCs 1 and 2, respectively. The third part will provide an overview of the 

implementation of a user interface. 

 

5.3.1 Smart Contract: Fixed procedure 

 

The Smart Contract created for the fixed procedure was implemented to contain all the 

information for a single complaint. The version of the Solidity language that was used is v0.5, 

which is the latest fully developed version. It was designed to store the hashes of eight important 
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documents identified in the Code of Practice Detailing Procedures for Addressing Bullying in the 

Workplace from Ireland [4]. These hashes are stored in variables of the type bytes32. It also records 

the addresses –the public keys of Ethereum accounts - of the five different stakeholders. When the 

users interact with the contract, their addresses are used to check if they are authorized to perform 

the required transactions. Finally, the date and time of the declarations of knowledge provided by 

the stakeholders for relevant documents are also saved. The contract stores the block’s timestamp 

of the declarations – i.e. the number of seconds passed since the Unix EPOCh when the transaction 

was recorded to the blockchain. For the cases in which only one user is required to declare his or 

her knowledge, a simple uint is used to store the timestamp. One example is the notification 

document. As the involved parties, in this case, are only the complaint manager – which is the 

person who will create the evidence of the document -, and the alleged perpetrator, only this last is 

required to declare the knowledge about the notification. For the cases in which more than one user 

is required to declare the knowledge about a document, a mapping relating the user's address with 

the uint that represents the date and time of the declaration is used instead. Functions to manipulate 

the values of the variables described above, making sure that these manipulations only occur when 

the right conditions are met, were created, and they will be discussed next. 

When a user files a complaint (UC1), a new Smart Contract is deployed and, at that time, 

the constructor function, shown in Figure 5.8, is executed. The constructor: 

1. Sets the complainant's address as being the one of the user who signed the 

transaction to deploy the contract, value referred to as msg.sender (line 35). 

2. Saves the date and time of the deployment of the contract in dateTimeCreated (line 

36). 

3.  Saves the hash of the complaint document, which is received as an argument, in 

complaintDocHash (line 37).  

The moment of the deployment of the contract is the only time the constructor will be called. 
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Figure 5.8 Smart Contract (POC 1): variables and constructor function 

After the contract is deployed, having its address, the complainant can set the complaint 

manager by calling the function setManager(), shown in Figure 5.9. The function receives as an 

argument the address of the user who should be set as manager and: 

1. It checks if the person who sent the transaction is the complainant, as he/she is the 

only user authorized to perform this action (line 41). If this condition is not met, the 

execution of the function is dropped. 

2. It checks if the manager address was previously set because, once this is done, it 

cannot be altered (line 42). If this condition is not met, the execution of the function 

is dropped. 

3. If both conditions are met, the manager is set (line 43). 
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Figure 5.9 Smart Contract (POC 1): function to set manager 

Once the manager variable is set, he/she can start interacting with the contract. Following 

the logic sequence of how the complaint process occurs, his/her next steps will be declaring their 

knowledge about the complaint and setting the alleged perpetrator. Figure 5.10 shows the functions 

to perform these two actions. The function to declare knowledge about the complaint does not 

receive any arguments. Once it is called, the function: 

1. Checks if the user who signed the transaction is the manager or alleged perpetrator, 

which are the two users authorized to perform this action (line 48). If the user is not 

authorized, the function execution is dropped. 

2. Checks if the user has not previously declared his knowledge (line 49). If the user 

has already declared his knowledge, the function execution is dropped. 

3. If both conditions are met, the timestamp of the declaration is saved (line 50).  

The function to set the alleged perpetrator works similarly as the one to set the manager. 

However, the only user authorized to perform the transaction is the manager, instead of the 

complainant. Besides the steps mentioned before, both functions emit an event – lines 51 and 61-, 

indicating a change in the smart contract state. The first demonstrates that a user gave a declaration 

of knowledge about the complaint, and the second indicates that the manager set the alleged 

perpetrator. For the function used to set the manager, an event's emission was not necessary because 

when the complainant sets a manager, only one user – the complainant - is interacting with the 

contract. The emission of events can be interesting in this application, as they enable external 

clients to listen to these events. This means they can be notified when the condition specified by 

the event is met. As acting promptly is essential when a workplace harassment complaint is made, 

events were created for every function in the contract leading to a change in its state - except the 

one in Figure 5.9. Although this is out of the POC scope, in the future, the client application can 

be configured to listen to these events, and the stakeholders can be notified about their occurrence. 
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Figure 5.10 Smart Contract (POC 1): functions to declare knowledge about the complaint and set alleged 

perpetrator 

The function to generate evidence of the notification document is shown below, in Figure 

5.11. It receives the hash of the document as an argument and: 

1. Checks if the user is authorized to perform the transactions, similar to the other 

functions explained before (line 68).  

2. Sets timeKnowledgeNotificationDoc - which is the variable used to store the 

timestamp from the declaration of knowledge about the notification provided by the 

alleged perpetrator- to zero (line 69).  

3. Saves the hash of the document in the notificationDocHash state variable (line 70). 

4. Emits an event indicating the hash of the notification document has changed (line 

71). 

Step 2 enables the change of the hash stored if a mistake is made and the wrong hash is stored, for 

example. It is not desired to keep a declaration of knowledge given to a different hash than the 

manager's latest submission, so it is cleared – set to zero. It is crucial to notice that the blockchain 

keeps all the history of transactions. If someone changes the hash maliciously, the previous hash 

and declarations of knowledge provided to it can still be checked using block explorers. 

 

Figure 5.11 Smart Contract (POC 1) function to set the hash of the notification document 
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Figure 5.12 shows three functions. The first, used to declare the knowledge about the 

notification document, works similarly to declareKnowledgeComplainDoc(), explained before. 

The second function, used to set the initial examiner, is similar to setting the manager and alleged 

perpetrator. However, this time the timestamp of acceptance of the initial examiner is cleared. This 

enables the manager to change the initial examiner, if necessary, similarly to the approach used for 

setNotificationDocHash() explained above. Note that this mechanism is not adopted for the 

manager and the alleged perpetrator because they, and the complainant, are interested parties that 

cannot be changed and do not need the approval to be part of the process. The initial examiner and 

the investigator, on the other hand, will be responsible for analyzing the facts that will direct the 

decision of actions to be taken. This needs to be done fairly, and in a nonbiased way, so the 

complainant and alleged perpetrator should indicate they do not see a conflict of interest in the 

initial examiner and investigator's choice. The third function in Figure 5.13 is the function created 

to set the timestamp of acceptance of the initial examiner. Similarly to the other functions to declare 

knowledge about documents, if the user who calls the function has already done so and acceptance 

was not cleared by a change in the initial examiner, the function's execution is dropped, and the 

original timestamp is preserved. 

 

Figure 5.12 Smart Contract (POC 1): functions to declare knowledge about notification document, set 

and accept the initial examiner 
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 The first function shown in Figure 5.13 is used to create evidence of the document, which 

indicates the appropriate course of action. It works similarly to other functions to set document 

hashes. The difference is that this time, for the hash to be set by the initial examiner, the 

complainant and alleged perpetrator need to have declared they accept the proposed initial 

examiner by the time he or she calls that function. The same strategy is used in functions called by 

the investigator to set hashes of documents.  

Figures 5.13 to 5.18 show the other functions that make changes to the state of the smart 

contract. All of them used logic similar to the ones discussed previously in this section. Figures 

5.19 to 5.21 show functions developed to query all the variables in the smart contract. 

 

Figure 5.13 Smart Contract (POC 1): functions to set the hash of the document containing the course of 

action and accept the course of action 

 

Figure 5.14 Smart Contract (POC 1): functions to set the investigator and accept the investigator 
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Figure 5.15 Smart Contract (POC 1): functions to set the hash of the document containing the terms of 

reference and timeframe and accept it 

 

Figure 5.16 Smart Contract (POC 1): functions to set the hash of the document containing the 

investigation findings and declare knowledge about it 
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Figure 5.17 Smart Contract (POC 1): functions to set the hash of the document containing the comments 

on the investigation report and declare knowledge about them 

 

Figure 5.18 Smart Contract (POC 1): functions to set the hash of the document containing the 

management's final actions and to declare knowledge about it 
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Figure 5.19 Smart Contract (POC 1):  functions to retrieve data from the contract – part 1 

 

Figure 5.20 Smart Contract (POC 1):  functions to retrieve data from the contract – part 2 
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Figure 5.21 Smart Contract (POC 1):  functions to retrieve data from the contract – part 3 

 

5.3.2 Smart Contract: Flexible procedure 

 

The Smart Contract created for the flexible procedure was also implemented to contain all 

the information for a single complaint and used the latest fully developed version of Solidity. As 

explained before, this contract's idea is to enable its use for diverse procedures, which includes 

enabling an unknown number of users to gain access to it. Two lists of addresses were created to 

make that possible, as shown in Figure 5.22, named admins and users. The first one stores the 

addresses of the users who cannot have their accesses revoked and responsible for approving other 

users' access, while the second one holds the addresses of non-admin users.  

The design also makes it possible to create as many document pieces of evidence as wished. 

The hashes of these documents are stored in variables of the type bytes32, which are part of a struct 

– a custom-defined type that can be used to group several variables. This struct – which can be 

seen in Figure 5.22 and is named Document – also contains three other variables: the address of 

the owner of the document, which is the person who created the evidence for that document; a uint 

containing the date and time the evidence was created; and a mapping in which the keys are the 

addresses of the users which declared their knowledge about that specific document and the value 

is the date and time when the declaration occurred. A list of the document structs created in a 

contract is stored in the variable documents. 

The second struct is seen in Figure 5.22 – UserRequests – was created to store access 

requests. It includes four variables: the address of the user for which the access request was opened; 

a uint that specifies the access type requested for the user – which is one if admin or two if not -; a 

uint which represent the current number of approvals the request has – all admins need to approve 

a request before it is granted -; and a mapping in which the key is the address of the admins which 

gave their approval and the value is the date and time of the approval. The list userRequests stores 

all the open requests for a contract. 

Besides the variables explained above, four other mappings are used in the contract: 

• userAddrToType: Gives the access type of a user. The key is the user address and 

the value is the type of access that the user has - 1 if admin or 2 if not. 
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• requestPosition: Gives the position an access request occupies in the list of open 

access requests. The key is the address of the user with an open request and the 

value is the position in the list. 

• userPosition: Gives the position of the address of a user in the users’ list. The key 

is the address of the user, and the value is the position. 

• documentPosition: Gives the position of a document in the list of Documents’ 

evidence. The key is the hash of the document, and the value is the position. 

The last three mappings presented above are used to avoid having to use loops to find information 

about users, requests, and documents. 

 

Figure 5.22 Smart Contract (POC 2): variables and the constructor function 

The last piece of code shown in Figure 5.22 is the constructor function, which is called once 

when the contract is deployed. This function: 

1. Adds the address of the user who created the contract to the admins’ list (line 32). 



71 
 

2. Includes the appropriate user type for him or her in the mapping userAddrToType 

(line 33). 

3. Sets the date and time of the creation of the contract (line 34). 

4. Creates the evidence for the document hash - received as an argument when the 

contract is created (line 35). 

5. Stores the position in which the document can be found in the documents’ list (line 

36). 

The first function from the code shown in Figure 5.23 is used to create evidence of 

documents. This function receives the hash of the file for which the user wants to generate 

evidence. It creates an instance of the struct Document containing the information for that 

document, inserts it on the list of documents and stores the position in the list occupied by that 

document in the mapping documentPosition. Only authorized users – either admin or not – are 

allowed to create evidence. The function also checks if evidence of that document was produced 

before – lines 41 and 42 of the code.  If the user is not authorized or evidence already exists, the 

function's execution is dropped.  

 

Figure 5.23 Smart Contract (POC 2): functions to create evidence and request access 
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Also, Figure 5.23 shows the function used to request access to the contract for new users. 

This function receives the address of the person for whom the access is being requested and the 

type of access that is being requested. The function: 

1. Checks if the person who sent the request is an authorized user (line 52). If this 

requirement is not met, the function execution is dropped. 

2. Checks if there is an open access request for that address (line 53). If this 

requirement is not met, the function execution is dropped. 

3. Checks if the person identified by that address is already a user (line 54). If this 

requirement is not met, the function execution is dropped. 

4. Checks if the user who submitted the request is an admin (line 55).  

a. In case it is: 

i.  the function checks if he or she is the only admin (line 56). If this 

is true, the length of the admins' list will be equal to one. If the 

requester is the only admin, no other approval is necessary, and the 

access type requested is automatically granted to the user (lines 57 

to 64).  

ii. If the requester is an admin, but not the only one, an access request 

is created and the approval of the user who submitted the request is 

granted (lines 65 to 69). In this case, the person for which the access 

was requested will not become an authorized user until all the admin 

approvals are granted. 

b. If the requester is not an admin at all, the access request is created (lines 70 

to 73). In this case, the person for which the access was requested will not 

become an authorized user until all the admin approvals are granted. 

5. Emits an event indicating an access request was made (line 74). 

Figure 5.24 shows two functions. The first one is used to declare knowledge about 

documents. It receives the hash of the file for which the declaration is being given. The function 

checks if the sender is an authorized user and has not declared knowledge about that document 

before. If it passes the requirements, the date and time of the declaration are saved.  
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Figure 5.24 Smart Contract (POC 2): functions to declare knowledge and accept access requests  

The second function show in Figure 5.24 is used to accept access requests. It receives the 

address of the person for which the sender wants to register an approval. The function: 

1. Checks if the user who called the function is an admin (line 91). If it is not, the 

execution is dropped. 

2. Checks if an open request exists for the address received (line 92). If it does not, 

the execution is dropped. 

3. Checks if the user who called the function has not approved the request for the 

address received (line 93). If the approval was already given, the execution is 

dropped. 

4. Checks if the approval that is  being granted at the time is the last one pending (line 

94) 

a. If it is, it grants the access type requested (lines 95 to 108) and deletes the 

access request (lines 109 to 112).  
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b. If there are more approvals pending, it saves the date and time of the 

sender’s approval - the user who called the function (lines 113 to 116). 

5. Emits an event indicating a request was accepted (line 117). 

Figure 5.25 shows two functions. The first is used to reject an access request and the second 

to revoke access previously granted. Both receive an address, the first corresponding to the user 

which access request will be rejected and the second to the user which access will be revoked. Both 

check if the sender is an admin. The first also check if an open access request exists for that address 

and the second if an authorized non-admin user owns the address. If the requirements are met, the 

first one deletes the request for the address, and the second removes the address from the authorized 

users. 

 

Figure 5.25 Smart Contract (POC 2): functions to reject access requests and revoke access 

Finally, the last part of the code, shown in Figure 5.26, are the functions created to get 

information from the complaint. 
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Figure 5.26 Smart Contract (POC 2): functions to retrieve data from the contract 

 

5.3.3 Client Application 

 

As explained in section 5.2, the client applications for the Proofs of Concept were 

developed using Electron [54], React [56], web3.js Ethereum JavaScript API [55], and Infura [58] 

as the provider. The client applications for both POCs were built mainly as auxiliary tools to help 

during the evaluation phase of this work and to test the ideas this work proposed. However, for it 

to be ready to use by the stakeholders involved in reporting and investigating harassment 

complaints, there are still numerous improvements that are necessary. In this section, the interfaces 

developed will be shown, and we will discuss some of the required improvements. 

Figure 5.27 shows the initial look of the client app for the first POC. At this point, the 

application shows the functionalities which are available for all the stakeholders. They can create 

an Ethereum account by providing a password. The password is used to encrypt the account object, 

created using the package web3.eth.accounts from web3.js. An encrypted file with the user’s 

account information is created, and the user can save it where wished. Later, to interact with the 

smart contract, the user can set the blockchain account to be used by choosing the file containing 

the account object and providing the password used to encrypt it – functionality which is also 
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shown in Figure 5.27. The application will then use the provided data to decrypt the file and access 

the user’s private key, which it will use to sign all the transactions locally.  

The user must specify the address of the contract with which he or she wants to interact, 

using the field with the title Set Contract Address. Under the title Complaint Data, the user can 

click on the button Get Data, once the contract address is set, to view updated data stored by the 

contract, such as the hash of the documents for which evidence was created. Finally, to see the 

remaining functionalities available for their user type, the users can select their type using the 

interface. 

Figures 5.28 to 5.32 shows the interface after the user selects the different user types 

available.  The functionalities available for the various stakeholders can be divided into three types: 

creation of evidence, provision of access to the contract and, last, declarations of knowledge and 

acceptance. The implementation of the client application portion is very similar among the 

functionalities in each group. An overview of the implementation will be described next.  

 

Figure 5.27 UI (POC 1): no user type selected 
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Figure 5.28 UI (POC 1): after selecting Complainant user type 

 

Figure 5.29 28 UI (POC 1): after selecting Manager user type 
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Figure 5.30 UI (POC 1): after selecting Alleged Perpetrator user type 

 

Figure 5.31UI (POC 1): after selecting Initial Examiner user type 
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Figure 5.32 UI (POC 1): after selecting Investigator user type 

For the creation of evidence, when the user selects the file, the app generates the hash of 

the document using the SHA-256 hash function. When the user clicks on the button to create the 

evidence, the smart contract's appropriate function is called, passing the generated hash as a 

parameter. The transaction is signed locally with the user’s private key – as explained before, the 

private key does not have to be sent to the node run by Infura - and sent to the blockchain using the 

method sendSignedTransaction from the web3-eth package. Of all the functionalities which 

generate the evidence of a document, the slightly different one is seen in Figure 5.28 with the title 

Create New Complaint. In this case, the process is similar, but it triggers the creation of a new 

contract rather than submitting a transaction to an existing one.  

When it comes to the functionalities used to provide access to the contract, the users provide 

the blockchain address of the person they want to grant access to. When the button is clicked, the 

smart contract's appropriate function is called according to the user type that will be provided for 

that user, passing the address as a parameter. Again, the transaction is signed locally and sent to 

the blockchain after that. The functionalities used to submit declarations of knowledge and user 

acceptance are the simplest ones. The user does not have to provide any other information besides 

their credentials. By clicking the appropriate button, the respective smart contract function is called 

– none of them have arguments -, the transaction is signed using the user’s credentials and it is sent 

to the blockchain. 



80 
 

The client application built for the second POC is very similar to the one demonstrated 

above. It was developed by making slight modifications to the app built for the first POC. Although 

the smart contract, in this case, was created in a flexible way to fit different procedures, the client 

application was focused on applying this flexible contract to the specific needs of the same 

procedure used for the first POC. This is because later, in the experiments’ chapter, the costs of 

using each contract will be compared using the same general workflow. Besides that, this work 

wants to demonstrate that, although the flexible smart contract can fit various procedures, the client 

app can still be tailored to suit a specific process and show what is involved in making it work. 

Figure 5.33 shows the first difference between the first and second POCs. For the second 

POC, as the contract itself does not identify the user type – i.e. complainant, manager, alleged, 

perpetrator, and so on – that each address represents, there must be a way for the application to 

access this information. When displaying which users declared their knowledge or approval about 

a document, for example, having only the addresses being shown can make it hard for the users to 

identify the person behind these declarations. For the sake of simplicity, this work simply included 

fields for the user to input the addresses.  

 

Figure 5.33 UI (POC 2): no user type selected 

These addresses are then used to inform the dates and times of the declarations according 

to the user type, as shown in Figure 5.34. Ideally, the mapping of user roles and their addresses 
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should be stored in a database or locally to avoid the user inputting this information every time 

they open the application. 

 

Figure 5.34 UI (POC 2): Declarations and Acceptances example 

Another difference can be seen in Figure 5.35: the second POC offers the possibility of 

accepting an access request. In POC 1, only the investigator and initial examiner needed to have 

their access approved before interacting with the contract. In POC 2, the contract itself does not 

carry the information of which user is an initial examiner or investigator – these roles might not 

even exist depending on the procedure. Therefore, every person needs to have the access approved 

by all the admins to interact with the contract. So instead o having a button to accept the initial 

examiner and investigator – which was the chosen design for POC 1 – the users need to specify the 

address they want to approve in POC 2. This approach was a simple way to adapt the client 

application. However, having the relation of the addresses to the user roles, as discussed before, it 

is possible to implement a similar strategy to the one used in the first POC, which would be more 

user friendly.  

Besides that, the flexible smart contract allows access requests to be rejected and enables 

admins to revoke non-admin users' access. Thus, these options were also included in POC 2. The 

first smart contract does not provide these functionalities; however, it allows the investigator and 

initial examiner to be replaced by using the option Set Investigator/Initial Examiner (Figure 5.29) 
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to set a new address, as this will also remove the old one. These users will need to have their 

accesses revoked separately when using the flexible smart contract. The functionalities to accept 

and reject access requests and to revoke access are available on the client application when the 

select user type is Complainant, Manager or Alleged Perpetrator – which are the users that cannot 

have their accesses revoked and thus will be Admins. The investigator and initial examiner, in this 

case, will have non-admin access. 

 

Figure 5.35 UI (POC 2): after selecting Complainant user type 

The remaining differences found in POC 2 are “hidden” and cannot be seen by the look of 

the user interface. The creation of evidence will always involve calling the same smart contract 

function in POC 2, contrary to what happens with the smart contract used in POC 1. Again, the 

flexible smart contract does not store which hash represents each kind of document. Ideally, this 

information should be stored somewhere, like the relation of addresses and user types. When 

building the POC, this information was hardcoded for testing, and the interface itself presents no 

difference for the user in this case.   

The same approach was used for the declarations of knowledge; hardcoded information was 

used to identify which document the users wanted to declare their knowledge about. We also kept 

the access requests interface the same – e.g. set manager option in Figure 5.35. In this case, the 

difference is that all the functionalities that create an access request call the same function on the 
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smart contract. Besides that, instead of passing only the user address to the function, we specify if 

the request is for an admin – when the users are setting the manager and alleged perpetrator - or 

non-admin access – when they are setting the initial examiner and investigator.  
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CHAPTER 6  

 

EXPERIMENTS, RESULTS AND DISCUSSIONS 

 

To test the implementation of both POCs proposed in chapter 5, the experiments described in this 

chapter were conducted. The experiments were planned to achieve the last objective of this work: 

evaluate functionalities, performance in terms of latency, and costs of the two POCs. This chapter 

was divided into three sections. The first describes the experiments conducted, the second presents 

the results and relevant discussion, and the last provides a summary of the experiments and 

findings. 

 

6.1  Experiments 

 

 In this section, this work will present the methodology used in the experiments. They were 

divided into two parts. The first part, described in section 6.1.1, includes the description of an 

experiment focused on verifying the functionalities proposed for each POC. However, gas 

consumption will also be recorded in this experiment and will be used in the cost evaluation. The 

second part, section 6.1.2, describes an additional experiment that will be used to evaluate and 

compare the costs related to the use of the smart contract created for each POC. It is important to 

highlight that experiments to check the latency will not be performed at this time. It is known that 

the use of blockchain implicates in higher latency, making the blockchain the bottleneck in the 

system when it comes to response times. However, recent results published by Silva [28] 

demonstrated that the delay to retrieve data from Ethereum public blockchain is very low – in the 

range of milliseconds –, and that transaction confirmation times – in other words, the delay when 

sending data to the blockchain - can be reduced by increasing the gas price offer. Silva [28] 

performed extensive experiments. He was able to keep the transaction confirmation times in his 

application under one minute by offering a gas price of 12 Gwei – which is equal to 0.000000012 

ether. Silva´s results demonstrate that the latency related to the use of Ethereum is not high enough 

to make our solution unfeasible. A delay in the range of seconds, or even a few minutes, will not 

compromise the usability of the application proposed here.  For this reason, no experiments to 

check the latency are included in this chapter. However, we should emphasize that the specific gas 



85 
 

price amount that will be enough to keep the latency in a reasonable range is related to the network 

dynamics and can vary. 

 There are multiple test networks available, which emulate the behaviour of Ethereum, 

without the costs associated with it and usually with faster processing times [28]. To perform the 

experiments, it was decided to use Görli Testnet [59]. As demonstrated by Silva [28], the Gas 

consumption calculations of this network – which will be used to evaluate the cost of the solutions, 

as part of the third objective from this work - are accurate. That makes Görli a good choice for the 

execution of experiments. 

 Six accounts were used to perform the experiments. They are shown in Table 6.1. Funds 

were added to these accounts using Görli Testnet Faucet [60].  

Table 6.1 Accounts used in the experiments 

User Address 

1 0x207c2FD7834a88197224571299EC9e86e5Fc03Db 

2 0xd2b240cF2A7D65546eF63E2D561BCB902713C444 

3 0xbe2e3B343C183EF77725bCB955278c5Af527d7A7 

4 0x2FC88A60CC4E50226e522033E3D991eC7f336084 

5 0x1A82f977d503D013068D2545e98F305F52873C40 

6 0x37De7eB7cC0654Eb964391a5c216BF2c9B9E29BF 

 

To perform the experiments, a machine with processor Intel® Core™ i7-4700MQ CPU @ 

2.40GHz 2.40 GHz, operating system Windows 10 Home, 12GB of installed RAM and system 

type 64-bit operating system, x64-based processor was used. However, the machine specifications 

should not influence the results of the experiments described in this section. 

 

6.1.1  Experiments to verify functionalities  

 

Ensuring that the system works according to the specifications is very important, especially 

given that once a smart contract is deployed, it cannot be changed. This work proposes Experiment 

1 to reach part of this work's third objective: verify if the smart contracts from each POC can deliver 

the functionalities presented in chapter 5. This experiment will be done using the following 

methodology: 

1. Create a test set to verify if the smart contracts deliver the proposed functionalities 

as expected, covering all use cases, including all the alternative paths.  
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2. Perform the experiments using Görli Testnet. Follow the exact order specified in 

the test sets. The tests' order matters, as they create the appropriate conditions to 

cover all the use cases and alternative paths. 

3. After each test, verify if the result was as expected and record this information.  

4. Use Etherscan to get the gas consumption for each transaction and record them. 

Step 4 was included because, besides verifying if the smart contracts deliver the functionalities 

correctly, the transactions performed in this experiment will also be used in the evaluation of the 

costs incurred from the use of each contract.  

It is important to mention that the date and time of the experiments' execution are not 

relevant to this work. As explained before, the gas consumption of each transaction is calculated 

according to the resources consumed by that transaction, such as computation and storage. These 

resources are not affected by the date/time in which the experiments are conducted. Besides that, 

the gas price used for the transactions is also not relevant at this point, as the cost is going to be 

analyzed in terms of gas consumption only. Last, it should be clarified that this set of experiments 

will be performed only once for each POC, as it is meant to verify the functionalities, and the 

contract's behaviour does not change over time, given that its state is the same at the time each test 

is performed. 

Tables 6.2 and 6.3 show the test sets created for each POC. The first columns of both tables 

include the number of the test, the second include a description of the test itself, and the third 

specifies the use case which is being tested. The fourth column is used to identify the actor who 

will perform the action. However, some entries in this column specify the actor which cannot be 

used instead of the actor who should be acting. This is because some tests are used to verify if the 

functions block users who are not authorized to perform some actions as expected. Finally, the fifth 

column includes a description of the result expected from each test, according to the use case 

descriptions.  

Table 6.2 Set of tests to verify the functionalities of POC 1 

# Test Use Case Actor Expected Result 

1 File complaint UC 1 - MSS Complainant 
Smart contract is deployed, hash is saved, user 
who filed complaint is set as complainant 

2 Set manager UC 2 - AP 1 NOT Complainant Manager is not set (not authorized) 

3 Set manager UC 2 - MSS Complainant Manager is set 

4 Set manager UC 2 - AP 2 Complainant Manager is not set (previously set) 
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5 Declare knowledge - complaint UC 3 - MSS Complaint Manager Date/time of declaration is saved 

6 Declare knowledge - complaint UC 3 - AP 2 Complaint Manager Request is ignored (declaration previously given) 

7 Set Alleged Perpetrator UC 4 - AP 1 NOT Complaint Manager Request is ignored (not authorized) 

8 Create evidence - notification UC 5 - AP 1 NOT Complaint Manager Request is ignored (not authorized) 

9 Set Alleged Perpetrator UC 4 - MSS Complaint Manager Alleged perpetrator is set 

10 Create evidence - notification UC 5 - MSS Complaint Manager Hash is saved 

11 Set Alleged Perpetrator UC 4 - AP 2 Complaint Manager Manager is not set (previously set) 

12 Declare knowledge - notification UC 6 - AP 2 NOT Alleged Perpetrator Request is ignored (not authorized) 

13 Declare knowledge - notification UC 6 - MSS Alleged Perpetrator Date/time of declaration is saved 

14 Declare knowledge - notification UC 6 - AP 1 Alleged Perpetrator Request is ignored (declaration previously given) 

15 Create evidence - notification UC 5 - AP 2 Complaint Manager Hash is saved, declaration is cleared 

16 Declare knowledge - notification UC 6 - MSS Alleged Perpetrator Date/time of declaration is saved 

17 Declare knowledge - complaint UC 3 - MSS Alleged Perpetrator Date/time of declaration is saved 

18 Declare knowledge - complaint UC 3 - AP 1 
NOT Complaint 
Manager/Alleged Perpetrator 

Request is ignored (not authorized) 

19 Set initial examiner UC 7 - AP 1 NOT Complaint Manager Request is ignored (not authorized) 

20 Set initial examiner UC 7 - MSS Complaint Manager Initial examiner is set 

21 Accept Initial Examiner UC 8 - MSS Complainant Date/time of declaration is saved 

22 Set initial examiner UC 7 - AP 2 Complaint Manager Initial examiner is set, declaration is cleared 

23 Create evidence - course of action UC 9 - AP 2 Initial examiner Request is ignored (declarations missing) 

24 Accept Initial Examiner UC 8 - MSS Complainant Date/time of declaration is saved 

25 Create evidence - course of action UC 9 - AP 2 Initial examiner Request is ignored (declarations missing) 

26 Accept Initial Examiner UC 8 - MSS Alleged Perpetrator Date/time of declaration is saved 

27 Accept Initial Examiner UC 8 - AP 2 Alleged Perpetrator Request is ignored (declaration previously given) 

28 Accept Initial Examiner UC 8 - AP 1 
NOT Complainant/Alleged 
Perpetrator 

Request is ignored (not authorized) 

29 Create evidence - course of action UC 9 - AP 1 NOT Initial Examiner Request is ignored (not authorized) 

30 Create evidence - course of action UC 9 - MSS Initial examiner Hash is saved 

31 Declare acceptance - course of action UC 10 - MSS Alleged Perpetrator Date/time of declaration is saved 

32 Create evidence - course of action UC 9 - AP 3 Initial examiner Hash is saved, declaration is cleared 

33 Declare acceptance - course of action UC 10 - MSS Alleged Perpetrator Date/time of declaration is saved 

34 Declare acceptance - course of action UC 10 - MSS Complainant Date/time of declaration is saved 

35 Declare acceptance - course of action UC 10 - AP 1 
NOT Complainant/Alleged 

Perpetrator 
Request is ignored (not authorized) 

36 Declare acceptance - course of action UC 10 - AP 2 Alleged Perpetrator Request is ignored (declaration previously given) 

37 Set investigator UC 11 - AP 1 NOT Complaint Manager Request is ignored (not authorized) 

38 Set investigator UC 11 - MSS Complaint Manager Investigator is set 
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39 Accept investigator UC 12 - MSS Complainant Date/time of declaration is saved 

40 Set investigator UC 11 - AP2 Complaint Manager Investigator is set, declaration is cleared 

41 
Create evidence - terms of reference 
and timeframe 

UC 13 - AP 2 Investigator Request is ignored (declarations missing) 

42 Create evidence - investigation report  UC 15 - AP 2 Investigator Request is ignored (declarations missing) 

43 Accept investigator UC 12 - MSS Complainant Date/time of declaration is saved 

44 
Create evidence - terms of reference 

and timeframe 
UC 13 - AP 2 Investigator Request is ignored (declarations missing) 

45 Create evidence - investigation report  UC 15 - AP 2 Investigator Request is ignored (declarations missing) 

46 Accept investigator UC 12 - MSS Alleged Perpetrator Date/time of declaration is saved 

47 Accept investigator UC 12 - AP 2 Alleged Perpetrator Request is ignored (declaration previously given) 

48 Accept investigator UC 12 - AP 1 
NOT Complainant/Alleged 

Perpetrator 
Request is ignored (not authorized) 

49 
Create evidence - terms of reference 

and timeframe 
UC 13 - AP 1 NOT Investigator Request is ignored (not authorized) 

50 Create evidence - investigation report  UC 15 - AP 1 NOT Investigator Request is ignored (not authorized) 

51 
Create evidence - terms of reference 
and timeframe 

UC 13 - MSS Investigator Hash is saved 

52 
Accept terms of reference and 
timeframe 

UC 14 - MSS Alleged Perpetrator Date/time of declaration is saved 

53 
Create evidence - terms of reference 
and timeframe 

UC 13 - AP 3 Investigator Hash is saved, declaration is cleared 

54 
Accept terms of reference and 

timeframe 
UC 14 - MSS Complainant Date/time of declaration is saved 

55 
Accept terms of reference and 

timeframe 
UC 14 - MSS Alleged Perpetrator Date/time of declaration is saved 

56 
Accept terms of reference and 

timeframe 
UC 14 - AP 1 

NOT Complainant/Alleged 

Perpetrator 
Request is ignored (not authorized) 

57 
Accept terms of reference and 

timeframe 
UC 14 - AP 2 Alleged Perpetrator Request is ignored (declaration previously given) 

58 Create evidence - comments UC 17 - AP 1 Alleged Perpetrator Request is ignored (hash of report not set) 

59 Create evidence - investigation report  UC 15 - MSS Investigator Hash is saved 

60 
Declare knowledge - investigation 

report 
UC 16 - MSS Alleged Perpetrator Date/time of declaration is saved 

61 Create evidence - investigation report  UC 15 - AP 3 Investigator Hash is saved, declaration is cleared 

62 
Declare knowledge - investigation 
report 

UC 16 - MSS Alleged Perpetrator Date/time of declaration is saved 

63 
Declare knowledge - investigation 
report 

UC 16 - MSS Complaint Manager Date/time of declaration is saved 

64 
Declare knowledge - investigation 
report 

UC 16 - MSS Complainant Date/time of declaration is saved 

65 
Declare knowledge - investigation 

report 
UC 16 - AP 1 

NOT Complainant/Alleged 

Perpetrator/Complaint 

Manager 

Request is ignored (not authorized) 

66 
Declare knowledge - investigation 
report 

UC 16 - AP 2 Complainant Request is ignored (declaration previously given) 

67 Create evidence - comments UC 17 - AP 2 
NOT Complainant/Alleged 
Perpetrator 

Request is ignored (not authorized) 

68 Create evidence - comments UC 17 - MSS Alleged Perpetrator Hash is saved 

69 
Declare knowledge - comments 

(alleged perpetrator) 
UC 18 - MSS Complaint Manager Date/time of declaration is saved 

70 
Declare knowledge - comments 

(alleged perpetrator) 
UC 18 - AP 1 NOT Complaint Manager Request is ignored (not authorized) 

71 Create evidence - comments UC 17 - AP 3 Alleged Perpetrator Hash is saved, declaration is cleared 
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72 
Declare knowledge - comments 
(alleged perpetrator) 

UC 18 - MSS Complaint Manager Date/time of declaration is saved 

73 Create evidence - comments UC 17 - MSS Complainant Hash is saved 

74 
Declare knowledge - comments 
(complainant) 

UC 18 - MSS Complaint Manager Date/time of declaration is saved 

75 Create evidence - comments UC 17 - AP 3 Complainant Hash is saved, declaration is cleared 

76 
Declare knowledge - comments 

(complainant) 
UC 18 - MSS Complaint Manager Date/time of declaration is saved 

77 
Declare knowledge - comments 

(complainant) 
UC 18 - AP 2 Complaint Manager Request is ignored (declaration previously given) 

78 Create evidence - final actions UC 19 - AP 1 NOT Complaint Manager Request is ignored (not authorized) 

79 Create evidence - final actions UC 19 - MSS Complaint Manager Hash is saved 

80 Declare knowledge - final actions UC 20 - MSS Complainant Date/time of declaration is saved 

81 Declare knowledge - final actions UC 20 - AP 2 Complainant Request is ignored (declaration previously given) 

82 Create evidence - final actions UC 19 - AP 2 Complaint Manager Hash is saved, declaration is cleared 

83 Declare knowledge - final actions UC 20 - MSS Complainant Date/time of declaration is saved 

84 Declare knowledge - final actions UC 20 - MSS Alleged Perpetrator Date/time of declaration is saved 

85 Declare knowledge - final actions UC 20 - AP 1 
NOT Complainant/Alleged 
Perpetrator 

Request is ignored (not authorized) 

 

Table 6.3 Set of tests to verify the functionalities of POC 2 

# Test Use Case Actor Expected Result 

1 File complaint UC 1 - MSS Complainant 
Smart contract is deployed, hash is saved, user 

who filed complaint is given admin access 

2 Create evidence - complaint UC 2 - AP 2 Complainant Evidence is not created (already exists) 

3 Create evidence - any file UC 2 - AP 1 Person with no access Request is ignored (not authorized) 

4 
Create evidence - any file except 
complaint 

UC 2 - MSS Complainant Evidence is created 

5 Request non-admin access for a user UC 3 - MSS Complainant 
Request is made, access is automatically granted 
(complainant is the only admin) 

6 Request admin access for manager UC 3 - AP 1 Person with no access Request is ignored (not authorized) 

7 Request admin access for manager UC 3 - MSS Complainant 
Request is made, access is automatically granted 

(complainant is the only admin) 

8 Request admin access for manager UC 3 - AP 2 Complainant Request is ignored (user already has access) 

9 Declare knowledge - complaint UC 4 - AP 1 Person with no access Request is ignored (not authorized) 

10 Declare knowledge - complaint UC 4 - MSS Manager Date/time of declaration is saved 

11 
Request admin access to alleged 

harasser 
UC 3 - MSS Manager Request is made 

12 Accept access request UC 5 - AP 1 Person with no access Request is ignored (not an authorized admin) 

13 Accept access request UC 5 - AP 1 User with non-admin access Request is ignored (not an authorized admin) 

14 Accept access request UC 5 - AP 2 Manager 
Request is ignored (approval already given by the 
manager - created the request) 

15 Accept access request UC 5 - MSS Complainant 
Request is accepted, admin access is granted to 
the alleged harasser 

16 Request access for a user UC 3 - MSS Complainant Request is made 
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17 Revoke access request UC 6 - AP 1 User with non-admin access Request is ignored (not an authorized admin) 

18 Revoke access request UC 6 - AP 1 Person with no access Request is ignored (not an authorized admin) 

19 Revoke access request UC 6 - MSS Manager Access request is deleted. 

20 
Revoke access request for a user that 

does not have an open access request 
UC 6 - AP 2 Manager 

Request is ignored (no access request for the 

user) 

21 Revoke access of a non-admin user UC 7 - AP 2 Person with no access Request is ignored (not authorized) 

22 Revoke access of a non-admin user UC 7 - AP 2 User with non-admin access Request is ignored (not authorized) 

23 Revoke access of a non-admin user UC 7 - MSS Manager Access is revoked. 

24 Revoke manager’s access UC 7 - AP 2 Complainant Request is ignored (cannot revoke admin access) 

25 Revoke access of a user with no access UC 7 - AP 2 Complainant Request is ignored (user has no access) 

 

6.1.2  Experiment to verify costs 

 

Besides recording the prices for each transaction in the experiment described in the previous 

section, an additional investigation is necessary to understand better and compare the costs incurred 

from each contract's use. This experiment – referred to as Experiment 2 – will be conducted using 

the following methodology: 

1. Create a general workflow based on the procedure suggested by the Code of Practice 

Detailing Procedures for Addressing Bullying in the Workplace from Ireland [4]. 

2. Use each POC to execute this general workflow on Görli Testnet. 

3. Use Etherscan to get the gas consumption for each step executed using each POC. 

This experiment aimed to create a comparable workflow to analyze the cost differences 

between the two proposed solutions. The general workflow created can be seen in Figure 6.1. The 

steps required to achieve the same results using both POCs are approximately the same, except for 

one additional step highlighted in blue in Figure 6.1, which is necessary when using POC 2. This 

experiment will enable a comparison of the total costs incurred from the use of blockchain in each 

POC for a single complaint. This experiment will also be performed only once. It is used to measure 

the transactions' gas consumption – the number of computational steps used by it. If a transaction 

is performed twice under the exact same conditions and the contract is in the exact same state when 

they are performed, the computational steps required to execute should be the same. For this reason, 

performing the experiment once should be enough to gather the necessary data to evaluate the cost. 
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Figure 6.1 General workflow used for Experiment 2 
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6.2  Results and discussions 

 

Experiment 1 conducted for both POCs demonstrated that the smart contracts successfully 

implemented the functionalities proposed in Chapter 5. The smart contract addresses for this 

experiment are 0x493E3107E5014f012F31da99541549590c0A1103 for POC 1 and 

0x478C0638720Cca26115709D2386c44d76cD623E8 for POC 2. The transactions sent to each 

contract can be verified by searching the addresses on Etherscan.  

For POC 1, the gas consumption to deploy the smart contract – which is the most expensive 

transaction, as demonstrated by Silva [28] - was 3,315,277 gas unities. The gas consumption of the 

remaining transactions in terms of gas unities can be seen in Figures 6.2 to 6.4.  The results were 

divided into multiple figures and grouped according to the transaction type to facilitate 

visualization.  

The graph shown in Figure 6.2 shows the consumption in transactions used to create 

evidence of documents. It is interesting to note that calls to the same functions will yield a different 

gas consumption depending on the specific call's behaviour, depending on the parameters and the 

contract's state. For the function calls in which the pieces of evidence are created for the first time, 

for example, – such as for test 10, in which evidence of the notification document is created for the 

first time using the function setNotificationDocHash() seen in Chapter 5 -, the cost is higher, 

standing between 40,000 and 50,000 gas unities. In cases that hash was previously saved in the 

contract,  when the function is called again – meaning the hash previously saved needs to be 

overwritten and previous declarations of knowledge about that document need to be cleared -, the 

costs varied between 17,309 and 25,703. Last, for cases in which the transactions were reverted 

due to requirements not being met – test 8, for example, in which the user who submitted the 

transaction was not the complaint manager, therefore was not authorized to set the notification hash 

– the gas consumption was kept between the 20,000 and 30,000 range. 

The graph in Figure 6.3 shows the gas consumption in gas unities for transactions used to 

declare knowledge/acceptance, and the one in Figure 6.4 shows the consumption for transactions 

used to set users. In function calls in which declarations are saved or users are set, the gas 

consumption stands between 40,000 and 50,000 gas units. For the cases in which the transactions 

were reverted due to requirements not being met the gas consumptions were in the range between 

19,000 and 30,000.  
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Figure 6.2 Experiment 1: Gas consumption in transactions used to create evidence - POC 1 

 

Figure 6.3 Experiment 1: Gas consumption in transactions to declare knowledge/acceptance - POC  

 

Figure 6.4 Experiment 1: Gas consumption in transactions used to set users - POC 1 

One point that is important to mention is that, as explained before, the gas consumption of 
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to deploy the smart contracts developed for the POCs is always the same, and the gas used when 

calling a function will also be the same if the state of the contract and the inputs received by the 

function are the same, as the resources consumed are the same. The real cost in Canadian dollars 

(CAD), however, can vary. This is because it will depend both on the gas price offered by the user 

when performing the transaction and on the price of Ether in CAD. When users send a transaction 

to Ethereum, they can define the gas price they want to pay in Gwei. The price offered influences 

the transaction confirmation time, as mentioned before. A higher gas price offer means a higher 

incentive to the miners, which can reduce the time necessary to have the transaction added to the 

chain. The price of Ether in CAD changes over time, according to what the market is willing to 

pay.  

The volatility of the price, which is high, is a limitation of Ethereum blockchain. Take, for 

example, the work of Silva [28]. To define the gas price he was gointo to offer in some of his 

experiments he used ETH Gas Station [61]. This website monitors gas prices in Ethereum and 

provides recommendations of gas prices users should offer according to the expected confirmation 

time they desire for a transaction. When he did his experiments, the “fast” price suggested, which 

the website indicates that should keep the confirmation times under two minutes, was 12 Gwei – 

and in Silva’s experiments, the transactions actually took less than a minute to be confirmed using 

this gas price. The cost of one Ether in Canadian dollars at the time was C$296.75. However, at 

the time this work is being written – September 30th, 2020, which is around five months later than 

when Silva wrote his work– one Ether is costing C$476.82, representing an increase of almost 

60%. The fast price suggested by ETH Gas Station is now 134, more than ten times what the 

website suggested when Silva completed his work. If we take the current value of Ether and 

suggested gas price, the deployment of the Smart Contract written for POC 1 would cost C$211.83. 

Using the values from Silva’s work, it would cost only C$11.81. The remaining transactions from 

Experiment 1 for POC 1 would cost between C$1.11 and C$3.17 today versus between C$0.06 and 

C$0.18 at that time.  

For POC 2, the gas consumption to deploy the smart contract was 2,485,282 – the cost in 

Canadian Dollars is C$158.79 considering a gas price of 134 Gwei and the cost of one Ether being 

C$476.82 - which represents a reduction of more than 25% of the cost when compared to POC 1. 

The remaining tests' gas consumption can be seen in Figure 6.5, and the cost in CAD can be seen 

in Figure 6.6. In test cases in which the transactions were reverted due to requirements not being 
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met, the gas consumption was kept in the range of 20,000 and 30,000 gas units – similarly to POC 

1. Test 23, in which the user's access is revoked by calling the function revokeAccess(), also 

consumed less than 30,000 units of gas. Test case 10, in which a declaration of knowledge is made 

by calling the function declareKnowledge(), consumed a similar amount of gas when compared to 

the use of functions to declare knowledge form POC 1: 48,202 units of gas – or C$3.08 considering 

a gas price of 134 Gwei and the cost of one Ether as C$476.82. However, all the other transactions 

exhibited a significant increase in gas consumption when compared to POC 1, with the highest 

consumption being associated with requesting access to a user by calling the function 

requestAccess() – test cases 11 and 16, which consumed 152,351 units of gas – what would cost of 

C$9.73. In POC 1, transactions to set users – which are calls to the functions setManager(), 

setAllegedPerpetrator(), setInitialExaminer(), and setInvestigator() - stayed in the 40,000 to 

50,000 range, as said before. This increase was expected, as the complexity of the functions 

developed in the flexible smart contract was higher and involved more complex data structures.  

 

Figure 6.5 Gas consumption – Experiment 1 for POC 2 
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Figure 6.6 Transaction cost in CAD considering a gas price of 134 Gwei and the cost of one Ether as 

C$476.82 – Experiment 1 for POC 2 

As demonstrated by Experiment 1, although some of the transactions for POC 2 costed a 

lot more compared to transactions made with the same purpose in POC 1, the cost to deploy the 

flexible smart contract was significantly lower than the cost for the one tailored to a fixed 

procedure. Experiment 2 was conducted to evaluate better the differences in cost by applying both 

POCs to the same scenario: to create evidence of the actions taken when following the procedure 

suggested by the Code of Practice Detailing Procedures for Addressing Bullying in the Workplace 

from Ireland [4]. The addresses of the smart contracts deployed in this experiment are 

0x08282199A2c830BbC6577E9b16C9d97A87539B23 for POC 1 and 

0x5Fd6F837Cd0310301e948b828F405AcD7C1982a5 for POC 2. The gas consumptions to file the 

complaints – i.e. to deploy the contract – were the same as those found in the first experiment: 

3,315,277 gas unities for POC 1 and 2,485,282 for POC 2, because, as explained before, the 

resources consumed are the same. Figure 6.7 shows the gas consumption for each of the remaining 

transactions in the general workflow for each POC, and table 6.4 shows the percentage difference 

in gas consumption.  
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Figure 6.7 Experiment 2: Gas consumption per transaction for each POC 
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Table 6.4 Difference in gas consumption from POC 2 when compared to POC 1 

 

 

As also seen in Experiment 1, the results above show that the highest difference in cost 

occurs for transactions used to set users. The transaction to set the alleged perpetrator – which is 

done by calling the function requestAccess() - was the one that presented the highest difference, 

costing 235% more in POC 2 than the transaction used for the same purpose in POC 1. Note that a 

call to the same function in the smart contract from POC 2 to set the manager consumed less than 

half of the gas unities used to set the alleged perpetrator, initial examiner, and investigator. This is 

Transaction 
% Difference in 

gas consumption 

Set manager 68% 

Declare knowledge (complaint) 6% 

Set alleged perpetrator 235% 

Create evidence (notification) 156% 

Approve access (alleged perpetrator) - 

Declare knowledge (notification) 10% 

Declare knowledge (complaint) 9% 

Set initial examiner 217% 

Approve access (initial examiner) 29% 

Approve access (initial examiner) 107% 

Create evidence (appropriate course of action) 139% 

Accept proposed course of action 1% 

Accept proposed course of action 3% 

Set investigator 216% 

Approve access (investigator) 29% 

Approve access (investigator) 111% 

Create evidence (terms of reference and timeframe) 140% 

Accept terms of reference and timeframe 1% 

Accept terms of reference and timeframe 3% 

Create evidence (investigation report) 140% 

Declare knowledge (investigation report) -1% 

Declare knowledge (investigation report) -3% 

Declare knowledge (investigation report) 3% 

Create evidence (comments) 141% 

Declare knowledge (comments alleged perpetrator) 10% 

Create evidence (comments) 145% 

Declare knowledge (comments complainant) 10% 

Create evidence (final actions) 157% 

Declare knowledge (final actions) 3% 

Declare knowledge (final actions) 1% 
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because when the manager is set, the complainant is the only authorized admin in the contract. 

Thus, the function does not need to create an access request, and the manager receives his/her 

access immediately, as there are no other approvals required. When the remaining users were set, 

the contract state had more than one admin user, which justify the increased cost. However, note 

that the cost does not vary after a third admin – the alleged perpetrator - is added.  

Another big difference in cost from using the same function can be seen for the two 

transactions to approve the access of the initial examiner and the two to approve the investigator's 

access – all of them are done by calling the function acceptAccessRequest(). When access is 

requested for the initial examiner and investigator, the contract has three admins – the complainant, 

the manager, and the alleged perpetrator. When the manager requests the initial examiner and 

investigator's access, by calling requestAccess(), the contract automatically saves his/her approval, 

so he/she does not need to call acceptAccessRequest(). When the second admin gives his/her 

authorization using acceptAccessRequest(), the time is saved but the access is still not granted, as 

there is one approval missing. Finally, by the time the third admin calls acceptAccessRequest() to 

approve the request, all the approvals are complete, and the function has to add the new user to the 

list of authorized addresses. Besides that, it must also delete the access request that existed for that 

user. These extra steps justify the higher gas consumption in this case. 

A table with all the results from Experiment 2 - including the gas used and price in Canadian 

Dollars for each transactions, as well as the cumulative valus - can be seen in the Appendix. The 

graphs in Figures 6.8 and 6.9 were created to visualize better the impact these increased transaction 

costs in POC 2 have as a whole when comparing the use of both POCs for the same procedure. The 

first one shows the cumulative gas consumption for each POC after each step of the general 

workflow is executed. The second graph shows what is the cumulative cost in Canadian dollars, if 

a gas price of 134 Gwei is offered, considering today’s price for one Ether - C$476.82. As shown 

in these graphs, although the flexible smart contract starts with a gas consumption considerably 

lower when the complaint is filed – i.e. when the contract is deployed-, it ends up costing 5% more 

after the whole process is executed. The total cost to execute the general workflow is C$298.27 for 

POC 1 and C$313.22 for POC 2, considering the “fast” gas price suggested by ETH Gas Station 

and the cost of Ether as of today. Now take a case in which the investigation is deemed unnecessary. 

In this case, the last step that needs to be executed to document the process is for both the 

complainant and the alleged perpetrator to accept the proposed course of action. If the flexible 
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smart contract was being used in this situation, this would represent an economy of around 8%. 

The cumulative cost up to this point would be C$244.20 using POC 1 and C$225.81 using POC 2. 

The costs to use these smart contracts, considering the prices for today, are not low. 

However if the use of a blockchain-based system can contribute to the achievement of a zero-

tolerance environment for workplace harassment, empowering the victims, increasing the number 

of them that decide to come forward, reducing the occurrence of harassment in the long term, 

increasing employee productivity and reducing turnover, this cost is a small price to be paid. 

Moreover, although Ethereum blockchain was chosen for the POCs, the architecture proposed in 

this work can be applied with other blockchain networks.  

 

Figure 6.8 Experiment 2: Cumulative gas consumption for each POC 
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Figure 6.9 Experiment 2: Cumulative cost in CAD for each POC 

While the costs incurred from using smart contracts are important, there are of course, other 

facts that need to be taken into consideration when deciding which approach – flexible or not - to 

opt for. One thing that should be highlighted, for example, is that once a smart contract is deployed, 

its code cannot be changed. This means that testing and making sure the code's behaviour is as 

expected is even more critical when it runs in the blockchain. Having that said, it can be desirable 

to have a smart contract that allows changes in the process to occur without the need for writing 

and testing new code. From this perspective, the flexible smart contract is a better option, as any 

change in the process will lead to the necessity of developing a new smart contract in the case of 

the smart contract tailored to a fixed procedure. On the other hand, as mentioned in the 
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implementation chapter, the flexible smart contract does not store relations such as which address 

corresponds to what kind of stakeholder or the document type each hash corresponds to. This means 

that for this information to be available to the users, which is vital to make the tool user friendly, 

it will be necessary to have them stored in a database and have them served to the client application, 

adding complexity to the development of the solution as a whole. All of this should be analyzed 

when choosing a path.  

 

6.3  Summary 

 

In this chapter, this work met its third and last objective - evaluate functionalities, 

performance in terms of latency, and costs of the two proofs-of-concept. It included a discussion, 

based on recent results from the literature, showing that no experiments were necessary to evaluate 

the latency, as the delays due to the use of Ethereum – which is the bottleneck for the solution 

developed in this work - is not high enough to make the solution proposed here unfeasible. To 

evaluate the POCs functionalities, Experiment 1 was performed. Its main goal was to confirm if 

the POCs successfully delivered what was proposed, which they did. In this experiment, an 

extensive range of tests was performed, verifying all the use cases' main success scenarios and 

alternative paths for both POCs.  

To evaluate the costs of using each POC, besides recording the gas consumption for each 

test from Experiment 1, we proposed Experiment 2. This last experiment was designed to enable a 

fair price comparison between a smart contract tailored to a fixed procedure, and one built to be 

flexible. This was done by creating a general workflow – based on the process that originated the 

smart contract tailored to a fixed procedure - and using the two POCs to perform the necessary 

transactions in this workflow. This experiment showed that although the cost to deploy the flexible 

smart contract was considerably lower, costing 25% less than the contract developed for POC 1, 

the difference in cost to perform the whole workflow tested was not so discrepant. The total cost 

to perform the entire workflow was 5% higher when using the flexible procedure – due to the 

higher transaction prices resulted from the increased complexity. However, it is worth highlighting 

that if smart contracts were developed for other processes and the costs of using them were to be 

compared with the ones from the flexible smart contract proposed here, the results can be 

completely different. This is a limitation, and future work can apply the ideas introduced in this 
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work for other processes and procedures and analyze the costs further. Besides that, future work 

can try different approaches to deliver the same functionalities in smart contracts. This work was 

limited to one implementation only, and changes in the code can result in optimization of the costs. 

While evaluating the costs of the solution, besides the comparison of values to use the POCs 

developed in this work, this work also discussed and demonstrated that the volatility of prices in 

Ethereum can be a considerable limitation of utilizing this blockchain. As we showed, while the 

gas consumption to perform a specific transaction under a set of determined circumstances does 

not change over time, the real cost does change. This occurs because it depends on both the gas 

price offered – that in turn impacts on the latency, meaning depending on the network dynamics, 

the user might be required to provide a higher gas price to maintain the latency in a reasonable 

range –, and on the cost of Ether in Canadian Dollars. While this limitation is problematic, other 

blockchains can be used in the architecture proposed in this work. Besides that, using a blockchain 

layer to create a decentralized and trust-free system in which evidence can be created during a 

workplace harassment complaint procedure can contribute to the achievement of a zero-tolerance 

environment for workplace harassment, empower the victims and help more people to decide to 

come forward. These, in turn, can even reduce the occurrence of harassment in the long term, 

increasing employee productivity and reducing turnover. If future work can demonstrate the use of 

blockchain can help achieve these results, this limitation can be a small price to be paid. 
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CHAPTER 7  

 

CONCLUSION AND FUTURE WORK 

 

Workplace Harassment can have terrible adverse outcomes for both the victim and the 

company. Despite this fact, various victims end up deciding not to report the incidents to the 

company formally. The ones who choose to file a complaint face a risk that nothing will be done 

about it. Motivated by these facts and with the purpose of empowering victims of workplace 

harassment, this work proposed the use of blockchain technology to build a system capable of 

creating immutable evidence of the actions taken along a harassment complaint process while still 

protecting the privacy of the involved parties. 

In Chapter 3, a literature review on both workplace harassment and blockchain technology 

was presented. It showed that harassment affects a large number of people and that a very low 

number of employees is willing to file complaints. It also showed that, as Clarke [18] proposed in 

the context of the theory of planned behaviour, the victim’s beliefs about whether behaving in a 

way will cause positive or negative consequences can be influenced by the perception of the 

organizational tolerance to harassment. This tolerance includes what is evidenced by policies, 

procedures, and practices. The literature review also discussed that blockchain technology has 

intrinsic characteristics that can help create decentralized and trust-free systems, which is ideal for 

the tool proposed in this work. On the other hand, it also showed that privacy can become an issue, 

as transparency is one of the intrinsic characteristics of blockchain. Moreover, no studies that use 

blockchain to build systems to document workplace harassment complaint processes were found 

in the literature. 

Based on the literature review findings, in Chapter 4, this work discussed a potential 

decentralized and trust-free architecture for a system to support workplace harassment complaint 

processes, meeting the first objective and answering the first research question, both presented in 

Chapter 2. Privacy is an essential requirement for the application proposed in this work, as it deals 

with very sensitive data, and, as mentioned before, the use of blockchain can pose a threat to that. 

To deal with it - inspired by the use of blockchain to create proofs of ownership for intellectual 

property that was seen in the literature review -, this work proposed an architecture in which the 

hashes of documents related to the complaint process are stored in a blockchain. This way, evidence 
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can be created without exposing the data itself, leveraging blockchain technology's transparency 

aspect while preserving privacy. Besides that, this work proposed that stakeholders can use the 

blockchain to declare their knowledge of these documents, representing, in fact, claiming they are 

aware of the facts and actions related to the complaint. These declarations can be later used to 

guarantee the involved parties are held accountable for their actions. 

Chapter 5 presented detailed functional requirements for two POCs and the 

implementations of both, meeting the second objective presented in Chapter 2. The functionalities 

of POC 1 were defined to fit specifically the procedure suggested in the Code of Practice Detailing 

Procedures for Addressing Bullying in the Workplace from Ireland [4]. On the other hand, the 

functional requirements for POC 2 were designed to be flexible, supporting the addition of as many 

stakeholders and the creation of evidence for as many documents as the users require. From the 

functional requirements, detailed use cases were specified. The presentation of the implementation 

consisted of a detailed description of the smart contracts developed for each POC and an overview 

of the user interfaces that were built to facilitate the execution of the experiments. 

Chapter 6 presented the experiments which were conducted using these two POCs, and the 

discussion on the evaluation of the POCs, meeting the third objective, which was to evaluate the 

functionalities, the performance in terms of latency, and the costs of the two proofs-of-concept, 

and answering the second research question - what will be the cost incurred from the use of a smart 

contract implemented to support a flexible complaint process and from the use of one tailored to a 

fixed procedure, both using Ethereum network. The experiments demonstrated that the functional 

requirements proposed were successfully implemented. Besides that, they showed that although 

the costs of the transactions when using the flexible smart contract were, in general, a lot higher 

than when using the contract tailored to the fixed procedure due to the increased complexity of the 

functions and data structures used, the lower cost to deploy the contract compensate part of these 

increases, as the deployment of the contract is the most expensive transaction. Using the two 

contracts to perform the general workflow created based on a procedure suggested in the literature 

resulted in the total costs of using the flexible contract being only 5% more than the other one.  

In terms of latency, a recent work from the literature was discussed in Chapter 6 to show 

that although blockchain is a bottleneck when it comes to latency, the delays can be kept in an 

acceptable range that does not compromise the usability of the system by offering a high enough 

gas price. However, as also discussed in Chapter 6, the fact that both the gas price is required to 
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guarantee an acceptable delay and the price of Ether can change over time is a big limitation. The 

volatility and unpredictability of costs can be a barrier to adopting the system in an enterprise 

environment. Despite the limitations, the system architecture proposed in this work can help 

companies demonstrate their compromise and engagement in solving workplace harassment 

promptly, assisting in creating a zero-tolerance for harassment environment.  Moreover, the use of 

blockchain to create evidence during the process can potentially help victims feel more confident 

and empowered to report, even if their trust in the company has been compromised due to the 

occurrence of harassment. Simultaneously, the company can also benefit from a blockchain-based 

system, which can be used to demonstrate compliance with laws and regulations.  

This work's main contribution was introducing the discussion regarding the use of 

blockchain to build a system to create evidence of the actions taken during a workplace harassment 

complaint resolution process as, to the best of our knowledge, nothing similar has been suggested 

in the literature. Moreover, the core structure of the system discussed in Chapter 5 can be applied 

for an extensive range of applications that involve users declaring their knowledge about anything 

that can be represented by a digital file, to safeguard the involved parties in future disputes, without 

the need of a third party to be involved. Besides that, this work included an extensive discussion 

regarding the architecture of the system, focusing on user privacy, which is crucial for applications 

that involve sensitive data like this, and a valuable discussion regarding the trade-offs of using a 

smart contract tailored to a fixed procedure, versus a flexible one.  

There are, of course, some limitations in this work that can be addressed in future work. 

First, the POCs did not include the implementation of the whole system and instead focused mostly 

on the development of the blockchain layer, to create a decentralized and trust-free system. 

Functionalities related to sharing and storing the files itself, as discussed in Chapter 5, were not 

specified nor implemented, for example. Besides that, to use the flexible smart contract, it is 

necessary to include a layer in the system to handle some information from the contract, such as 

which hashes correspond to each document type. As a workaround, some of them were hardcoded 

in the POC for testing purposes only. Functionalities to query the data stored in the blockchain 

should also be improved, including developing the functionality with which the user can check the 

document integrity before declaring his or her knowledge, as mentioned in Chapter 5. Although 

the emission of events was included in the smart contracts, another limitation is that the client 

application did not use them. It should listen to the events emitted by the blockchain when the state 
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of the contract changes to notify the users of their occurrence. Acting promptly is essential when 

dealing with harassment complaints, and notifications of changes in the complaint status can help 

accelerate the procedure. Another aspect that should be improved is the user control over the gas 

price. For the POCs, the gas price was predefined and hardcoded because its value was not relevant 

to the experiments. However, the user should be able to change the gas price offer, especially since 

it influences the transaction's confirmation time. Moreover, a user-friendly interface should be 

built.  

Another limitation, now related to the cost analysis, is that the experiments were limited to 

the two POCs implemented in this work. However, there are various ways one can implement 

functions to reach the same goal, and that can reduce or increase the costs of the transactions. 

Moreover, the tests were conducted for one fixed procedure only, and different procedures will 

result in different smart contracts and prices. Future work can explore different implementations 

and analyze the impacts they will have on the cost incurred from the use of Ethereum. Besides that, 

the use of other existing blockchain networks can also be explored, especially given the volatility 

of prices that is a considerable limitation to the adoption of Ethereum in enterprise environments. 

Finally, the potential benefits of the system presented in this work can only be achieved if users 

trust in the blockchain network, which is not necessarily true. Future work should focus on 

verifying the user acceptance of the blockchain-based system. For this case specifically, they 

should investigate if this technology's adoption will incentivize the victims to come forward.  
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APPENDIX 

 

Table A.1 Gas used and cost in Canadian Dollars -  Experiment 2 

Transaction 
Gas used 

(POC 1) 

Gas used 

(POC 2) 

Cumulative 

gas used 

(POC 1) 

Cumulative 

gas used 

(POC 2) 

Cost - 

CAD 

(POC 1) 

Cost - 

CAD 

(POC 2) 

Cumulative 

cost - CAD 

(POC 1) 

Cumulative 

cost - CAD 

(POC 2) 

File complaint 
3,315,27

7 

2,485,28

2 
3,315,277 2,485,282 211.83 158.79 211.83 158.79 

Set manager 44402 74,535 3,359,679 2,559,817 2.84 4.76 214.66 163.56 

Declare knowledge 
(complaint) 

45274 48,202 3,404,953 2,608,019 2.89 3.08 217.56 166.64 

Set alleged 

perpetrator 
45521 152,351 3,450,474 2,760,370 2.91 9.73 220.46 176.37 

Create evidence 
(notification) 

44496 114,092 3,494,970 2,874,462 2.84 7.29 223.31 183.66 

Approve access 

(alleged perpetrator) 
0 88,290 3,494,970 2,962,752 0.00 5.64 223.31 189.30 

Declare knowledge 
(notification) 

43927 48,202 3,538,897 3,010,954 2.81 3.08 226.11 192.38 

Declare knowledge 

(complaint) 
44416 48,202 3,583,313 3,059,156 2.84 3.08 228.95 195.46 

Set initial examiner 48126 152,351 3,631,439 3,211,507 3.07 9.73 232.03 205.20 

Approve access 

(initial examiner) 
46954 60,693 3,678,393 3,272,200 3.00 3.88 235.03 209.07 

Approve access 
(initial examiner) 

47802 98,744 3,726,195 3,370,944 3.05 6.31 238.08 215.38 

Create evidence 

(appropriate course 

of action) 

48023 114,992 3,774,218 3,485,936 3.07 7.35 241.15 222.73 

Accept proposed 

course of action 
47779 48,202 3,821,997 3,534,138 3.05 3.08 244.20 225.81 

Accept proposed 

course of action 
46931 48,202 3,868,928 3,582,340 3.00 3.08 247.20 228.89 

Set investigator 48149 152,351 3,917,077 3,734,691 3.08 9.73 250.28 238.62 

Approve access 

(investigator) 
46954 60,693 3,964,031 3,795,384 3.00 3.88 253.28 242.50 

Approve access 
(investigator) 

47802 100,844 4,011,833 3,896,228 3.05 6.44 256.33 248.95 

Create evidence 

(terms of reference 
and timeframe) 

47946 114,980 4,059,779 4,011,208 3.06 7.35 259.40 256.29 

Accept terms of 

reference and 
timeframe 

47714 48,190 4,107,493 4,059,398 3.05 3.08 262.44 259.37 

Accept terms of 

reference and 

timeframe 

46866 48,190 4,154,359 4,107,588 2.99 3.08 265.44 262.45 

Create evidence 

(investigation 

report) 

47979 114,992 4,202,338 4,222,580 3.07 7.35 268.50 269.80 

Declare knowledge 
(investigation 

report) 

48702 48,202 4,251,040 4,270,782 3.11 3.08 271.62 272.88 

Declare knowledge 
(investigation 

report) 

49550 48,202 4,300,590 4,318,984 3.17 3.08 274.78 275.96 

Declare knowledge 

(investigation 
report) 

46970 48,202 4,347,560 4,367,186 3.00 3.08 277.78 279.04 
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Create evidence 

(comments) 
47331 114,080 4,394,891 4,481,266 3.02 7.29 280.81 286.33 

Declare knowledge 

(comments alleged 
perpetrator) 

43883 48,190 4,438,774 4,529,456 2.80 3.08 283.61 289.40 

Create evidence 

(comments) 
46495 114,092 4,485,269 4,643,548 2.97 7.29 286.58 296.69 

Declare knowledge 
(comments 

complainant) 

43817 48,202 4,529,086 4,691,750 2.80 3.08 289.38 299.77 

Create evidence 
(final actions) 

44445 114,092 4,573,531 4,805,842 2.84 7.29 292.22 307.06 

Declare knowledge 
(final actions) 

46887 48,202 4,620,418 4,854,044 3.00 3.08 295.22 310.14 

Declare knowledge 
(final actions) 

47735 48,202 4,668,153 4,902,246 3.05 3.08 298.27 313.22 

 


